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started a project to build an identity
authentication management system
for Saa$S that centrally manages ac-
cess to systems and applications
that are used by the entire group. As
part of this process, the company
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Bolstering security governance by centrally managing IDs
for various SaaS access accounts using IDaa$S

Yamato Holdings, which oversees the Yamato Group companies, had been facing the challenge of how to
establish governance to strengthen IT security across its group companies, especially with regard to the use
of a wide variety of SaaS. As part of its project to build an identity authentication management system for
SaaS, the company introduced the IlJ ID Service, an IDaaS (ldentity as a Service) that centrally manages user
authentication information in the cloud. Yamato Holdings is now accelerating its deployment to group com-

panies to boost user convenience and enhance security.

Challenges

* Establishing security governance is crucial in order to
effectively control the use of various SaaS

* There are difficulties in predicting the volume of fu-
ture use, including the types of SaaS and the number

* Building an identity authentication management
system for SaaS requires extensive knowledge of
various authentication and security technologies

« Improves usability and enhances security by realiz-
ing centralized management of IDs that link between
the company’s portal and multiple SaaS

« Allows Yamato to use the service with a monthly
of users charge per account without initial cost

« In addition to providing the service, IlJ also offers broad
insight and advice on authentication as a whole

Assistant Manager in charge of IT Strategy

Challenges before introduction

Strengthening the governance of the
Group’s various Saa$S

On November 1, 2005, the Yamato
Group, also known as Yamato Trans-
port, shifted to a holding company.
Since then, Yamato Holdings has been
consistently focusing on strengthening
its corporate governance.

One of its policies has been to focus
on cross-group security governance.
Mr. Yusuke Shibata, who is in charge of
IT strategy at Yamato Holdings, says,
“We have a lot of work to do. Security
incidents could lead to the loss of
corporate brand equity. If we leave
cybersecurity initiatives to our group
companies, there could be huge dis-
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parities in the level of measures taken.”
Under these circumstances, SaaS
has become increasingly visible as
a serious issue. Similar to the many
global companies that are moving to-
ward employing cloud services, all
Yamato Group companies actively
use a wide variety of SaaS. However,
some of these services are vulnerable
from a security perspective, or engen-
der concerns regarding continuity.
Even if SaaS itself does not have
any issues, it is unlikely to ensure se-
curity if there is a defect in its opera-
tion. For example, if some accounts
are left unused due to the resigna-
tion or transfer of personnel, these
accounts may be misused by third
parties to gain unauthorized access.
In the summer of 2018, the company
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adopted IIJ ID Service as the plat-
form to manage SaaS accounts. This
is a cloud-based IDaaS (ldentity as a
Service) that links IDs between the
company portal and multiple SaaS
to support single sign-on (SSO) and
multi-factor authentication.

Why Yamato chose IIJ

Highly esteemed IlJ ID Service that
scales as needed

Although the use of SaaS is increas-
ing across the entire Yamato Group,
the types of SaaS employed and
the number of accounts of each SaaS
varies by company and division. “Un-
der these circumstances, we focused
on the advantage that IlJ ID Service
can start small, with a monthly charge
per account and no initial costs, in-
cluding for server installation,” says
Ms. Satomi Takei of Yamato Holdings.

Though I1J ID Service was not the
impetus for taking on this project,
Yamato Holdings chose the service
after comparing similar services pro-
vided by several vendors. The key
factor in choosing the service was
I1J’s substantial support. “For ex-
ample, when doing SSO integration
using SAML 2.0 or multi-factor au-
thentication, failures may occur due
to subtle differences in the specifi-
cations of each SaaS. In such cases,
I1J took care to thoroughly answer
our inquiries.”

In addition, Yamato System Devel-
opment, a group company that is in
charge of building the identity au-
thentication management system for
SaaS, conducted a proof-of-concept
trial prior to the introduction of IIJ
ID Service. Ms. Misaki Nakamura, a
manager at Yamato System Develop-
ment, tested exactly what can be
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« Multi-factor
authentication

done with the basic and optional
functions of IlJ ID Service. “The ad-
min settings are simple and easy to
understand, and IlJ ID Service seems
to be very user-friendly. In addition,
IIJ respond quickly to our technical
inquiries, which makes us feel that IlJ
is a very reliable partner in building
and operating the system,” comment-
ed Ms. Nakamura.

What IlJ ID Service achieved

11J ID Service boosts user convenience
and enhances security

Yamato Holdings initially limited use
to within the holding company only,
and started operation with around
200 users.

“The SSO mechanism allows users
to seamlessly access several SaaS as
long as they remember just one pass-
word,” Ms. Takei said. “Users appreci-
ate the fact that there are fewer login
actions and much easier operation.”

The company linked the identity
authentication management system
for SaaS with IlJ ID Service. “If the
HR department updates a human re-
sources master file as employees join
and leave the company, then the change
will automatically be reflected in 11J ID

Service, eliminating any concerns that
unused accounts may remain.”

After confirming the value of the
service, the company began rolling
out IlJ ID Service to Group compa-
nies in October 2019. By March 2020,
about 40 SaaS are expected to be
linked, and around 3,000 accounts
will be registered. “We will continue
to roll out IIJ ID Service to approxi-
mately 200 types of SaaS that have
already been certified,” Ms. Nakamura
says. “Considering the fact that the
number of users of SaaS groupware
will increase to more than 30,000 in
the future, there is a good chance
that our use of IlJ ID Service will
grow even further. IlJ ID Service re-
alizes flexible scale-out and scale-
down, which is a huge advantage in
a situation in which it’s difficult to
predict the volume of future use.”
she said in a statement.

In the multi-cloud era, it is essen-
tial to build IT systems that realize
convenience and security, and to con-
tinually review and update them. “We
will continue to further strengthen the
security of the IT environment,” says
Mr. Shibata. IlJ ID Service is expected
to play an increasingly important role
in these efforts.

B What we offer B

IIJ ID Service

« This article is based on an interview given in September 2019. The data, organization names, titles, etc. in the

article were correct as of the date of the interview.
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