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Deployment

Private Community Public
Models Cloud Cloud Cloud
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Service Software as a Platform as a )
Models Service (Saas) SN GEES) as a Service

On Demand Self-Service

e

Essential Broad Network Access Rapid Elasticity
Resource Pooling Measured Service

Characteristics

Massive Scale Resilient Computing
common Homogeneity Geographic Distribution
Characteristics Virtualization Service Orientation =

Low Cost Software Advanced Security
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(1) On-demand self service

renting takes minutes

@Ublqwtous network access

anMem / any device

(2)Metered use

conserve resources

(4) Elasticity
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rent it in any quantity

(5) Resource pooling
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— Cloud Provider Cloud Custoemer
;:; Soffware Admin control :ﬂl;*:::;:; :z i Limited Admin control
- as a Service
i O n S m
(SaaS) Total control . No control
@ Platform Admin control m;:::catmn Limited programmability
as a Service . rlah mtetem
(PaaS) Total control _ | No control
Infrastructure £ppiication e
as a Service R coptct 5 M"f‘;_'ewsﬂ;:w
(laaS) Operating System
Admin control No control
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Security is the Major Issue

Q: Rate the challenges/issues ascribed to the ‘cloud/on-demand model
(1=not significant, 5=very significant)

Security 74.15%

Performance

Availability

Hard to integrate with in-house IT

Not enough ability to customize

Worried on-demand will cost more
Bringing back in-house may be difficult
Regulatory requirements prohibit cloud

Not enough major suppliers yet

T T

0% 10% 20% 30% 40% 50% 60% 70% 80%
% responding 4 or 5
Source: IDC Enterprise Panel, August 2008 n=244
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“occasional minor outages are just part of the reality of cloud
computing today”
- Steve Jones, CEQ of Explore Consultii

Date Organization wWhat Happened?

Technical problem kept an

Microsoft undetermined number of Windows
20100902 | o poration Live Hat: .

emal ac

Rackspa
Moment

2010-08-30  ||Rackspace, Inc.

CtDMS e
2010-08-29 servYice 2
services,

1Y

Qrande
nHTTE

2010-02-29 || Qrange Spain

Bank of
Iualti-Ho

2010-08-28  ||Bank of America

Hosty

2010-02-22 of Hack

DDOS A
Datacen

2010-08-25  ||Linode

WPS.MET, Hosting || WRS. MNet
20M0-08-25 |2 i Tne, Cutags

Cloutage.org http://cloutage.org/ XU3|H
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Cloud Computing

BB EF LT HRROLHDOIL—LT—H

Information Assurance Framework

ENISA: European Network and Information Security Agency
B Robo—oiHEE R T

2009 %11 A
(2009 November)

Ths is a translation undertaken by IPA and therefore
The offictal version 1s m English and on the ENISA ¢

AL, ENISADITH# “Cloud Computing: Info|
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Bttp:/fwww enisa enropa.ew/
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HAFRFINTOSEE R, EHENATIL0TE.

SR I~ DR 41T T (European Network and Information Security Agency: ENISA), 2009
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