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 NIST's Policy on Hash Functions March 15 2006

— http://csrc.nist.gov/groups/ST/hash/policy.html

NIST'S POLICY ON HASH FUNCTIONS

March 15, 2006: The SHA-2 family of hash functions (i.e., SHA-224, SHA-
256, SHA-384 and SHA-512) may be used by Federal agencies for all
applications using secure hash algorithms. Federal agencies should stop
using SHA-1 for digital signatures, digital time stamping and other applications
that require collision resistance as soon as practical, and must use the SHA-Z
family of hash functions for these applications after 2010 After 2010, Federal
agencies may use SHA-1 only for the following applications: hash-based
message authentication codes (HMACs); key derivation functions (KDFs); and
random number generators (RMNGs). Regardless of use, NIST encourages
application and protocol designers to use the SHA-2 family of hash functions for
all new applications and protocols.
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 NIST Special Publication 800-57 Part 1
Recommendation for Key Management
— 2030F Z A NILAESANTEFIT
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Table 4. Recommended algorithms and minimum key sizes

SA784L | nEvk B REES NERES | ARREES
Eoge ZRHMOHE | BT
2010 % T = 80 2TDES, 3TDES 1024 160
AES-128/192/256 20104 f51 8
2030FFET | =112 3TDES 2048 224
AES-128/192/256 20304 =8
2031 LIfE | =128 AES-128/192/256 3072 256

http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57-Part1-revised2_Mar08-2007.pdf | _
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e APOP, SIP, HTTP Authentication 28175
INAT—R) /NI
— Yu Sasaki, Lei Wang, Kazuo Ohta and Noboru Kunihiro,
"Extended Password Recovery Attacks against APOP,
SIP, and Digest Authentication," IEICE Transactions on
Fundamentals of Electronics, Communications and
Computer Sciences, Vol.E92-A, No. 1, pp. 96-104, 2009.
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— Cryptography Research and Evaluation Committees
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e NIST SP800-113 (SP800-57 #XiT ¥ &)

— DRAFT Recommendation for the Transitioning of
Cryptographic Algorithms and Key Sizes

» http://csrc.nist.gov/publications/drafts/800-131/draft-sp800-
131 spd-june2010.pdf
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