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Hacktivism & (&

Hack + Activism = Hacktivism
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WEEH (2012)

+ 201291 A Operation Megaupload

+ 201253 H Operation Global Blackout

+ 20125%5H Operation NewSon

+ 201259 6R Operation Japan
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HIGH ORBIT
ION CANNON

)".000]| PyLoris |000.

General
Host: |localhost
Port: |80
SSL
Behavior
Attack Limit (0 = No limit): 500
Connection Limit (0 = No limit): 500
Thread Limit (0 = No limit): 50
Connection speed (bytes/sec): 0.3

Time between thread spawns (seconds): 0.3
Time between connections (seconds): |1
Close finished connections

Proxy
Proxy type (SOCKS4/SOCKS5/HTTP/NONE) NONE
Proxy Hostname / IP Address localhost
Proxy Port 9050
Proxy Username
Proxy Password

Launch

e side of the oppressed. — e

IN GEOSYNCHONOUS OREIT

Taraget Booster Status

HttpDosTool

iz HTTP attack version 3.6 (slow headers and slow POST) E]

Test type and destination

Attack type §SIOW POST v |
URL |http://localhost/test.htmi
STANDINGBY O THREAI Proxy |

General parameters
Connections 400

Connection rate |5EJ
Timeout {(s) |1DD.D [] Random

User agent |M02i|la,f4.D {compatible; MSIE 7.0; Windows NT 5.1; T
[] Diagnostics

FIRE TEH LAZER!

Request Body

GET / HTTP/1.1[

Host: www.example.comp

Keep-Alive: 300[

Connection: Keep-Alive[]

Referer: http://www.demonstration.com/[
User-Agent: Mozilla/5.0 (Windows; U; Windows
Cookie: datal=AAAAAAAAAAAAAAAAAAAAAAAAAAAAAA PR ®=Te Qe aT=Tu) (ol ate] = 11| (=) A=) g

Content length  [1000000
POST field |
[] Randomise payload

(] Random

PROACTIVE RISK Run attack |

LOIC Online Anonymous'Edition

Step 1. Select your target:
URL:

Ex: http:li.gov

PyLoris

WebLOIC

Loic'onuine
ANONYMOUS'EDITION

We Are Legion




« Google Hacking Chess1E D & 2 BFR Y1 L Z2¥Ee

\\\\\

OpJapan(c & [} 2K E

site: g0.jp XOXXXXXXXXX

— ERETUBEELEEREDY 1 M E
— ALUT index.htmlZ 71 I)LEBL=7E 1T

+ DOSIKEE(C (X HOICH TorsHammer/dEDY —)L 7%

I

+ VPN TorzeflBB LT Ot RiREBZzESRL

© 2012 Internet Initiative Japan Inc.




OpJapan®D i1 ¥ ~

 ECWEZT>CWLWzDI(EXBND Anon

« IRCF v RILANDSNB (FHEBAIC LD, ERDI
EZNNEIES<IED — KEFE(C KD DDoSEWD
BULC AERBHELY

« TENBEEE T BZRIER L) EVLWSRIZRESLL
DADME Ufeh\?

L IRODERD FANBERET BREMRED

© 2012 Internet Initiative Japan Inc.




018 E & DLLE DT

Anonymous

918K &

BUSHERC (T TR SRR

BUetYER. &B

BHONTIL—T . DEDR
XILDOHB/I\Y H—HFE

BHONTIL—T, DEDR
FILDHD/I\YH—HFE

W EES R, e A, DoS (RR?). e A. DoS
LU (B L\ {ELY
J=31=
+ IRC. Twitter. Facebook QQ. YY

© 2012 Internet Initiative Japan Inc.




KREFS — el —~ DoSK

AxX vV - K h — 2F — L

AFxvrY = RA - BHRNE —
= =0 — fLAX

© 2012 Internet Initiative Japan Inc.




&

 WEFEOH

KNEFSICDODWTDEZA

 WEBETEND DD SKENNT RREDH (T TIEAL

— BFERPHODIEEEHDIL. FSELTSNE
255 ENBNEWNDZEDLZL)
— BRIENDRINITBZRBEET

- REFSHE
TUZES

JETHAKESNDEWVNDIDIFTTHRRL
TERBOTIEWIFZRL, XinERERD

© 2012 Internet Initiative Japan Inc.

&



WEFSHETTEFRL

Anonymous(C K DI E

Anonymous(CHR. BR). EFULKE

AnonymousDET ZD{Fhhn BIE

© 2012 Internet Initiative Japan Inc.




Anonymous/\ Dl

WEDRZEZ @K ICEHE UTIEULFRL

— KFBRIE DDoSKEVFHIMRB(E. JWRHMS < —BBIC
[RE=ND

ULHUBRICIFERREZZDDH XL

- REDBKREDRICHD L. RHFEOHDIT1 EAD
BEMNBREZLH D

“Anonymous” WS TS5V KDFEHZ @A 5HE LTI
(F7& LN

© 2012 Internet Initiative Japan Inc.




KRFEND T, W SBRIEL T T
57

FADS DHEANDXIL(L?

EIFHDHPLEAD(CTRD S 2H\7?

5=y MRS TERBEHEAST Z R T
=DH\?

© 2012 Internet Initiative Japan Inc.




RxEOH

© 2012 Internet Initiative Japan Inc.



BEDIEA

* CHEXRT

— ParlCX

e

NEZR

ATEIRUIERE T FES

UKD

=L CLVE L)Y

S ﬁ %i(g@fgIS\fc_L/ C\J\ C(;l’ik’\

BAX0DREISIEN DX G
DOSKENDRYR

RRXT T DA E

© 2012 Internet Initiative Japan Inc.




AN
O

0l
Ak

A/ N A
YA A
Ry AN A

© 2012 Internet Initiative Japan Inc.




SEEHDNE DS
caWEUE
~

IHJ-SECT

HEm -
https://sect.iij.ad.jp/
© 2012 Internet Initiative Japan Inc.




>Z 6% (1)

= WS 5EIFZELAnonymous

~ N MEDBEREE L TERT 3EDR~

= EFEPVEAFRERBRNDRMAVES )

~Anonymous’E & [C KBDETADE(C DT~
(IlJ Technical WEEK, 2011/11/11)

tw2011_11_anonymous_1.pdf

* Anonymousic &% OpJapan (Internet Infrastructure Review Vol.16)

htto:// i ad.in/ devel f ir/016.html
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+ Anonymous(C &k B KiR1&E7% DDoSKE Operation Megaupload

« 1lJ Security Diary: Anonymous(C &3 IL— Y —/)\NDIKE(LXHDDH\?

* 11J Security Diary: 5/25DKEFES & ZF DX

https://sect.iij.ad.jp/d/2012/05/285607.html

+ Operation JapanZlFR3([C R EHTHT,

http://d.hatena.ne.jp/Kango/20120702/1341246425

+ OpJapan BHEDY A — ~E & &

http://togetter.com/1i/339316
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* Anonymous(CDWTEED 5. INKSLIEFEATET !

* We Are Legion | The Story of the Hacktivists Official Website.

BRBANY 1 )
http://wearelegionthedocumentary.com/
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