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Trend Micro Incorporated CONTACTUS | ABOUTUS = MOSTWANTED = NEWS STATS & SERVICES = SCAMS & SAFETY JOBS =FUN & GAMES
[ Research Paper 8 P %G
1
e Stories FX4 Get FBI Updates
ome - xe - Nomoe
OPERATION GHOST CLICK Wrte rsses @ Story Index
The Rove Digital
DNS M: Is Your ? oy Subject
- At Theft

ONS—Domain Name System—s an Intemet senvice that convers user-fiendly domain
names, such as waw b gov, into numerical adcresses that allow computers o tak to each
other. Without DNS and the DNS servers operated by Interet service providers, computer

I Rights
nterterrorism

Takedown

users would not be send e-mail, or Against Children
inal Justice Information Services

Criminals h of comput h with -

DNSChanger which allows them to control DNS servers. As a resut, the cyber thieves have - ership

forced unsuspecting users to fraudulent websies, interfered with ther web browsing, and.
made their computers vulnerable to other inds of malicious sofware.

hitp /www 1oi gov
_____ 0/ i gov o

nterintelligence

By: Forward-Looking Threat Research Team

CONTACTUS | ABOUTUS | MOSTWANTED = NEWS

= Learn about DNSChanger malware and how it can affect yo!

New York Field Office

= Check your computer’s DNS settings o

Home Ingividuals for Engi

® Register as a victim of the DN SChanger malware

Wiwitter Share

Facebook

Update on March 12, 2012: To assist victims affected by the DNSC
malicious software, the FBI obtained a court order authorizing the
Systems Consortium (ISC) to deploy and maintain temporary clean

U.S. Attorney Ch: ven I for
Engineering Sophisticated Internet Fraud Scheme That
t i d

STATS & SERVICES

SCAMS & SAFETY

New York Home.

ContactUs.
-Oveniew

Infected Millions of Ce

This solution i ra iding additional time for victim:
s ion is temporary, providing ional time for s to Internet

Busine:

computers and restore their normal DNS settings. The clean DNS ¢
turned off on July 9, 2012, and computers still impacted by DNSCh
Internet connectivity at that time.

Malware Secretly Re-Routed More Than 4 Million
Computers, Generating at Least 1 Million in Fraudulent
Advertising Fees for the Defendants

rL2 R 44 0%tMRove Digital D 3% iR |
https://inet.trendmicro.co.jp/doc_dl/select.asp?type=1&cid=81

US. Attorney's Office
November 09, 2011

Southern District of New York

Operation Ghost Click
i (212) 637-2600

International Cyber Ring That Infected Millions of Computers |

110911

Six Estonian nationals have been arested and charged with running a sopl PREET BHARARS, the United States Attomey for the Southern Distric f New York, JANICE K.
RARA, .

Fous g har fecied ilorsofcomputeswerlowide with o s and . FEDARCTE e ASni D . : i

Ianiputate th matstion sahar neinet adveising indusey User f g pce2d
http://www.fbi.gov/news/stories/2011/ o o oo B
november/malware_110911/malware_11091 faiiie : o ]

ers.

leaving
d

Six of the defendants, VLADIMIR TSASTSLY, 31, TIMUR GERASSIMENKO, 31, DMITRI JEGOROV, 33,

Press Room | Stories
n Your Community

AboutUs

-Our Patnerships
~New York History

Wanted by the FBI - New York
7Bl Jobs.

Operation Ghost Click: 7> F A ILARU S FBI, DCWG

DCWG

Home  News  Detect  Fix  Protect  Neworks  ISPs  Victim Rights

Data  About/Contact X

Detect Fix Protect
0 Find out if you have been If you think you are infected, Protect your computer from
violated and infected with ‘please follow take action to DNS Changer.
DNS Changer. No software fix your computer now.
will be downloaded to
perform the check.

E3am Don’t Panic!
ﬁ. Ifyou are reading this page, it means you are NOT infected with DNS

Changer. Your device might still be violated with other malhware. We
d safe ing p
Information here is a starting place to start http://unvw.dewg.org/protect/.

to protect your selfwhile on-line.

‘What is the DNS Changer Malware?

On November 8, the FBI, the NASA-OIG and Estonian police arrested several cyber criminals in
“Operation Ghost Click”. The criminals operated under the company name “Rove Digital", and
distributed DN changing viruses, variously known as TDSS, Alureon, TidServ and TDL4 viruses.
You can read more about the arrest of the Rove Digital principals here, and in the FBI Press

manipulated-internet-advertising-business

© 2012 Internet Initiative Japan Inc.

http://www.dcwg.org/

Georgia Tech,

Internet Systems Consortium,
Mandiant,

National Cyber-Forensics and
Training Alliance,

Neustar, Spamhaus, Team
Cymru, Trend Micro,
University of Alabama at
Birmingham,(EE#& MISP)

http://www.fbi.gov/newyork/press-releases/2011/manhattan-u.s.-attorney-charges-seven-individuals-for-
engineering-sophisticated-internet-fraud-scheme-that-infected-millions-of-computers-worldwide-and-




EEDRINEHDCWG

DNS ChangerlZBi9 4L\ DOHhDEE

« RFImKRDDNSOEZRETILITVIL—TORAELI-SER
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o BEELT-imRIEIDNSDIIT)IZXL., aDDNSIEERITH,

» Microsoft Windows$ & U Apple Mac OS,

- HRPETHRRI00FEDRE,

o FZIRIK(IWebS HRIZ K Bdrive by download £LLIEZED
BEEEYIMNIKB(FBIDTLRAY)—RKY),
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DNS Changerx}% timeline (JLA Y IL—TREET)

H & Wik
2005 DNS Changer BRIAEH DT U FIAIARNU T 2L DR H
(TDSS. FAKEAVEDBEEST)
| 2006 FLURTA90%ICEDILAT IIL—TIBIE
— (TRove DigitalDi®i# 1&Y)
2008 TAVFIDEH

9B HUIHAI=ZTDHRAT4T 1% Atrivo hY ERIXIZKYiREEIE

108 IRM=TDRAAEZE Estdomains ICANNKYL R NSEH =L

2009 Nelicash 774 TA 7RSS L
FAKEAVD A2 A+—)L

TR

201111 A08H BEFBLASUAEER, TAMTEEGE
TR, 6N RF(ALT AAIETHTH)
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e OSHOT7YTTF—RO.TUoFIAILAIITEDINZI—2T7A( )L EFHZEIR
E9HEICERINSIZENZLY,
— MyDoom(2004)Tlhosts 77 ILIZCTU M) ZEEBMT I EICEYERZRE,

— HOTILITTEEDFiEELTIEL, ARP cache poisoning [Z&5HMD 4>, DNS
poisoningl=&31L.M ., YLz 7 BEMNDHCPHY —/\D#EEZ A T2EDLHMONT
AV

« DNS Changer [ZEWTILX, OSOSHEH DNSH—/\DEREZEET
HFEEMNBLGNTLV =,

. & Intel<R> PRO/1888 PL Network Connect

: No

: 192.168

: 255.255.255.0
: 192 _ 168

IlJ Internet Infrastructure Review (IIR) Vol.15 &V
http://www.iij.ad.jp/company/development/report/iir/015.html
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DNS Changer®iEJefHi%

A

DNSZEk: DNSIH&:
www.example.com 85.255.**

2

‘I M S0
www.example.com
(192.0.2.1)

EFDDNSH—/N\

DNSZk: DNSIitvE:
www.example.com | | 192.0.2.1 ,
2 y
‘ 2T TFILT
1 DNS Ch% Ger
- v A E | | J —
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2. MREIVIVRBREREDYA ~@IT
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EBEDHZDNSH—NICEWEERIC
I IcH . BROHZ2T—NICEESNh
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=
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2'. FERFEEDIFE. ISP/R E DDNSH—/UH
-“*én-crt%nDNso)mxn\;zzan
ﬂ%%@%?ﬁ@@ﬁ—Ak%ﬁénéo

3. BEDHZBY—I\DBRT 7O T7Y
VYHO—RSEZRELTHAENS
T2 FFT %o

IJ Internet Infrastructure Review (lIR) Vol.15 &V
http://www.iij.ad.jp/company/development/report/iir/015.html
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BFITY Google, Yahoo!,Bing, Ask.com

— [RE&E% Google Ads, Overture,Doubleclick
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kL R< 4 alRove DigitalDIEiH 1 kY

BREENSDIRIESAADFEE
REHBEOHTMLOKRE ALETIFEL. DNSYTYIZEYBRERZRREE ) v LI=CEE#EL . DNSOL X

RUOREFHSALLZ
_ FAKEAVDSA+o R4
s LEEXR~NDWE
FRAYACDLEDEZTHA
¢ TDih

— PANTIL—THARELELE~ADTI()IAESR
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DNS ChangeréZDTA4 950

MEmre:

DNS Changer®DZ Dth D F)

« MBRIZREZEL, BRRRERLBEREBICKYBURELEEREZY 4.
« IR—LIL—EDDNSOERTEEBZAAD(IUTIXRFEDKE [T RHHESR)

— UTSTARCOM,routers from BNSL(India),D-Link,Linksys,OpenWRT/DD-WRT,A-Link,Netgear,ASUS
ZVMODELVZ Web Manager, SMC %:& (ISC®Merike Kaeol=d&3Nanog54 Security BoF D55k &4 &Y )

. RHFPYHIT(FAKEAV)D A AR—IL,

@ AntiMaiware installer (e
) oy
g AntiValware
LLICENSE AGREEMENT

INFORTANT. LEASE READ AL THE TERVS A0 CONDITIONS OF THISLCENSE

AGREEMENT CAREFULLY BEFORE USING TH

GUARDSOFTWARE LIMITED AND/OR ITS suas\mwss \sw«mus Ioueense

THE SOFTWARE T0 YO AS THE INDMIDUAL,

ENTITY THAT WL BE UTLENG wsmnmwms

\FEFERENCED BELOY A5 "YOU" 0R DU ONLY DN THE CONDITION THAT
SeCEer AL OF THE TERMS OF THISLICENSE AGREEMENT. Thi IS A €Al

D ENFORCEABLE CONTRALT BETWRENYUAND BUAOBOFT 11D #7
NG ON THE ACREE- OF YE5" 8T TON O OTHERWISE NOTCATG

Comprehensive
computer protection

FAKEAV(AntiMalware) D%

) Protection Center Installer

Installing Protection Center...

Excellent choice!

Installaion peogress

FAKEAV (Protection Center)D#kF
http://www.mcafee.com/japan/security/virD.asp?v=DNSChanger.bu

http://www.threatexpert.com/report.aspx?md5=9f09ff8dba53c3f3734295528297d015

FAKEAV(WindowsAntiSpyware) D+

http://www.gfi.com/blog/movie-time-dns-changer-trojan/ -

& —

(7 F—
=

@ g | gy et P ot € N

PR e

-~ . o by - et bt o S

% X!

nfo_Semngs_About

Security Status
world’s leading security solution n of your system is

Loading Database: 67% loaded ...

Scanned fles: 199 Time spant: 0002
Last Scan Date: £24/11

Sutlsﬁcs Viruses detactad: 0 Tlmlng Last Viruses Datected: 0

FAKEAV(MacGuard)D#kF
http://blog.f-secure.jp/archives/50605046.html

R L LY

@W I e I e ]

b4

’ our OF 10 PC's ARE N‘ECWO
By your Ast Views

FAKEAV(SpySheriff)D#&-F http://www.youtube.com/watch?v=ve5KU01JYA8
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U.S. v. Tsastsin, et al.

COUNT

CHARGE

DEFENDANTS

MAXIMUM
PENALTIES

‘Wire fraud conspiracy

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

30 years in prison

Computer intrusion
conspiracy

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

10 years in prison

Wire fraud

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

30 years in prison

Computer intrusion
(furthering fraud)

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

Five years in prison

o

Computer intrusion
(transmitting information)

VLADIMIR TSASTSIN
ANDREY TAAME
TIMUR GERASSIMENKO
DMITRI JEGOROV
'VALERI ALEKSEJEV
KONSTANTIN POLTEV
ANTON IVANOV

10 years in prison

Money laundering

VLADIMIR TSASTSIN

30 years in prison

Engaging in monetary
transactions of value over
$10,000 involving fraud
proceeds

VLADIMIR TSASTSIN

prison

Per count: 10 years in

http://www.fbi.gov/newyork/press-
releases/2011/manhattan-u.s.-

o gt

Dot e

o hperms & bt e et by
D0 @t et Yan s gy wce am

Sna e e e e

D ot de e et by b et b Mewe P4 s wephany d by Pe
St 3 ot bt Lt St b B 0 0 SaDed &
e 48 e sl b RO Sag s

S et T e s

ot ey e ey P e vl she Ay v

T e ot
Pk Y
e

Joun cor wam

4 e e wamng W A nd
Ve Jewe b e h e b e

- 2

e tee e sty
Il St e A
s

Vladimir T3a3tsin (aka "SCR"), head of ROVE Digital in Tarto

attorney-charges-seven-
individuals-for-engineering-
sophisticated-internet-fraud-
scheme-that-infected-millions-of-
computers-worldwide-and-
manipulated-internet-advertising-
business

The forensics bus of the central criminal police of Estonia parked outside Rove Digital offices on the 9th
of November, 2011

Members of Estonian police carrying DNSChanger servers and routers out of the Rove Digital office
Tarto, Estonia on the 9th of November, 2011

F-Secure #t MMikko Hipponen®Pintrest &Y http://pinterest.com/mikkohypponen/case-dns-changer/

© 2012 Internet Initiative Japan Inc.
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B v E 5 5 Dtimeline (A ZA<BERS)

=155
20114€11A04H
2011411A08H

2012402A06H
2012402A27H
20125F2A X

2012403A06H

2012403A07H
2012405A22H
2012405A23H
2012405A30H
2012406 A04H
2012407H09H
2012407AH10H

1K
DCWG.orgD R A & §%,

(Rove Digital LAY IL—7 &2 A) (HROBLEEEE551,436)
ISCIZ &k B REEEFXIRNDDNSS B Y —/\FEEE. ASEADNSHY—/\MNMELLLTH, BREFXIE
EITAA—R Y MEGEMNTEDELSIZLI=(20125F3H9B % T),

NANOG 54 ISC® Merike Kaeo IZ&5 ISP RlITHF %,
IIJ-SECT blog 'DNS Changer< /L7 BB 2T EMIE |,

JPCERT/CCA>TelecomISAC Japan7i& MWorkingGroup Txf i &R 57,
ERISPE R D ELEETE,

JPCERT/CCIDNS BREZEEHA S5V ILVIT (DNS Changer) B (B ¥ T EME ],
RRXEDSRBADNSY —/\O:ERAAM120 B fEER D KEEHREFIFTa T
(R D REEE%1%407,927)

IIJ-SECT blog TDNS Changer< /Ly 7B (2R3 % E MR (§:3R)1.

JPCERT/CC DNS ChangerDNS Changer YL T 7 BEEHEIRH AL ABRADEHMSE ] .

Google BRFEDFEREA~D;EEMFE “Notifying users affected by the DNSChanger malware ”.

Telecom-ISAC Japan I DNS Changer %)Lz 7 B (2B BFEMFE(ZDLNT &

Facebook BEEDOY AU BIZEEZ MR “Notifying DNSChanger Victims”.

REEFADNSH—/\DERFLE., (HEDEFEE$F210,851)

IIJ-SECT blogDNS Changer — FBIIZ&ADNSH—/\MDERFEIEHDIRREFED ]
KEEEHRITTATDCWCHEHKLYEIA
http://www.dcwg.org/wp-content/uploads/2012/07/dcwg-unique-ips-20120708.txt
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DNS Changer Working Group
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2011118, DNS Changer &HENS LI T PDCRCH-
HEUAER. BBZHUADEUR. ZOROBZSRED
Network Operators' Group) TEUSDHNTVET. ZOEF
H—)(EERDIPT KL X TEARDDNSH—) (HERENTLY
H3E8HICES TLET. DCWG (DNS Changer Working G
4SHOBEXE O HFRATNTHD. FLBRUEEFO-
TER<RDFET. BEL. 1245 —Fy rORANTERL

DNS Changer[1](#. WebDBEZERZHSA UL, BEFR
BERATERI DREDTBRETRNET. AAE 1
& ZOBRFERERT7OLT2] BDAIILARERY I~
EEBTET. BEOSHIVI MIIFEA VA M—ILEE,
ENTVET.

DNS ChangerD@BRE TH3h\ 3. DCWGLHEZED &N T
BEEEFIYITBETHIREHFTEET3]. FE
> TIIFBINER @ ¥ DCWGHWebR— ) BENTHY
HHAENETI. FBITEHONSY—/ (DIPFY RLAZAS
SENBDNERETIWebR—C A EAHUTNET. IDODF
3&. MOTOLRCI—RAVSTHLSVRTRORLT
DNSH—/(DREZHZEL. BEDSHIDNSH—/(ZRHTS

11J-SECT blog

https://sect.iij.ad.jp/d/2012/02/245395.html

[ER— ]

AHome > TAIRIRAL > CEBWIL > 2012 > DNS REFFXIAALTILOLT (ONS Chaneer) BRI TBET LT BNE
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* Weekly Report
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<<< JPCERT/CC Alert 2012-03-06 >>>
DNS SXEEBXBRALTILOIT (DNS Changer) SB3RICRAT HiE@tsd

https://wew.jpcert .or.jp/at/2012/at 120008 .htnl

1. %

JPCERT/CC T13. DNS BAEEBFRAZ7ILDTF(LIT. DNS Changer
PEY SIIBEAFU XL 2, DNS Changer 122007HAICIICHTHLEN
TIVDIFTED, DS Changer ISRBRL M2 PC 12, RETHHAD T
SLLEFEL. BFENTHIILHO PC HBRLTVLAHEDIETY.

e, 0011 ENBICHKEEBERERS (F81)ITL Y. FES NS -3t
FEASN, BRSNS 7-AICEERAShTLEY, LdL, 2O
77— O EHIZ 201243 A98 (B4R I SRLET BEHEE 2o TO A
DNS Changer |CRESRU-%ZM PC 12, 201243 B98 (BA8shY) LIS ¥

https://www.jpcert.or.jp/at/2012/at120008.html
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Your computer or network might be infected

Facebook has partnered with an alliance of public and private organizations to raise awareness
about malware. Through that alliance we received information that your computer, home

network, or office network may be at risk and infected with a type of malware called
Your computer appears to be infected “DN Schanger"_

We believe that your computer is infected with malicious software. If you don't take action, you might not be able to connect to the Intemet in the future.
Leam how to remove this software.

TN

“You Search Images Maps Play Y Signin 3%

For more information about DNSChanger malware, to see if your systems are infected, and to
learn how to clean them, please visit the the DNSChanger Working Group website:
GO"SIG flowers ¢ KN http:/ /www.dcwg.org/ and click on the 'Detect’ link.

http://googleonlinesecurity.blogspot.jp/2012/05/notifying-users-affected-by-dnschanger.html This type of malware, if left on your systems, will prevent you from accessing the Internet
after July 9, 2012. This includes your access to all websites, email, and chat.

Click here for more information m
P ROZITHROLHO, HA-ANEREZNTS

DNS Changer YLy T7BERHBY A+ https://www.facebook.com/notes/facebook-security/notifying-dnschanger-victims/10150833689760766

DNS Changer Check-Up

DNS Changer Z/LYI7ICERELTVD
A BYES

(1) T ZHWI A TTORR7 7 (A ERICERLT, 24 v €T,
K 81 DA AT PR RAA B, LT AR AR AD L7~ SO EBRHTERT

ky Lobs TDSSKiller
PRt kaspersiy.co.ip/faal2aid= 208288215

DRl

DNS Resolution = RED

Your computer is using the DNS Changer nameservers and is therefore
probably infected.

http://dns-ok.jpcert.or.jp/ http://www.dns-ok.us/

REENSERAICFIATHDNSH —NZEELTNEO BED Y AFDDNSIERFRLEEZFIVITHLITLY, BREBDHEETOIENTE

© 2012 Internet Initiative Japan Inc.

|

_



[

-

—
=
| ——]
=5
,—h
==
—_
—
—
=

EEDRINEHDCWG

BARERIZHT5330L(SPELT)

EFAN—30
— A= YDMEZLGEL ! & Wb =L, A R—FaX DAV,
'Iﬁilid)ﬁHk,R?E*EO)Fnﬁ =B

DCWGZE{EALTELIA,

- IVA—TFARMAITH—ERZRE BEREERETET S —ERNDAL,

— FLEFLFABEBOEIRICKYINEEDDNSH —ERESEBIEIENHB(F=EZIE
google public DNS%:&), EEDBEICFIAINSDNSH—/N\EFH S HELLELY,
ESCH>TEERR A EZIRIET 5D,

1@1‘:"]‘155)&3’]:!7\#0)&'5] |

FaRELTEZLDISPIZENTIXRD X G 1To1=0
— FIRE—MRAE OB,
— DCWGHUREEEERDIREERZ T TOREBIHIS,

BAERNOREEHIX7 IR KRR T5,522,
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— LR A4 0%t @D Forward-looking Threat Research
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| DNS Changerst ERBIDHA(2)
|+ DCWGO#AE
3 - BRI OB (BEEADNSH—/Y), ;

— XEH (F=EZLISP)AD)—F,
— MERIZHELZIERD .. WELGIA(ZIT TOIRE,

— FEE=EISDEBEICESTLEVR,

— —BADTIR—F,

Last Day of DCWG Data

On Jul

bgreene

July 8th 2012 is the last day we collect DNS data on the DNS
Changer Victims. The total “unique IPs” and last day of

Updated DNS Changer Infection Data

On July 6, 2012 By bgreene

Lots of people have been asking for updated data. Thanks to
one of our volunteers, we have the latest dump: Daily

infections per DNS Top Level Domain Country Code (TLD BGR)  Unique IPs connecting to the clean DNS servers up to June
CC) are linked below. Now that this phase of the remediation 27th 2012 — dewg-unique-ips-up-to-June-27 Daily Unique
exercise is over, researchers will collect all the data and IPs in July 2012 — dewg-unique-ips-July-2012 Current List g
comparel[...] of Infections by [...]
Read Full Article — Read Full Article — -
-
DNS Changer — Top 25 ASNs Top DNS Changer Infections by Country 4
" On June 13, 2012 By bgreene 3 On June 13, 2012 By bgreene N
il 1
01 Top 25 ASNs seen on Monday, June 11th who have DNS 01 Here is our latest country based on Country codes for 1
0 0
M| Changer infections communicating with the DCWG Clean M| Monday, June sath: 4eeemsteeeeemere—es | cc | unique_ips |
DNS SEIVerS. +--rrmrrtwmmreemeree +|asn | unique_ips |  J——— +|US| 69517||IT| 26494 ]|IN|
#4829 | 15568 | | 3269 | 13406 | 21302 | |GB| 19589 | [DE| 18427 ||FR| 10454||
I7922 | 11964]I3320 | 9250|7232 | 6743l CN|  10304[.]
3215 | L]
Read Full Article —
Read Full Article —
Updated DNS Changer Data — Daily Count Geo Movie of DNS Changer Infections —
X of Unique IP Addresses Jan 2012 to Mar 2012
'101 On June 13, 2012 By bgreene On June 12, 2012 By bgreene
01

The following is our latest figures on the number of unique
IP addresses communicating with the DNS Changer “Clean
Servers.” +-——--—-. e + | date | unique_ips |

| 8 | 551436 | |
| 567957 | | 2011-11-10 | 672972 | | 2011-11-11 | 661664 | |
2011-11-12 | 617054 | | 2011-11-13 | [...]

Read Full Article —

Yet another Shadowserver.org illustration to explore the
geographic view of DNS Changer infections from Jan 2012 to
Mar 2012.

Read Full Article —

s Word Map of DNS Changer infections by

IS Hilbert Map of DNS Changer Infections

http://www.dcwg.org/category/

© 2012 Internet Initiative Japan Inc.
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