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20— : 5-tuple (src_IP, dst_IP, src_port, dst_port, protocol)
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- fl:TCPtwv¥3aY from 10.0.0.0/29:80 to 10.1.0.0/24:*
- BIIICMPRS 20 v OEE

Flow 10.0.0.7:80 - 10.1.0.2:3003 TCP
Aggregated Flow 10.0.0.0/29:80 — 10.1.0.0/24:3003 TCP
(src/dst address)

Aggregated Flow 10.0.0.0/29:80 — 10.1.0.0/24:* TCP

(+ dst port)
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0 3012.08-25 2012-08-26 2012-08-27 2012-08-28 2012-08-29 2012.08-30 2012-08-31
00:00 00:00 00:00 00:00 00:00 00:00 00:00
Time
TOTAL
[1]* *: 50.63% 53.79%

[tcp:http:*] 69.74% 85.53% [tcp:*:*] 10.37% 6.81% [tcp:*:http] 5.89% 1.11% [udp:*:*] 5.56% 2.66%

[2]130.226.2.184 *: 19.27% 15.81%
[udp:rip:*] 100.00% 100.00%

[3]1130.226.2.181 *: 16.15% 13.25%
[udp:rip:*] 100.00% 100.00%

[ 4] 133.226.0.0/16 *: 4.15% 13.45%
[udp:rip:*] 100.00% 100.00%

[ 5] 133.226.245.96 *: 4.11% 3.11%
[udp:rip:*] 99.90% 99.90%

[ 6]244.109.4.93 *: 3.98% 8.96%
[tcp:http:*] 99.99% 99.99%

[ 71252.167.82.13 *:1.70% 1.63%
[ipv6:*:*] 100.00% 100.00%
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src/dst IP
addresses

traffic volume and packet counter
percentage

\I 0.0.0.0/29 10.1.0.0/24 80% 70%/

[tcp:http:*] 90% 90% [tcp:*:*] 10% 10%

\ decomposition of protocol and src/dst
port numbers within |IP address pair
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Temporal granularity
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2012/08/24 00:00:00 - 2012/08/31 00:01:54 GMT (timeslot: 1h)

00:00 00:00 00:00 00:00 00:00 00:00 00:00
Time

— TOTAL

o *: 50.63% 53.79%
[tcp:http:*] 69.74% 85.53% [tcp:*:*¥] 10.37% 6.81% [tcp:*:http] 5.89% 1.11% [udp:*:*] 5.56% 2.66%

[2]130.226.2.184 *:19.27% 15.81%

[udp:rip:*] 100.00% 100.00%
— [ Tudp:rip*] 100.00% 100.00% Spatlal gl"anu|al"lt)'

™ [udp:rip:*¥] 100.00% 100.00%
[ 5]133.226.245.96 *: 4.11% 3.11%
[udp:rip:*] 99.90% 99.90%
__ [6]1244.109.4.93 *: 3.98% 8.96%
[tcp:http:*] 99.99% 99.99%
__ [71252.167.82.13 * 1.70% 1.63%
[ipv6:*:*] 100.00% 100.00%
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aggregated flow

(P;::; ﬁ # ﬁ records
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Overview
Zoom-in Zoom-out
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aggregated flow
Raw records
data ﬂ‘ ﬂ
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Overview recursive
Zoom-in Zoom-out aggregation
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Monitoring tool Multi-dimensional Recursive Aggregation!?
Flow Aggregation!?

| Aguri no yes

2 AutoFocus yes no

3 ProgME yes no

4 HHH yes no

5 Multi-dimensional HHH yes no
Agurim yes yes

[I71 K. Cho, R. Kaizaki, and A. Kato.“Aguri: An aggregation-based traffic profiler” In Quality of Future Internet Services, 2001.

[2] C.Estan, S. Savage, and G.Varghese.*“Automatically inferring patterns of resource consumption in network traffic” In ACM SIGCOMM 2003.

[3] L.Yuan, C.-N. Chuah, and P. Mohapatra.“Progme: towards programmable network measurement” In ACM SIGCOMM,2007

[4]1Y. Zhang, S. Singh, S. Sen, N. Duffield, and C. Lund.“Online identification of hierarchical heavy hitters: algorithms, evaluation, and applications” In ACM IMC 2004
[5] G. Cormode, F. Korn, S. Muthukrishnan, and D. Srivastava. “Diamond in the rough: finding hierarchical heavy hitters in multidimensional data”. In ACM
SIGMOD, 2004
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st Aggregated Flow Record
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Time bin (e.g. 1 min) e —"
SN e

“'il(l Car(l 70“6 7800 \‘\_~ l']‘(.l):':~| l“'.l' . -)“.H”v |
Aggregated flow 1 19% 12% [TCP:80:*] 60.5% 30.0%
‘ y =0/ 0y
Aggregated flow 2 5% 6% | | frepe+ 93.2% 90.8%
Aggregated flow 3 6% 4% | [UDP:52771:*] 12.5% 11.0% |

[T( I) *- *] 93.2%

2nd Aggregated Flow Record
wild card 71% 80%
Aggregated flow 1 14% 10%
Aggregated flow 2 5% 5%
Aggregated flow 4 5% 5%

l [TCP:41:*] 12.5°
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Raw data
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[I5t-pass] [2nd-pass]
Aggregate each Match each packet against

attribute separately aggregated attributes

Aggregated attributes  “"*°So S1 Sz  Sm

for src address Do B0O |12 |77
‘ SI’ SZ, eoe 9 Sm # D1 |28 014 ‘ ﬂ
Aggregated attributes 50 | ol o
for dst address aggregated
D., Dz, coe o D. D. | ° ~. | flow records

7 0—Z/% 1/10000i2E | [ EH3 (unit: KB)
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Time bin (e.g. 1 min)

YERICR-treefBi &z

wild card 70% 78%
Aggregated flow 1 19% 12%
Aggregated flow 2 5% 6%

0.0.0.0

Aggregated flow 3

6% 4%

source
address space

wild card 71% 80%
Aggregated flow 1 14% 10%
Aggregated flow 2 5% 5%

5% 5%

Aggregated flow 4

wild card

80% 85%

Aggregated flow 1

10% 8%

255.255.255.255

Aggregated flow 2

6% 5%

Aggregated flow 7

4% 2%

5 min. plot data

> time

[TCP:*:*]  93.2% 90.8%
[UDP:52771:*] 12.5% 11.0%

-

[I] mapping

flows

0.0.0.0
destination address space

255.255.255.255
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[2] aggregating small flows

R1 R2 R3
v/
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Time bin (e.g. 1 min)

{_A_\':::Effff>time

wild card 70% 78% ) [TCP:*:*]  93.2% 90.8%
5 min. plot data | [UDP:52771:%] 12.5% 11.0%
Aggregated flow 1 | 19% 12%

Aggregated flow 2 5% 6%

( 5-min aggregated flow record

Aggregatedfowa——8%—4%
wild card 71% 80% wild card 75% 80%

Aggregated flow 1 14% 10%
Aggregated flow | 16% 25%

Aggregated flow 2 5% 5%
Hmrmgmtec tendd 2B Aggregated flow 2 9% 9%

N %

wild card 80% 85% i

Aggregated flow 1 10% 8% |

255.255.255.255

Aggregated flow 2 6% 5% 0.0.0.0 255.255.255.255
A L % 90 destination address space

[3] re-aggregates records to
5 x Imin aggregated flow records  reduce computation overhead

Agurim aggregates short and significant flows by flow re-aggregation
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2012/08/24 00:00:00 - 2012/08/31 00:01:54 GMT (timeslot: 1h)
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100H W T N e e M
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2012-08-25 2012-08-26 2012-08-27 2012-08-28 2012-08-29 2012-08-30 2012-08-31
00:00 00:00 00:00 00:00 00:00 00:00 00:00
Time
-— TOTAL
__[1]* *:50.63% 53.79%
[tcp:http:*] 69.74% 85.53% [tcp:*:*] 10.37% 6.81% [tcp:*:http] 5.89% 1.11% [udp:*:*] 5.56% 2.66%
_ [ 2] 130.226.2.184 *:19.27% 15.81%
[udp:rip:*] 100.00% 100.00%
[ 31130/226.2.181 *: 16.15% 13.25%
" [udp:rip:*] 100.00% 100.00%
[ 4]133,226.0.0/16 *: 4.15% 13.45% . ]
[udp:rip:*] 100.00% 100.00% - Significant UDP traffic using RIP port
[ 5] 133:226.245.96 *:4.11% 3.11%
6] 244200.4.55 = 3.86% - From several srcs to many dsts
- [tcp:http:*] 99.99% 99.99%
[ 71 252.167.82.13 *:1.70% 1.63%
[ipv6:*:*] 100.00% 100.00%
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zooming a suspicious flow by changing granularity
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0 2012-08-25 2012-08-26 2012-08-27 201
00:00 00:00 00:00 (
Time
TOTAL
[1]* *: 50.63% 53.79%

[tcp:http:*] 69.74% 85.53% [tcp:*:*] 10.37% 6.819
[ 2]1130.226.2.184 *:19.27% 15.81%
[udp:rip:*] 100.00% 100.00%
[ 31130.226.2.181 *: 16.15% 13.25% |
[udp:rip:*] 100.00% 100.00% i

[ 4] 133.226.0.0/16 *: 4.15% 13.45%
[udp:rip:*] 100.00% 100.00%

[ 5] 133.226.245.96 *: 4.11% 3.11%
[udp:rip:*] 99.90% 99.90%

[ 6]1244.109.4.93 *: 3.98% 8.96%
[tcp:http:*] 99.99% 99.99%

[ 71252.167.82.13 *: 1.70% 1.63%
[ipv6:*:*] 100.00% 100.00%

(1)130.226.2.181 *
[udp:rip:*] 99.97% 99.97%

[2]130.226.2.181 95.151.81.133
[udp:rip:*] 100.00% 100.00%

[ 3)130.226.2.181 248.63.128.89
[udp:rip:*) 100.00% 100.00%
[4)130.226.2.181 248.228.39.82
[udp:rip:*] 100.00% 100.00%

[5)130.226.2.181 16.47.206.56
[udp:rip:*] 100.00% 100.00%

: 94.65% 94.65%

: 1.46% 1.46%

: 0.96% 0.96%

1 0.61% 0.61%

: 0.58% 0.58%

[6] 130.226.2.181 78.129.122.109: 0.53% 0.53%

(udp:rip:*] 100.00% 100.00%

[ 7) 130.226.2.181 66.220.180.210: 0.53% 0.53%

[udp:rip:*] 100.00% 100.00%
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2012/08/30 10:04:54 - 2012/08/31 00:01:54 GMT (timesiot: 10min)

TOTAL
[1]* *

[2]130.226.2.181 *
[ 31130.226.2.184 *
[ 4] 244.109.4.93 *
[ 5] 133.226.245.96 *

[6]* 166.

12-08-30 -2012;080_2012—08—30 2012-08-30 2012-08-30 2012-08-31
16:00

14:00

~  [71244.109.14.191 *
= Feepsttp:57407] 98.84

:50.56% 51.71%

:14.18% 16.97%

[udp:rip:*] 99.97% 99.97%

:13.50% 16.16%

[udp:rip:*] 99.94% 99.94%

: 8.89% 3.87%

[tcp:http:*] 99.99% 99.99%

:5.97% 7.76%

[udp:rip:*] 100.00% 99.99%

93.0.0/16: 4.02% 2.17%

[tcp:http:*] 98.83% 97.79%

:2.89% 1.36%
¥ 98.89%

[tcp:http:*] 82.39% 74.87% [tcp:*:*] 7.58% 8.07% [tcp:*:http] 1.76% 5.64% [udp:*:*] 3.36% 4.45%

T I18:00 — = =20:00
Time

22:00 00:00

-
~ -
-—
-—
—
L

450 2012/08/24 00:00:00 - 2012/08/31 00:01:52 GMT-(timeslet-1hy = == =
OO+ 1
350 [ e
00y [ \WAANE YW a0 NNV A Y Y
2 2500 AN MV
Qo : :
S 200F A
150N N VA e NI Y S e SV
100 MWW IR AT A e Mo Mo e M =)
50pand A S Maiem '/ _ﬁ“o AA
Amm{_. VAN VA S
2012-08-25 2012-08-26 2012-08-27 2012-08-28 2012-08-29 2012-08-30 2012-08-31
00:00 00:00 00:00 00:00 00:00 00:00 00:00
Time
— TOTAL !
[1]* * 50.63%% 53.79% [1]130.226.2.181 : 94.65% 94.65%

[tcp:http:*] 69.74% 85.53% [tcp:*:*] 10.37% 6.81% [tcp:*:http] 5.89
[ 2] 130.226.2.184 *:19.27% 15.81%

_1[31130.226.2.181 * 16.15% 13.25%
- _ludp:rip:*] 100.00%.100.00%. _ _ _
[ 4]133.226.0.0/16 *: 4.15% 13.45%
[udp:rip:*] 100.00% 100.00%
[ 51133.226.245.96 *: 4.11% 3.11%
[udp:rip:*] 99.90% 99.90%
[ 6]1244.109.4.93 *: 3.98% 8.96%
[tcp:http:*] 99.99% 99.99%

[ 7]1252.167.82.13 *: 1.70% 1.63%

—
—
=5
—
—
—-—

[udp:rip:*] 99.97% 99.97%

[2]130.226.2.181 95.151.81.133 :
[udp:rip:*] 100.00% 100.00%

[ 3] 130.226.2.18]1 248.63.128.89 :
[udp:rip:*] 100.00% 100.00%

[4] 130,226.2.18]1 248,228.39.82
{udp:rip:*] 100.00% 100.00%

[ 5]130.226.2.181 16.47.206.56
[udp:rip:*] 100.00% 100.00%

[6) 130.226.2.181 78.129.122.109
[udp:rip:*] 100.00% 100.00%

[ 7)130.226.2.181 66.220.180.210
[udp:rip:*] 100.00% 100.00%

1.46% 1.46%

0.96% 0.96%

:0.61% 0.61%

0.58% 0.58%

0.53% 0.53%

0.53% 0.53%

[ipv6:*:*] 100.00% 100.00%
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—REM DAL

pcap(tcpdump) & NetflowT —4 (C K D ALIBEFR]

o)
Dataset: 4-hour trace data collected g 100—— Netflow v5
on 10Gbps link from Tier | ISP to o pcap
S 3 50
CAIDA 5 8
timebin: | min. §v10
CPU: Intel Core i5 @2.5GHz ng ] — 15 5 o5 3 —

Gbps

Netflow: 3Gbps 60 B DT —~ NI (4910
- ITCICHBIEET7O—ENHSNTLNDTCOHEZR
Pcap: 1Gbps 60 B DT —45 ALIE (FH408
- Iy hCECEREY ) —ZRRT DUBOA—) Ny LHK
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time period in the | observed unique processing
entire view agor. flows time

Dataset: 7-day-long aggregated flow | 2-hour 2,178 0.44 sec

records collected on 150Mbps

transit link of WIDE backbone | -day 3,796 .35 sec

Time bin of records: | min

Time resolution of plot: | hour 3-day 9,858 13.46 sec
| -week 23,065 75.77 sec
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Midori Kato, Kenjiro Cho, Michio Honda, Hideyuki Yokuda. “Monitoring the Dynamics

of Network Traffic by Recursive Multi-dimensional Aggregation”. OSDI2012 MAD
Workshop. Hollywood, CA. October 2012.
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