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Flow 10.0.0.7:80 - 10.1.0.2:3003 TCP

Aggregated Flow 10.0.0.0/29:80 — 10.1.0.0/24:* TCP
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Temporal granularity
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450 2012/08/24 00:00:00 - 2012/08/31 00:01:54 GMT (timeslot: 1h)
400t ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, e ,,,,,,,,,,,,,,,,,,,,,, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, k — TOTAL
; [1]* *: 50.63% 53.79%
350\ T Y| Do N | M M T A VA W . T [tcp:http:*] 69.74% 85.53% [tcp:*:*] 10.37% 6.81% [tcp:*:http] 5.89% 1.11% [udp:*:*] 5.56% 2.66%
3 _[21130.226.2.184 *: 19.27% 15.81%
300p W/ VAV WA BV A | A PR L D A BN VAL Y i [udp:rip:*] 100.00% 100.00%
" M /. NNW.. MmN T UN 776.7. ~16.15% 13. . .
a 250 1 ~ | [udp:rip:*] 100.00% 100.00% Spatlal gran u Iarlty
=200 ooy g A YN AR R : 226-0- d :
% 3 1 ‘ ~  [udp:rip:*] 100.00% 100.00%
LI5ON f VO ITYNA Tyt N N WY\ VNN Al [ 5] 133.226.245.96 *: 4.11% 3.11%
100- W T . % WA S M V v - \J_ NV [udp:rip:*] 99.90% 99.90%
o e __ [61244.109.4.93  *: 3.98% 8.96%
50A T W AR A SN AN AN \,»‘C MK AT A [tcp:http:*] 99.99% 99.99%
2012-08-25 2012-08-26 2012-08-27 2012-08-28 2012-08-29 2012-08-30 2012-08-31 [ipv6:*:*] 100.00%0 100.00%
00:00 00:00 00:00 00:00 00:00 00:00 00:00
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Hierarchical Heavy Hitters (HHHS)
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o (1.2.3.0/24, 4.5.6.0/28) — subnet-to-subnet
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src: 1.2.3.4 dst: 5.6.7.8

11.2.3.4/32,5.6.0.0/16] [1.2.3.0/24,5.6.7.0/24] [1.2.0.0/16,1.2.3.4/32]
11.2.3.4/32,5.6.7.0/24] [1.2.3.0/24,5.6.7.8/32]
[1.2.3.4/32,5.6.7.8/32]
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Lattice for IPv4 prefix length pair
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Recursive Lattice Search (RLS)
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4 (src,dst) vs. (dst,src)

aggregated by (src,dst)

region no src dst c' /N (%)
V1 (1) 112.31.100.1/32  163.229.97.230/32 16.5
(2) 64.0.0.0/2 202.203.3.13/32 5.2
V (3) 128.0.0.0/1 202.203.3.13 /32 5.8
(4) * 202.26.162.46,/32 6.0
- (5) 163.229.96.0,/23 * 5.0
(6) 203.179.128.0/20 * 6.8
(7) * 202.203.3.0/24 5.9
1 (8) * 203.179.140.0/23 5.7
(9) * 163.229.128.0/17 5.1
(10) 0.0.0.0/1 202.192.0.0/12 5.3
(11) 202.192.0.0/12 * 6.7
, (12) * 202.0.0.0/7 7.6
(13) 128.0.0.0/4 * 5.0
(14) 128.0.0.0/2 * 6.0
(15) * 128.0.0.0/2 5.4
* * 2.0
100.0
aggregated by (dst,src)

(1)-(12) identical to (src,dst)
(13) 128.0.0.0/2 0.0.0.0/2 5.7
T (14) * 128.0.0.0/3 5.3
(15) 128.0.0.0/1 * 6.4
* * 1.0

« (1)-(12): Z#E2—

» src-dst J[BED

52961
E&%

o (13)-(15): EMREL

ESEYa)
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« HHH®M#: RLS:15, SS:52

* SSOHHH:
STINOY S PEE 70—

- 40088 >20—, 35 (), 4 (1), 1 ()

NRRIERZ L

° RLS(JF&%%@LJ
aggregated by (src,dst)

region  no src dst c' /N (%)
VI (1)  112.31.100.1/32  163.229.97.230/32 16.5
(2) 64.0.0.0/2 202.203.3.13/32 5.2
\Y% (3) 128.0.0.0/1 202.203.3.13 /32 5.8
(4) * 202.26.162.46/32 6.0
- (5)  163.229.96.0/23 * 5.0
(6)  203.179.128.0/20 * 6.8
(7) * 202.203.3.0/24 5.9
1 (8) * 203.179.140.0,/23 5.7
(9) * 163.229.128.0/17 5.1
(10) 0.0.0.0/1 202.192.0.0/12 5.3
(11)  202.192.0.0/12 * 6.7
: (12) * 202.0.0.0/7 7.6
(13)  128.0.0.0/4 * 5.0
(14) 128.0.0.0/2 * 6.0
(15) * 128.0.0.0/2 5.4
* 8 2.0
100.0

202/7,128/

1):6.0 (192/3,200/5):
128/1,112/6):
%)

6

0 1

1 (112/5,128/1) 2
3.6 (128/1,16/4):6.2 (*,200/5):42.4

0 (96/3,128/1):29.7 (128/1,64/2):10.4

4 (2

6. 0.5

5. 1.8 (200/5,*):17.0
192/4,128/1):1
64/3,128/1):6

no RLS(%) SS(%) missing SS HHHs with their ¢/ /N (%)

1)  16.5 16.5 -

(2) 5.2 52 -

(3) 5.8 58 -

(4) 6.0 6.0 -

(5) 5.0 50 -

(6) 6.8 68 -

(7) 5.9 16.9 -

(8) 5.7 5.7 -

(9) 5.1 5.1

(10) 5.3 - (96/3,202.203/16):5.4 (0/2,202.203/16):5.6
(112/4,202.192/12):5.2 (64/2,202.192/12):9.0

(11) 6.7 6.7 -

(12) 7.6 - (0/1,203.179.128 /20):6.0 (128/2,202.203/16):5.5
(192/4,202/8):5.1 (*,202.192/12):25.5
(16/4,202/7):5.4 (128/1,202.128/9):10.6
(64/2,202/7):15.5 (128/1,202/7):17.7

(13) 5.0 5.2 -

(14) 6.0 - (163.229/16,0/1):6.0 (144/4,128/1):5.3
(128/2,96/3):5.0 (128/3,0/1):5.3 (160/3,128/1):7.0
(128/2,0/2):5.7 (128/2,0/1):11.4

(15) 5.4 33.1 (128/1,160/6):5.0 (192/4,128/2):5.2 (0/1,128/2):22.7
(*,128/3):7.1

- 2.0 - g202/7,0/2) :5.4 (192/8,128/1):5. 02/8,0/1):5.7

(
(
(
(

0/1,128/1):46.7 (128/1,%):53.3 (*,128/1):78.3
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CPUBFR]: RLS vs. SS

» RLS: fiEHMIN<72D EBF
- Ev MIERZ E100EER

CPU time (sec)

10000 |
1000 |
100 |

10 |

0.1 |

0.01 |

T

RLS 5x5 —+—
RLS 33x33 —6—

SS 5x5
SS 33x33

0.1

1 10

input N (million packets)

100
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e RLS: AADITEEHI (WK E=DPCHE SRIZE/NN)
e SS: ANICEEHh 5T —F

10005 RLS 5x5 |
. RLS 33x33 —%—
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= 100" ss533x33
) I
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s 100 @
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0150101.log

process
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tool
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process
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sFlow exporter
/ e \
A 4

tcpdump eXporter

flow parser
tool
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on server side
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agurim Web Ul

o« IA—TFT—4:2013FEHLSDWIDERS VI vV

® ® WiBE Agurim X 8
& C  ® mawiwide.ad.jp/~agurim/ w 0O :
=2 779 ) my bookmarks
Agunm m dataset~ view v WIDE “',7 (2]
2017/04/12 14:00 - 2017/04/13 13:00 UTC+9 (resolution: 600s = 10.0min)
1000Mbps 150Kpps
800Mbps 125Kpps
100Kpps
600Mbps
75Kpps
400Mbps
50Kpps
200Mbps 25Kpps
oMbps s _" - — -~ T NN - a——TTEN. — oKpps i — et ’ : T, -w = - - -4 b,
04/12 04/12 04/13 04/13 04/13 04/13 04/12 04/12 04/13 04/13 04/13 04/13
16:00 20:00 00:00 04:00 08:00 12:00 16:00 20:00 00:00 04:00 08:00 12:00
** 35.29% 203.190.178.175 * 21.48% * * 38.58% 203.190.165.244 * 16.96%
[6:*:*] 60.03% [17:*:*] 14.96% [6:80:*] 14.20% [6:80:*] 56.08% [6:*:*] 43.49% [6:*:%] 79.84% [17:**] 13.77% [1:2048:2048] 99.99%
m" 163.45.0.0/17 13.38% m" 202.203.193.13 9.15% m" 202.0.0.0/8 13.05% 203.190.178.175 * 10.51%
[6:*:*] 65.08% [6:443:*] 22.24% [6:443:*] 49.34% [6:*:*] 27.67% [6:80:*] 21.69% [6:*:*] 45.87% [6:80:*] 25.81% [6:443:*] 25.69% [6:80:*] 55.91% [6:*:*] 43.60%
| 202.0.0.0/8 7.31% m* 202.101.173.154 6.93% m* 163.45.0.0/17 8.70% m" 203.190.165.244 7.24%
[6:*:*] 96.60% [6:80:*] 50.68% [6:*:*] 31.87% [6:443:*] 16.87% [6:*:*] 55.87% [6:443:*] 17.05% [6:80:*] 13.51% [1:*:*] 99.57%
g 6.47% ETOTAL e 4.97% ETOTAL
[6:*:*] 72.61% [6:443:*] 24.67% [6:*:*] 75.12% [6:443:*] 16.32%
« Q@ Q » =

http://mawi.wide.ad.jp/~agurim/

/
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