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Mimikatz & (&
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mimikatz is a tool I've made to learn C and make
somes experiments with Windows security.

EROEZAIS:
WindowsDXEY EITIRIFSNTWDB 700> ORRELIB

IRICT7OTAL. EEHBEIEROEUS MDD LD > DR
DNITFXLZEITDIZHDY—)L,

L B SR

e Twitter
e https://twitter.com/gentilkiwi

e Github
e https://github.com/gentilkiwi/mimikatz
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« EXEMR
e 32bit
e 64bit
e DLLIR
e 32bit
e 64bit
« PowerShellhx
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B L.\uIE |ﬁ$l§9 /j
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e« NTLM/\w=1

« Kerberos Ticket Export
Pass-the-Hash
Pass-the-Ticket

Golden Ticket/Silver Ticket~

DCSync
Skeleton Key
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Mimikatz/H)\7& 9 JEHN (1)

e OS(CH%kDIEDN
« Prefetch
=47 > rRWindowsdDd+
EITHRF EETEEN DN D
« Shimcache
« Amcache

o EITINEC &I BINEFTFOAT S a>ZHEoh
57320\,
o J7A)LENEEINGEEMimikatzEHIBT TSR0,
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Mimikatzh\9x 9 IEET (2)

[FFl WinPrefetchView

File Edit View Options

Help

(X HE =g A

|
]|
*

Filename

[®=] MAKECAB.EXE-OF170...
[®=] MANAGEMEMTAGEN. .
|%] MICROSOFT.PHOTOS....
@MICROSOFI’EDGE.EXE...
@MICROSOFI’EDGECP....

LT MIMIKATZ. EXE-EGADS...

Created Time Medified Time

1072072017 8:42:02 PM 10/23/2017 8:44:...
10/16/2017 4:27:36 PM 10/16/2017 4:27:...
10/20/2017 %2327 PM 11172017 12:46:...
10/23/2017 8:43:36 PM 10/23/2017 8:4%:...
10/23/2017 8:43:37 PM 10/23/2017 8:49:...

11}, 23/2017 4:15:31 PM  11/6/2017 12:00:...

MANAGEMENTAG...
MICROSOFT.PHO...
MICROSOFTEDGE....
MICROSOFTEDGE...

Process Path
CAWindows\System32\makecab.exe
CAPROGRAM FILES\WMware\VMWARE TO...
CAPROGRAM FILES\WINDOWSAPPS\MICR...
CAWindows\SYSTEMAPPS\MICROSOFT.ML...
C\Windows\SYSTEMAPPS\MICROSOFT.ML...

C:\Users\USERD1.MYLAB\Desktophtoolsi Ml...

Run Counter Last Run *

i MMC EXE-21A29E87. pf
i MMC EXE-ESEE3A89.pf
i MM EXE-FSDCAF82.pf
%) MOBSYNC EXE-C5E22...
[25| MORE.COM-6TTGF1D...
1‘,‘ MPCMDRUM,EXE-F40..,

<

1De’23 f2017 4:23:21 PM 1Da’31 f2017 T:20....
10/23/2017 8:10:55 PM - 11/6/2017 11:33:..
1172017 123854 AM 117172007 12104,
10/16/2017 4:23:51 PM 11/6/2017 11232,
1072472017 3:22:20 PM 10/24/2017 T:04:...
1072072017 8:27:21 PM 11/6/2017 11425,

MPCMDRUN.EXE

C \Wmdnws\S}rstemBZ‘\mmc exe
C\Windows\System32\mmc.exe
ChWindows\System32vmmc.exe
C\Windows\System32\moebsync.exe
C\Windows\System32more.com

C \PROGRAM FILES\WINDOWS DEFENDER\...

Filename

&) MIMIKATZ.EXE
|%] ADVAPI32.DLL
|%] BCRYPT.DLL

|%] BCRYPTPRIMITIVES.DLL
|%] CFGMGR32.0LL
|%] COMBASE.DLL
| CRYPT32.DLL
|%] CRYPTBASE.DLL
|%] CRYPTDLL.DLL
| CRYPTSP.DLL
|%| DEVOBL.DLL

|#] CONDRV.5YS
|%] MOUCLASS.SYS
|#] GDI132.DLL

|%] GDI32FULL.DLL

Full Path

C:\Users\USERDT.MYLAB\Desktop\tools\MIMIKATZ_TRUNE_2.1.1 20170813 x84\ mimikatz.exe

CA\Windows'\System32\advapid2.dll
C:\WindowshSystem32\berypt.dil

ChAWindows\Syster32\BCRYPTPRIMITIVES.DLL

C\Windows\Systern32\cfgrmgr32.dil
C\Windows!Systern32\ combase.dll
ChAWindows\System32\crypt32.dll
CAWindows\System32\CRYPTBASE.DLL
C:\WindowsSystern3 2\ cryptdil.dll
C:\WindowshSystem 32 cryptsp.dll
C\Windows\Systern32\devob).dll

Ch\Windows\Systern32\drivers\condrv.sys
C:\WindowshSystermn 32\ driversimouclass.sys

CAWindows\System32\gdi32.dll
C\WindowshSystem32\GDI32ZFULL.DLL

Device Path

WOLUME{01d346d82cb7bb0c-bc2ele...
WOLUME{O1d346d82cb7he0c-6c2ede...
WOLUME{01d346d82cbThE0c-6c2ee...
WOLUME{01d346d82cb7he0c-bc2ele..,
WOLUME{D01d346d82cb7he0c-6c2ele...
WOLUME{01d346d82cbThE0c-6c2ee...
WOLUME{01d346d82ch7The0c-Bc2ele...
WOLUME{D01d346d82cb7he0c-6c2ele...
WOLUME{O1d346d82ch7he0c-6c2ele...
WOLUME{01d346d82ch7he0c-6c2ele...
WOLUME{D01d346d82cb7he0c-6c2ele...
WOLUME{O1d346d82cb7he0c-6c2ede...
WOLUME{01d346d82ch7he0c-6c2ele...
WOLUME{D01d346d82cb7he0c-6c2ede...
WOLUME{O1d346d82cb7he0c-6c2ede...

4 10/23/20
1 10/16/20
4 1120
2 10/23/20
10 10/23/20
11,/6/201
5 10/31/20
11/6/201
1117201
16 11/6/201
7 10/24/20
415 11767201
Index
4
5
a7
14
23
13
9
42
31
EN
El]
36
55
15
16

2533 Files, 1 Selected

NirSoft Freeware. hitpdiwww.nirsoft.net

1229 PM
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Mimikatzh\e 3 g (3)

« PowerShelllkMimikatzdE1TIENIPowerShelB&E:ED
AR ~OTICEKS,
 Windows PowerShell.evtx
« Microsoft-Windows-PowerShell%40perational.evtx

. EBEFOS|IHPXOUT IOy UDABFEREFRSNDH
A2 S0T+« TICEDKDIRBIEMNITONIZOM DI S5
UYo

o MimikatzDIR{E(CEEYT DIEMNITF I T AR ~
O (C5% D (EXERR. DLLH& PowerShelliRiLt&E) .

e Security.evtx

L L L B

o SHOlEtFa1UTaARY FOTEFILIIEST D,
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Mimikatz/H)\7& 9 IEH (4)

@ Event Viewer

File Action View Help

o= 55 H
~| WEPHOSTSVC »

| wrp

| WiFiNetworkly
| Win32k
Windows Defe
Windows Firev
Windows Rem
WindowsBack
WindowsColo
WindowsSyste
WindowsUllmi
WindowsUpda
_| WinHttp
WinlMet
| WinlMet (Micn
Winlogon
WinMat
Winsock Catal
Winsock Namu
Winsock Netw
Wired-AutoCa
WLAM-AutoC
WMI-Activity
~ Wordpad
WaorkFolders
Woerkplace loir

Windows PowerShell

Mumber of events: 95

Level

e .
L1 Information

£ Information
':i:' Information
':i:' Information
(i) Information

oy .
i) Infarmation

Date and Time

10/23/2017 5:47:38 PM
10/23/2017 5:47:58 PM
10/23/2017 5:47:38 PM
10/23/2017 5:47:38 PM
10/23/2017 5:47:38 PM
10/23/2017 5:47:58 PM

Source

PowerShell (Powershell)
PowerShell (Powershell)
PowerShell (Powershell)
PowerShell (Powershell)
PowerShell (Powershell)
PowerShell (PowerShell)

Event|D Task Category 2
403 Engine Lifecycle

Engine Lifecycle
600  Provider Lifecycle
600  Provider Lifecycle
600 Provider Lifecycle
600 Provider Lifecycle "

WPD-ClassInst
WPD-Compos

| WPD-MTPClas
7| WWAN-SVC-E
£=] ThinPrint Diagnostics
fs] Windows PowerShell

{_1 Subscriptions

Event 400, PowerShell (PowerShell)

General  Details

Log Mame:
Source:
Event ID:
Level:

User:
OpCode:

More Information:

HostMame=ConsoleHost
HostWersion=5.1.15063.674

Windows PowerShell
PowerShell (PowerShell)
400

Information

MN/A

Event Log Online Help

Runspaceld=469b3beb-5ecc-4535-bdab-9f42157ae357
Pipelineld=
CommandMarme=
CommandType=
ScriptName=

HostApplication=powershell.exe -exec bypass Invoke-Mimikatz.ps1;Invoke-Mimikatz

Logged: 10/23/2017 5:47:58 PM
Task Category:  Engine Lifecycle
Keywords: Classic

Computer: WIMT0.mylab.lecal

Actions

Windows PowerShell -
Open Saved Log..

¥ Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

RO+

Save All Events As...

Attach a Task To this L.
View 3
€4 Refresh

E Hep 2
Event 400, PowerShell (Pow... &
D Event Properties

@] Attach Task To This Ev...

Bg Copy r
I-_.-I Save Selected Events...

)| Refresh

[ Hep »

U WO | B



MimikatzH\5% 9 IRl (5)

@ Event Viewer

File

Action  View Help

o< 2@ HE

OneBackup

| Onex
| OOBE-Machine-DUI
| OtpCredentialProvider

PackageStateRoaming
ParentalControls

Partition
PerceptionRuntime
PerceptionSensorDataSery
PrmemDisk

Policy-based QoS
PowerShell

§.—| Admin

5] Operational
PowerShell-Desired5tateCe
PrimaryMNetwarklcon
PrintBRM

PrintService
PriResources-Deployment
Program-Compatibility-As
Provisioning-Diagnostics-|
Proximity-Commeoen
PushMotifications-Platforr
ReadyBoost
ReadyBoostDriver

ReFs

Remotefpp and Desktop (
Remotefssistance
RemoteDesktopServices-R
RemoteDesktopServices-R
RemoteDesktopServices-5
Remotefs-Rdbss

Resource-Exhaustion-Dete v

n - o n

Operational Number of events: 223

Level Date and Time Source Eve...

10/23/2017 5:48:58 PM

Task Category

A0 Warning PowerShell (Micros.. 4104 Execute a Remote Command

10/23/2017 5:48:38 PM  PowerShell {(Micros...
" g o =0 =

10/23/2017 5:48:51 PM
10/23/2017 5:48:51 PM

oy .
i) Information
.

Y .
i) Infarmation

PowerShell (Micros.. 33304 PowerShell Mamed Pipe IPC
PowerShell (Micros.. 40961 PowerShell Console Startup

L4

Event 4104, PowerShell (Microsoft-Windows-PowerShell)

General  Details

Creating Scriptblock text (1 of 145):
function Inveke-Mimikatz

{
<&

SYNOPSIS

This script leverages Mimikatz 2.1.1 and Invoke-ReflectivePEInjection to reflectively load Mimikatz
completely in memory. This allows you to do things such as

dump credentials without ever writing the mimikatz binary te disk.

The script has a ComputerMame parameter which allows it to be executed against multiple
computers.

Log Mame: Microsoft-Windows-PowerShell/Operational

Source: PowerShell (Microsoft-Wind Logged: 10/23/2017 5:48:58 PM

Event ID: 4104 Task Category: Execute a Remnote Cornmand
Level: Warning Keywords: MNane

User MYLABVadmin01 Computer: WIN10.mylab.local

OpCode: On create calls

Meore Information:  Event Leg Online Help

Actions

Operational

Open Saved Log..

¥ Create Custom View...
Import Custom View...
Clear Log...

¥ Filter Current Log...

D Properties
Disable Log

£ Find...

(&

Save All Events As...

Attach a Task To this L...

View
73| Refresh

E Help

Event 4104, PowerShell (Mi...

D Event Properties

@| Attach Task To This Ev...

Bz Copy
H Save Selected Events...

Refresh

Help

S TR | D
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Windows®D:zR:IE AT\ (2)
o KerberosiZil : RXAA IRIEDIREEA T
o 2MEFADF TV b fE D TR Z1TD

' DTicket-Granting Ticket (TGT)EK : 1> ND:4768

- QTGTZRIT (1— *J“*EBEE EDIFIR(FTkrbtgt 77 I > bD  kxroasro—s
. NTLM/\wv=>1TiEsS1b)
- QFFHT BT —EXDService Ticketz E3k
. (TGTH®XD) : A2 KID:4769
E@Serwce Ticket (ST)%‘:%

(b— tZTjj'j/ NADONTLM
J\w = 1 TlES1t)
OH—EX(ICT7OTR (STEXD)
L AR NID:4624, 4672 | ’

DS5AT7>2 K

X TGT & Service TicketOBRNEAIR (&
5 JA)L NT108FH] P —S
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' Pass-the-Hash (1)

|« JQRRT—READEP(CEARNTIM/ v > 2 #FIA L
E IJ:L;\IIIIEa_%o
E! O@Mimikatz €
NTLM/\w =1 7&3&8}
//®m£%ﬁ
QL AN AHAR L OFTL
@DL AR
] OV P Hi
G HTRES =

3 B

TR,

BATCNTLM/ v = 1 Z2FES
2
JXRAD— B 51R<TH
IFUWL AR RZERTED
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Pass-the-Hash (2)

4
=
-
-
o
=
n

- RUEFGE  UTFToOTHEERSIND.
A N> NID: 4776 : NTLME1R(IBERODOMESR

ANR> ND: 4624 : O A > kIH
OJA>54147 : 3
OJA4> 20Ot X : NtLMSsp
o EREE/\WwH—= : NTLM
e JQwH—% (NTLM DFH) : NTLM V2
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~ Pass-the-Ticket (1)

o Pass-the-Hash&[EERIC, /\RXD—RZADET(CH

- IEFEEE UTzKerberos TicketZzFI R @“Zoo
; o ) TJ7AI)ILY—)\@mlFdDService Ticketz AFUIEHBES. O~@
| DAMBZ 1T (CTicket 1 —HHERTTI 7 1)L Y — }\03774’)1/

(:70'&1?5:&73\‘_6%50 RAL> > b O—5

OMimikatz T
Service TicketZ &

O~@zalEL T
H—NCT77otER

TR ITEY

7IIo—23> 85—\
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Pass-the-Ticket (2)

o« %< MDIBE. Pass-the-TicketOFETHERAITDIFoI W
I\(afGoIden Ticket¥>Silver Ticket Th D=8, 1&EHEH
EOFFHFENTNDOIEB TRl 9 B,
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~ Golden Ticket (1)

o 1BEUTETGTZIX{EL T, Service Ticket’a‘:)\: L.
H—-EXICT7OTCRITBIREFE, Z2<DIHA.
Domain AdminstEfR = DL D ICTGTHIAE T DD T,
FEEOH—EXICTFIOTABEEERD,

RAXAA>> ~O—-5

AL A

O~Q%ZalEL T
H—NCT77otER

-
- —
—
—
v
-
g
——
E

7IIo—23> 85—\
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Golden Ticket (2)

¢ IBEUICTGTZ RXA>2 2 FO—S(CXEFELT

Service TicketzFiTatE., H—EX%F)

e Golden Ticket{Epk(CHETNBER
e RAA> %
E e RXA>SID

o Mimikatz Ti&1E LT TGTD4FE]
« BREAMR : 104 (Mimikatz=JAJ)L )

4
=
-
-
e
=
n

o« RAAZDkrbtgtl77 70> FDNTLM/ LD —
e IRXDITFXLZEITDI—YSID (&J)L—TSID)

.3_50

AN

e EEBDTHI PG (RAAAHICFIELRLSTELLY)
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Golden Ticket (3)

MR AE  EEDKerberosiBil CidtgrsNdINEOT
MEEERSHLIRLN,
Golden TicketEREF (CEeExk=N/RLN1 R RNID

e AR NID: 4768 : TGTER
4769007 5 100B5EIBIE TDEIC4768H 8 RSN T
LVRUMES. Golden TickethMEHONIZaIgEEN DD,
UIT O D4769N iRtk NBHZEh oD,

e [7HD> Al ICFELRVWI—HYENASB,

o [7HDOBRRAAT ] MIRTANXFICIED TULVRLY,
SRARA S TR D EX

e OJ0O0—F7—>3>T4768MO0THHIBRESNTUE DO TLD
Bahdd.
e BEDMEWVAZULUTCTULWTE., 4768NH SRR NRVEEN D D,




Golden Ticket (4)

@Event‘-fiewer
File Action View Help

o< 2@ HE

@ Event Viewer (Local)
 Custom Views

Mumber of events: 69,956 (!) New events available

=

- !_- Windows Logs _ Date and Time Source ... Task Categ
g.—| Application ?\&.‘Audit Success  10/23/2017 43245 P...  Microsoft Windows security a... Logon
E.—| Security %Audit Success Microsoft Windows security a... Special Logon
§—| Setup C M Audit Success : Micresoft Windows security a...
é.—l Systemn ‘a\.‘Audit Success /2017 4:52:43 P, Microseft Windows security a...

5] Forwarded Events
= Applications and Services Lo

é{.‘AuditSuccess 10/23/2017 4:52:33 P...  Microseft Windows security a...
10/23/2017 4:52:33 P...  Microsoft Windows security a...

+4 Subscriptions 1A/ 71017 45122 0 B i et W s e ieibe -

Actions

Security -
Open Saved Log..

¥ Create Custom View...
Import Custom View...
Clear Log...

¥ Filter Current Log...

D Properties

Event 4769, Microsoft Windows security auditing.

General Details

4769MAET(C4768HV RN

A Kerberos service ticket was requested. &

Account Mame: hogehoge@mylab.local
Account Demain: mylab.local

W] 8 e TR

Account Infermation:

Service Information:
Service Mame: krbtgt
Service [D: MY LAB krbtot

€4 Refresh

Help 3
Event 4769, Microsoft Wind... &
D Event Properties

FELURVWI-T4E ,
RXAA 2B KXFTIEIRON .

Ev...

Log Mame: Security
Source: Microsoft Windows security Logged: 10/23
Event ID: 4769 Task Category: Kerberos Service Ticket Operations

] i

—
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- Silver Ticket (1)

o A& UT=Service TicketziXEUT. H—EXR(CT77O1
29D, Z<DIFE. Domain AdminstEfR=iFDOLD
(CService TicketZz&1&E9 DT, EFEOHY—EXICT
Ot AvJgeLiRd,

-
—~
=
=
—
=

RAXAA>> ~O—-5

{@Mimikatz‘C‘ST%ﬁ%iﬁ

’ DO~@=ABIE LT
/ 7 H— T IER

EER T Y

7IIo—23> 85—\
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Silver Ticket (2)

o {B1&UL/=Service Ticketz{ERA LU TH—EXZFIHT B,

o« Silver Ticket/ERk ([CHhETLIEER
e RAA> %
e RXA>SID
. « 7IJUL—23>H—)NDFQDN
e« H—EXDONTLM/\w 7
. RDIELETDII—HSID (&)L—TFSID)
« B—EX$&(SPN)
o Mimikatz C{ai& U/zService TicketD4F]
« BREMR : 108 (Mimikatzz 2 AJL )
o EEDTHI MG (RAAHICEFELRSTELL)

Ulab DL SERE

SRR |
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Silver Ticket (3)

o FRHTTE  BEDKerberosiZiE CLiRzcsNAINEY
NEEERSHURLN,

o Silver TicketfEHIF(ICEEERSNRVNA AR KD
o AN KNID: 4768 : TGTE:K
o ANR> KNID: 4769 : Service TicketdDZE:K

o« LITOESZImIz9imE. Silver Ticketh\MENDNI=RIEE
o3,

o AN KNID:4624 (OTA>EIN) Hh5108RRIZE CTORIIC
4769 EBERITLVRLY,

« 4769007 H5 10KFERIE TOM (C4768H EEER SN TL VR
LYo

B
E
=)
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Sllver Ticket (4)

¢ n/\$ﬁ9€u Ctrd%%

ahtddd,

A

e OJ0O—7F—=3>2T4768, 4769000 MW HIBF=NTUL
EFDODTCLDIZENDD.

e BEDEVAZUTCLTE., 4768, 47690 SBEkSN/Q0\5
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Silver Ticket (5)

@Event‘-fiewer
File Action View Help

&= | 7 5E EE

@ Event Viewer (Local)
 Custom Views
w 5_. Windows Logs
i=] Application
fs] Security
§—| Setup

g.—| System
§—| Forwarded Events

{_1 Subscriptions

= Applications and Services Lo

Mumber of events: 69,956 (!) New events available

=

Date and Time Source

é\&.‘J’-‘«udit Success  10/2472017 81811 P...
el Audit Success  10/24/2017 8:16:04 P...

é\'\.‘Audit Success  10/2472017 8:16:04 P...
‘a\.‘Audit Success  10/24/2017 8:16:03 P...
@\.‘Audit Success 1072472017 &16:03 P...
a{‘Audit Success 1072472017 &16:03 P...

ANMTAMINT BARNN D

Microseft Windows security a...

Task Categ

Microsoft Windows security a...
Microsoft Windows security a...

Special Logon

Microseft Windows security a...
Microsoft Windows security a...

Microsoft Windows security a...
hdim e T A sar rm i -

Event 4624, Microsoft Windows security auditing.

General Details

Actions

Security
Open Saved Log..

¥ Create Custom View...
Import Custom View...
Clear Log...

¥ Filter Current Log...

D Properties

4768, 4769HV RN

Mew Logon:

Account Mame:
Account Domain:

Linked Logon ID: D
MNetwork Account Name: -
MNetwork Account Domain: -

fuga-cifs
mylab.local

/

€4 Refresh
Help

Event 4624, Microsoft Wind...

FELRVWI-—YE

operties

ack To This Ev...

ected Events...

Logen GUID: {f98a4731-f5aa-651f-6f1
W ~ S [ o | = N\
i . RAA 2B KRFTIER0N
og Name: Security
Source: Microsoft Windows security Logged: 10/2472017 8:1e:0d PM
Event ID: 4624 Task Category: Logon G| Refresh

[ticket:fuga-silver-ad01-cits.kirbi /target:adO1.mylab.local /service:cifs
Irc4:<SERVICE_NTLM_Hash>
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DCSync (1)

. |\>(/l’/:l/ NO—SDOL TV —> 3> APIZERLU
. fEE®DActive Directory)7 o> ~DIEHRE Y ~
'j — JZFBECHUVENE D,

o RAAZOZ MO-SZERETHEN T DG (CEHT

. N3APL
|+ Mimikatz(& RXA->T3> bO—5 ETEWFI DHEF7S
e LI \o
E OLTVT—>3 > APIZ
MEULTIHD> MEHZ
[ _BuabhE |
N <
D34T72 6 RA>3> ~O-3

hﬂl TR




mimikatz 2.1.7 x

mimikatz # lsadump::dcsync Juser:krbtgt /fdomain:mylab.local
[DC] 'mylab.local’ will be the domain

[DC] "ADB1l.mylab.local’ will be the DC server

[DC] "krbtgt® will be the user account

Object RDN : krbtgt
=% S5AM ACCOUNT ==

SAM Username : krbtgt

Account Type ! 3688806 ( USER_OBJECT )

User Account Control : 800080282 ( ACCOUNTDISABELE NORMAL ACCOUNT )
Account expiration

Password last change : 18/23/2817 11:37:34 AM

Object Security ID P 5-1-5-21-188789512-3239218266-3698948378-5682
Object Relative ID : 582

Credentials:
Hash NTLM: €53dfd3a323fe578c6e558d55fdsdad3f
ntlm- @: 853dfd3a23fes78c6e558d55fdsdad3ft
Im - &: f876e818dbd289d74c5ed4899f35dabc

Supplemental Credentials:
* Primary:NTLM-5trong-NTOWF *
Random Value : 2f2a286cdfdob6d9352c12487bfbfed?

i* Primary:Kerberos-Newer-Keys *
Default Salt : MYLAB.LOCALkrbtgt
Default Iterations : 4896
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DCSync (3)

- RUEFGE  UTFToOTHEERSIND.
o AR KID: 4662hH 3[CEH: CELEr =D,

e MimikatzzZE1TUREI7HDI> MY, 466200000 [t
F1U>+4ID] & [77HD> b& [CADTLS,

e EE. TFX1UF<IDIESYSTEMA. 7HD> h&IZO>
E1—47A9>~ (FHD> NEOBREIC [$] HEEIC
AB) HPAB,

o EDUSAT> MBS UIOTR MG IZOMEEiERSN

TUWLWRWEsD, T7A70A—)LRREDOT EEEED

BA3ANENHDD,

i“"l |

w.
~



DCSync (4)

@ Event Viewer

File Action View Help

o< 2@ HE

@ Event Viewer (Local)
 Custom Views
w 5_. Windows Logs
i=] Application
fs] Security
§—| Setup

g.—| System
§—| Forwarded Events

Security

11/7/2017 1:25:03 AM
11,/7/2017 1:25:03 AM
11/7/2017 1:25:03 AM

11/7/2017 1:25:00 AM

Mumber of events: 63,839 (!) New events available

Source Even...

Microsoft Windows security a...

Microseft Windows security a...

Microsoft Windows security a... 4624

Task Category

Directory Service Access

Directory Service Access

Actions

Security -
= Open Saved Log..

¥ Create Custom View...

Import Custom View...

Clear Log...

ijAppIicationsand Services Lo '@\.‘AuditSuccess Loy F Filter Current Log...
2 Subscriptions '?.AuditSuccess 11/7/2017 1:25:00 AM  Microsoft Windows securitv a... 4672 Special Do D Properties
Event 4662, Microsoft Windows security auditing.
N i W
General Details 3@@%"}?’?4662
An operation was performed on an object. . 7%
€4 Refresh
Subje

Security D Help 4

Account Name:

MYLAB\admin(2

Event 4662, Microsoft Wind... &
D Event Properties
Object @ attach Task To This Ev...
AY — A\Y ’
Log Name Security g % (hﬁﬂz a_ 5 I:I 0 :Selected Events,
zourcTD ‘l::;'osoft Windows security -Il_—ogkgzd: t:‘:l |J j__ /r ID . SYSTEM -
vent [D: ask Cat
Level: Information Keyworg Tjj Ij \/ '\% : ADO 1 $ P 4
User NSA Compute
OpCode: Info

More Information:

Event Log Online Help
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Skeleton Key (1)

e RAA>O> bO—5DIsass.exe ORI/ F%

A CC. ECDI NI MaARKD)

(XD — R EFER

DIRIT— R TEREETEDILDICLTUED,
o FTTRIINILDT T FHMER U TUVIZHT

o Skeleton Key Malware Analysis

analysis

« AXAEBVUNYFROTHIEET D EXS

https://www.secureworks.com/research/skeleton-key-malware-

b VAN AN

a
=
-
=

SRR |



Skeleton Key (2)
o BRHETE AR KNID: 47690 [F4 v NES{LODIE
*8] H0x17 (RC4)(CIxD>TL\B,
e J\WORV)IXRADT—RTOTA>TBE. 4769 Tk
cNBESEAHN0X17(C712B,
« BE. 47690 [Fo v NESILDOEFE] (F0x12
(AES256)(C/> TL\B,

- ESOEMAEFLTZEE,
« 4768(S, F): A Kerberos authentication ticket (TGT) was
requested.

« https://docs.microsoft.com/en-us/windows/device-
security/auditing/event-4768#table-4-kerberos-
encryption-types

p—
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e
—
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=
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-
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Skeleton Key (3)

@ Event Viewer

File Action View Help

o< 2@ HE

@ Event Viewer (Local)
 Custom Views
w 5_. Windows Logs
i=] Application
fs] Security
§—| Setup
g.—| System
5] Forwarded Events
= Applications and Services Lo
{_1 Subscriptions

Security

Mumber of events: 63,839 (!) New events available

Keywords Date and Time

'@&.‘Audit Success  11/1/2017 9:38:3
9, Audit Success  11/1/2017 9:38:3

11/1/2017 9:39:3

'@\.‘Audit Success  11/1/2017 9:39:3

& PM
& PM

& P

5PM

Source Even.. Task Category

Microsoft Windows security a... 4624 Logon
Microsoft Windows security a... 4648 Logon

Microsoft Windows security a... 4634 Logoff

9 Audit Success 117172017 238:35 PM  Microsoft Windows securitv a... 4634  Loaoff "
< >
Event 4769, Microsoft Windows security auditing. x
General Details
~

Additional Infermation:

Transited Services:

This event is generated every time access is requested to a resource such as a computer or a
Windows service. The service name indicates the rescurce to which access was requested.

w
Log Mame: Security
Source: Microsoft Windows security Logged: 11/1/2017 9:39:36 PM
Event ID: 4769 Task Category: Kerberos Service Ticket Operations
Level: Information Keywords: Audit Success
User NSA Computer: ADO.mylab.local
OpCode: Info

Meore Information:  Event Leg Online Help

Actions

Security

4

RO+

<]

Event 4769, Microsoft Wind...

El

(&

Open Saved Log..
Create Custom View...
Import Custom View...
Clear Log...

Filter Current Log...
Properties

Find...

Save All Events As...

Attach a Task To this L...

View
Refresh
Help

Event Properties

Attach Tazk To This Ev...

Copy

Save Selected Events...
Refresh

Help

1:49 AM

/75207

S
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sosll [B¥R7Z LS

mimikatz ¢ sekurlsa::logonpasswords
Authentication Id
Session

User Name admingl
Domain : MYLAB
Logon Server : ADB1

Logon Time 11/6/2817 11:33:54 AM

8 ; 1281563 (BB8860B00:8812559b)
CachedInteractive from 1

SID

dauthenti

msv

(Y TaTaVatatatuin
L
=

Username
* Domain

* NTLM

* DPAPI
tspkg
wdigest

* Username
* Domain

kerberos

* Username
* Domain

* pPassword
==

credman

cation Id

5-1-5-21-1868789512-32392138266-3698948373-1164

admiﬁai
: MYLAB
: 4daf37a58ea3d37e28d9817b9ee8bbbi

oo e e L WA o 1

53ab6c332387ebTe@531fbfel55788857

adminel
MYLAE

Pt B 1
7 Cd

adminel
MYLAE . LOCAL
secret#secrets

B ; 6716lb (BBB8EDEO:B888a3T88)
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ELEIRY T (2)

R

e HTFATY RICHIET BAARS ROJFE SR,
« H>T7Y> REITICSeDebugPrivileget&fRMNET

HdIcs. F
- 4672 (1FERRO0A>) HEESNDN. CNEITFT

(L3 SFANBIHE

« SysmonZz{E]

a
=
-
=

AT AR cOJIZARY ND:

1L TCTARY bOJ &I HAEN DD

SRR | T
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BB > T (3)

e Sysmon : WindowsDZ X7 AT’ D7+« EF -« Z 5%
gdYV—)L
o JOTCRER - =IE - TJOTVRICHITBD IR
« RV RND—DUHE
o WMIEEK IR E
o FREFIEERY > T D, Mimikatz(34FED 7 I AX R
Tlsass.exeJ O XRICT7 ORI B,

e SysmonTlsass.exe JOTXIC77OTRITZTOER%®
ik LU CH < Z ETMimikatzz R DTSN B RIEEEN &
Do

Bl WO |
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n:b\nIE ﬁ*&g /j (4)

_. « Hunting mimikatz with sysmon: monitoring
OpenProcess()

e https://blog.3or.de/hunting-mimikatz-with-sysmon-
monitoring-openprocess.html

kuhl_m_sekurlsa_acquireLSA() Eggggggf\éﬂﬁﬁ?ﬁulmnmmmn 0x1410 for Windows Version < 5
. PROCESS_VM_READ | . . _
kuhl_m_sekurlsa_acquireLSA() PROCESS_QUERY_LIMITED_INFORMATIO 0x1010 for Windows Version >= 6

R

—aut

—

—

-

—

-

~=
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sasll|BERSY > 7 (5)

e Sysmon> J -+l

<Sysmon schemaversion="3.40">
<!-- Capture all hashes -->
<HashAlgorithms>* </HashAlgorithms>
<EventFiltering>
e <!-- Log all drivers except if the signature -->
<!-- contains Microsoft or Windows -->
<DriverLoad onmatch="exclude">
<Signature condition="contains">microsoft</Signature>
<Signature condition="contains">windows</Signature>
</DriverLoad>
<!-- Do not log process termination -->
<ProcessTerminate onmatch="include" />
<!-- Log network connection if the destination port equal 443 -->
<!-- or 80, and process isn't InternetExplorer -->
<NetworkConnect onmatch="include">
<DestinationPort>443</DestinationPort>
<DestinationPort>80</DestinationPort>
</NetworkConnect>
<NetworkConnect onmatch="exclude">
<Image condition="end with">iexplore.exe</Image>
<Image condition="end with">MicrosoftEdge.exe</Image>
</NetworkConnect>
<ProcessAccess onmatch="include">

|

<TargetImage condition="end with">Isass.exe</TargetImage>
</ProcessAccess>
</EventFiltering>
</Sysmon>

©Internet Initiative Japan Inc.
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SEEERSY > T (6)

@ Event Viewer
File

@eﬁbl

Action  View Help
(il 7 }lo:

“| StorageSpaces-Driver
- StorageSpaces-Managen

StorageSpaces-5paceMa

_| StorDiag

Store

StorPort

Sysrmon

E—| Operational
SystemSettingsThreshole
TaskScheduler

TCPIP
TerminalServices-Clientd
TerminalServices-ClientL
TerminalServices-LocalSe
TerminalServices-PnPDe
Terminalservices-Printer
TerminalServices-Remot
Terminalservices-Serverl
TZ5ync

TZUtil

UAC
UAC-FileVirtualization
Ul-5Search

| UniversalTelemetryClient

Uzer Control Panel

User Device Registration
User Profile Service
User-Loader

| UserPnp

VDRVROOT

| VerifyHardwareSecurity

YHDMP
VIRTDISK

e

L.

Operational Number of events: 16,074 (1) New events available

Level Date and Time Source Event ID Task Category

'\l,'lnformatlon 11/1/2017 7:01:46 PM Sysmon 10 Process accessed (rule: Processfccess)

Sysmeon

':i:'lnformation 11 '1 2017 65532 PM Sysmon 3  Metwork connection detected (rule: ..
':i:'lnformatiun 11/1/2017 85532 PM Sysmon 3  Metwork connection detected (rule.
Event 10, Sysmon
General  Details
SourceProcessGUID: {Bdedbcd1-9a47-55F9-0000-0010b96f 2000} [

SourceProcessld: 2740

Sourcelmage: C:\Users\userD1.MYLAB'\Desktophtools\mimikatz_trunk_2.1.1 20170813\x64

\m|m|kaiz EXE

Targetimage: C:\Windows'\system32\|sass.exe
GrantedAccess: (k1010

’ PG| CAWindows\System 32\KERMNELBASE. dll+ 3b31d|C:

\Users\userm MYLAB\Deslctop\tools\mlmkau trunk 21 12017081 3\x64\m|m|ka11 EXE+ 6dc6c|C w

Log Mame: Microsoft-Windows-5Sysmon/Cperational

Source: Sysmon Logged: 11/1/2017 6:56:55 PM

Event ID: 10 Task Category: Process accessed (rule: ProcessAccess)
Level: Information Keywords:

User: SYSTEM Computer: WIMT0.mylab.lecal

OpCode: Info

Meore Information:  Event Leg Online Help

Actions

Operational

Open Saved Log..

¥ Create Custom View...
Import Custom View...
Clear Log...

¥ Filter Current Log...

D Properties
Disable Log

£ Find...

(&

Save All Events As...

Attach a Task To this L...

View
1 Refresh
Help

Event 10, Sysmon
D Event Properties

Copy

Save Selected Events...

Refresh

B e O E

Help

Attach Task To This Ev...

J%Jl TR



BB > T (7)

« svchost.exet?MsMpEng.exe(Windows Defender)i&
E. mimikatz.exePH T OTCRAER U7 IOTAYX
DTV ITRAITDIGENHDIEH. HEE(CMimikatzdD
ZECER I D E(FTEIRN,

e Sysmon-I A2 ROTMS., Isass.exe DT Iz X %
+ 9 BPowerShell ROV ~

$events = Get-WinEvent -Path C:¥Windows¥System32¥winevt¥Logs¥Microsoft-Windows-
Sysmon%40perational.evtx -FilterXPath "Event[System[(EventID=10)]] and
Event[EventData[ (Data[ @Name='Sourcelmage']!="C:¥Windows¥System32¥svchost.exe'
and Data[ @Name='Sourcelmage']!="C:¥Program Files¥Windows Defender¥MsMpEng.exe")

and Data[ @Name='TargetImage']="C:¥Windows¥system32¥lsass.exe' and
(Data[ @Name="'GrantedAccess']|='0x1410' or Data[ @Name="'GrantedAccess']='0x1010")]]"

L B SR

foreach($event in $events){
$xml = [xml]$event.ToXml()
$xml.Event.EventData.Data | Format-Table -AutoSize -Wrap

¥

i“"l |

U_I.
=
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2817-18-23 11:25:23.362
SourceProcessGUID {8DEDBCY91-ACF3-59ED-8800-00183A574488 )
SourceProcessId 1716
SourceThreadId Iaot
SourceImage C:\Windows\System32\WindowsPowerShell\vl. @\powershell .exe
TargetProcessGUID {SUEUBELY1-Y0l/-559EL- 0000 - 0o lusUsEu000 |
TargetProcessId _ 213
C:\Windows\system32\1lsass.exe
Bx1816

CallT race . VWL S\ ST T Lo E LUl L, UllTasB884|C: \klﬂlinleJS\kS}“StEmgzl\KERNE LEASE. dll+3b:_!j.d LIHKHEIHN{BBBBBZEEAA??BA3C

2817-18-23 11:13:45.529

SourceProcessGUID {8DEDBCY91-CEC1-59ED-88080-001846C5CERE }

SourceProcessId 4744

SourceThreadId 229

SourceImage C:\Usersiuser@l. MYLAB\Desktop\tools\mimikatz_trunk_2.1.1 28178813\x64\mimikatz.exe

TargetProcessGUl ™ Do oo oL oo oo ooy

TargetProcessId 0213

ATargetImage C:\Windows\system32\1lsass.exe

fiGrantedAccess exlel1e

CallTrace COAWLNUOWS A\ S Y3 T EM3 L\ ILULL . Ul1+a5864 |C: \Windows\System32\KERNELBASE .d11+3b51d |C:\Users\userdl. MYLAB"De
sktop\tools\mimikatz trunk 2.1.1

©Internet Initiative Japan Inc.
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Kerberos Ticket 7 7-1)L (1)

« Mimikatz(dKerberos Ticketz 77 ()L & U TIRTFET D
CENTES,

o J7A)URFDRIEFANRD ROJICHEKSIRL,

o FREMBHRSY > T EEERICSYysmonZ{ERA L TANRY
DT ITHEMEZX DN, MimikatzdD 77 Ot A OH
B U THhDIEsD., SysmonOTTEFTTIEE LS SDHLRE
ERUZOMNXBITR EETERUN,

« BEEIFELRWVWI 7AILTHDIESH. T71ILHVFTE
B EBENRD (FreEZommharnid) . Pass-
the-Ticket¥>Golden Ticket/Silver Ticket/h\EiT=N/=
OJgelEZ R~ LU TCL\D,

L L RS

©Internet Initiative Japan Inc . 54




Kerberos Ticket 7 7 1)L (2)

o RS E BB IFFE UL Kerberos Ticketd D 77 1
VZRH T B,

o TicketD 7 1)L Z{&F I DfzsbdDYara)l—)L

e https://blog.didierstevens.com/2016/08/12/mimikatz-
- golden-ticket-dcsync/

rule mimikatz_kirbi_ticket

= {
- meta:
- description = "KiRBi ticket for mimikatz"
E author = "Benjamin DELPY (gentilkiwi); Didier Stevens"
—i
strings:
$asnl ={76827??7??730827??7?2a003020105a1030201 16}
$asnl_84 = {7684 7?77?72 7?7??730847??7?7??7??2a0 84 00 00 0003 020105

al 84 00 000003020116}

condition:
$asnl at 0 or $asnl_84 at O

©Internet Initiative Japan Inc.
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MM} ey

AR NOD TRAITEB &

Mimikatzidse FIAIJVBEEET
1RENV] 88

sosllIBHRS >
Pass-the-Hash
Pass-the-Ticket

Golden Ticket/Silver Ticket
Kerberos Ticket7 7 1)L
DCSync

Skeleton Key

O O x OO0 O X

©Internet Initiative Japan Inc.
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25U Mt

o« AINRKNEZ—DZFEO>TFEHTHREIT D EEATIEE
TI(F7RULWHY,. Golden Ticket¥oSilver TicketlZtEEa D1
/\/ I\%__f%ﬂj (/j'_C n}baj‘ﬁfF < M\gb\ﬁét@\ ﬁﬂ‘ﬁ(iZ’)
YWAN -2 O oapa = AR

« AR NOTZEGHFHADTZSHDSATS
e python-evtx
e https://github.com/williballenthin/python-evtx

e |libevtx
e https://github.com/libyal/libevtx

SRR L T



XHUT REEH) (1)

« python-evixZ#IFH UL C. Golden Ticket&Silver
TicketD{ERHZ&I I DdPoCZ{ER LTz,

« HARANIREZXS : A2 KNID: 4768%)— |\c‘:§'5
KerberossBsED1A > MWL —Z{ERk L. A5E
) —Z SN UVEREIOT S LT 95,

L B SR

OJDHKR®I7 N> PP R XA 2%,
GUID/R ETERANRY hEfDIT B,

SN
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-
——i
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25UT NEER (2)

« B2 IIILDTEFaUFTa AR SOTHER

Security A/ kEN: 37,981

« XDUT NTUIE

¥ Technica lWEEK pvthon ticket_tree.pv Securitv.evix » test.txt

o ROUT NTUIRLTZIRDMAER




A0V T REEH (3)

. Tgfdﬂﬁﬁﬁf\% (431 F TR DIAFH)

¥ grep -v "ADDAMNE" testZ.txt grep -v "ADDZMZE' | grep -v "WIN1OWE'
2017,/10/23 03:21:06 ADDl.my]ab.1Dca1 EID:4624 Administrator(5-1-3-21-180789512-3239218266-36909403758-500) MYLAB(MYLAB.LOCAL) Client:1c
2017/10/23 03:21:06 ADOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB({MYLAB. LOCAL) Client:1¢
2007/10/23 03:21:08 ADDOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB(MYLAB. LOCAL) Client:1¢
2007/10/23 03:21:08 ADOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB(MYLABE. LOCAL) Client:1¢
2017/10/23 03:21:08 ADOLl.mylab. Tocal EID:4624 Administrator(5-1-3-21-180789512-3239218266-36909403758-500) MYLAB(MYLAB.LOCAL) Client:lc
2017/10/23 03:21:08 ADOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB({MYLAB. LOCAL) Client:1¢
2007/10/23 03:21:10 ADOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB(MYLAB. LOCAL) Client:1¢
2007/10/23 03:21:47 ADOL.mylab. Tocal EID:4624 Administrator(5-1-5-21-180789512-3239218266-3690940378-500) MYLAB(MYLABE. LOCAL) Client:1¢
2017/10/23 03:21:49 ADOLl.mylab. Tocal EID:4624 Administrator(5-1-3-21-180789512-3239218266-36909403758-500) MYLAB(MYLABE) Client:192.168.
2017/10/23 06:44:48 ADOL.mylab. Tocal EID:4624 admin0l{5-1-5-21-180789512-3239218266-3690940378-1104) MYLAB(MYLABE.LOCAL) Client:192.16¢
2017/10/23 06:44:49 ADODL.mylab. Tocal EID:4624 admin0l(5-1-5-21-180789512-3239218266-36909403758-1104) MYLAB(MYLAB. LOCAL) Client:192.16F
2007/10/23 06:44:49 ADODL.mylab. Tocal EID:4624 admin0l(5-1-5-21-180789512-3239218266-36909403758-1104) MYLAB(MYLAB. LOCAL) Client:192.16F
2017/10/23 06:46:33 ADOLl.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-32392158266-3690940375-1105) MYLAB(MYLAB.LOCAL) Client:192.168.
2017/10/23 06:46:34 ADOL.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB({MYLABE.LOCAL) Client:192.168.
2007/10/23 06:46:37 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB. LOCAL) Client:192.168.
2017/10/23 06:47:54 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLABE. LOCAL) Client:192.168.
2017/10/23 06:48:25 ADOLl.mylab.local EID:4624 user0l(5-1-5-21-180789512-32392158266-3690940375-1105) MYLAB(MYLAB.LOCAL) Client:192.168.
2017/10/23 06:48:26 ADOL.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLABE.LOCAL) Client:192.168.
2007 /10/23 07:52:45 ADOL.mylab. local EID:4769 hogehoge() mylab(mylab. Tocal) Client:::ffff:192.168.230.50 SPN: (unknown)
2007 /10/23 07:52:45 ADOL.mylab. local EID:4769 hogehoge() mylab(mylab. Tocal) Client:::ffff:192.168.230.50 SPN: (unknown)

2017/10/23 07:52:45 ADOLl.mylab.local EID:4672 hogehoge(5-1-5-21-180789512-32392158266-3690940378-500) MYLAB(MYLAB) Client: SPN:

2017/10/23 07:52:45 ADOl.mylab.local EID:4624 hogehoge(5-1-5-21-180789512-3239218266-3690940378-500) mylab(mylab.local) Client
2017/10/23 08:36:51 ADOL.mylab. local EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAE) Client:192.168.230.5C
2007/10/23 08:44:26 ADODL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-32392158266-3690940378-1105) MYLAB(MYLAE) Client:192.168.230.5C
2017/10/23 08:44:26 ADOLl.mylab. Jocal EID:4624 user0l(5-1-5-21-180789512-3239218266-36909403758-1105) MYLAB(MYLABE) Client:192.168.230.5(
2017/10/23 11:28:03 ADOL.mylab. Tocal EID:4624 admin0l{5-1-5-21-180789512-3239218266-3690940378-1104) MYLAB(MYLABE.LOCAL) Client:192.16¢
2017/10/24 02:08:28 ADOL.mylab. local EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB. LOCAL) Client:192.168.
2017/10/24 08:03:18 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-32392158266-3690940378-1105) MYLAB(MYLABE. LOCAL) Client:192.168.
2017/10/24 11:02:53 ADOLl.mylab. Tocal EID:4624 admin0l{5-1-5-21-180789512-32392158266-36909403758-1104) MYLAB(MYLAE) Client:192.168.230.5
2017/10/24 11:16:04 ADOL.mylab. Tocal EID:4624 fuga-cifs({5-1-5-21-180789512-3239218266-3690940378-500) mylab(mylab. Tocal) Client:192.1¢
2017/10/24 16:38:19 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB. LOCAL) Client:192.168.
2017/10/26 09:14:18 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB. LOCAL) Client:192.168.
2017/10/26 09:14:19 ADOLl.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-3239218266-36909403758-1105) MYLAB(MYLABE.LOCAL) Client:192.168.
2017 /10/27 02:38:18 ADOLl.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB({MYLABE.LOCAL) Client:192.168.
2007 /10/27 02:38:19 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB. LOCAL) Client:192.168.
2007/10/27 04:34:19 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLABE. LOCAL) Client:192.168.
20017/10/27 04:34:19 ADOLl.mylab. Tocal EID:4624 wuser0l(5-1-5-21-180789512-32392158266-36909403758-1105) MYLAB(MYLAB.LOCAL) Client:192.168.
2017 /10/27 06:57:34 ADOL.mylab. Tocal EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB({MYLABE.LOCAL) Client:192.168.

M2017,/10/27 08:26:15 ADO1l.mylab.local EID:4624 user0l(5-1-5-21-180789512-3239218266-3690940378-1105) MYLAB(MYLAB.LOCAL) Client:192.168.
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RO VT REFEH (4)
o NI hRAERDIAH

% grep -v "ADDLMNS' v "ADOZMNS' | grep -v "WIN1OMS' | cut -d° -f5 sort | unig
admin0l(5-1-5-21-1807 - 8-1104)

Administrator(5-1-5-21-1807: 2-3239218266-3690940378-500)

& NONYS0LS

A0378-500)

o COPRTHEOLLWIZHDY ~
« fuga-cifs
 hogehoge
« Administrator&[E USIDZ$> CLYD

—
p-—
=
—
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7\/7U7° ~EEH (5)
e SENULWIZHTI> MEATRDIAH

4768 M 780

0 5PN: (unkn
ﬁPh Cunkn

ADOL. my T, ToCd

EID:4624 uga-cifs(5-1-5-21-18071 8266-36 78-500)
4768, 4769HV30 )\

. %.%ODKerberosumEODEl/J 4768, 4769, 4624,

2007/10,/23 I:I:-:l':l':"" ADDL.mylab. TocaT EIE' 4768 ladmin0l(5-1- 467273\}-@‘]3 Tb\é
3: « Ty Talops o ID:4769 allmin f? — — F oz

2007/ 1II :
2017,/10/23 03:19:38

.~ BlEKD. hogehogef*Golden TicketZz{EM L. fuga-
— cifsh'Silver TicketZzfER LU CL\2Z EQVa B,
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S (1)

. FEOHFOOE (LPrefetchi>PowerShelloOoHhS
%ﬂ\gt“%éo
e J7A)LENEENDEMimikatzE (FHIBI TSR0,

e TFa1UFTaARD NOTZEER LU TMimikatzaIEE
MHETED,
o FRATVEZERNIZKAbDIZSHRA TV T MEZEIRET,

e TFa1UFTAARD FOTICERSRVWKREFEL
Sysmon COZJ (CEEERT D
o IRAMETEICEIEESEDINENHD,
o EENROJZHIRT DS, KREITF7AMILDF1——_T0H
R,

L B SR

AT
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=D (2)

« ApplLocker/VJ D1 7HIERY S —
« JOUSLDIRTA MU MERERETFICAND,
. LSARETE— R(Win8.1+)

o EREMIBIRY > TYoSkeleton KeyZH< ZENTED,

o https://msdn.microsoft.com/ja-
jp/library/dn408187(v=ws.11).aspx

 Protected UsersZ)L—7(Win8.1+)
e http://go.microsoft.com/fwlink/?LinkId=298939

e Credential Guard/Remote Credential Guard(Win10)

e https://docs.microsoft.com/ja-jp/windows/access-
protection/credential-guard/credential-guard

« https://docs.microsoft.com/ja-jp/windows/access-
protection/remote-credential-guard

| LUl R

rmgxm
DU
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