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DD4BC(DDoS for Bitcoin)
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http://cointelegraph.com/news/113499/notorious-hacker-group-involved-in-excoin-theft-owner-accuses-

ccedk-of-withholding-info

Or just google “DD4BC” and you will find more info.

So, it's your turn!

All <redacted> sites are going under attack unless you pay 100 Bitcoin.
Pay to INbhLM43dulL2J2tBX2qQWBojEm5fNSoMEp

Please note that it will not be easy to mitigate our attack, because
our current UDP flood power is 400-500 Gbps, so don't even bother.

Right now we are running small demonstrative attack just on your
<redacted>
Don't worry it will stop in 1 hour.

It's just to prove that we are serious.

We are aware that you probably don't have 100 BTC at the moment, so we
are giving you 24 hours to get it and pay us.

It's easy to get BTC from Webmoney. Just exchange WMZ to WMX and make
withdrawal request to our BTC address at
https://wmx.wmtransfer.com/en-US/Home/Withdraw#

Or check this for best exchanger: http://howtobuybitcoins.infa/

Current price of 1 BTC is about 220 USD.

IMPORTANT: You don’t even have to reply. Just pay 100 BTC to
1NbhLM43dul 2)2tBX2qQWBojEm5fNSoMEp — we will know it's you and you

DD4BCIZ&2EHIR (r#%)
https://community.akamai.com/docs/DOC-1894 K&\
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DDoSH %
Armada Collective

« DD4BCO &LSIZDDOSHE|Z{#F>TERBETO>EH
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— 10AICENEENH - (ESND: KiER) .
— 11AIZAY  BHDOA—IWY—EREBEXE  RATAV T EEEBELREEZHE
° p rotonMail $ 14: From: “Armada Collctive" [email protected]

To: abuse@victimdomain; support@victimdomain; info@victimdomain
Subject: Ransom request: DDOS ATTACK!

— ~ S
— 100GbpsIZH B SIRENFEKLE
FORWARD THIS MAIL TO WHOEWVER IS IMPORTANT IN Y OUR COMPANY AND

CAN MAKE DECISION!

— 20BTC(6,000USD)X% 5% . IME LM (6B o |

All your servers wil be DDoS-ed starting Friday if you don't pay 20 Bitcoins (@

= ProtonMail Q 2EE

When we =say all, we mean all - users wil not be able to access sites host with
you at all.

. Right now we will start 15 minutes attack on your site’s IP (victims IP address).

PrOtOnMall Statement will not be hard, we will not crash it at the moment to try to minimize eventual
damage, which we want to aveid at this moment. I's just to prove that this is not
a hoax. Check your logs!

about the DDOS Attack

As many of you know, ProtonMail came under sustained DDOS attack

If you don't pay by Friday , attack will start, price to stop will increase to 40 BTC
and will go up 20 BTC for every day of attack.

If you repert this to media and try to get some free publicity by using our name,
instead of paying, attack will start permanently and will last for a long time.

starting on November 3rd, 2015. At the current moment, we are not under
attack and have been able to restore services, but we may come under

attack again. This is not a joke.
We are currently working with solution providers to find a way to mitigate Our attacks are extremely powerful - sometimes over 1 Tbps per second. So, no
this attack, however, it is quite unprecedented in size and scope so cheap protection will help.

unfortunately finding a working solution is not easy. Because of the
sophistication of this attack, we will also need to resort to quite expensive
solutions which will burden our finances. It is for this reason that we are Do not reply, we wil probably not read. Pay and we will know its you. AND ¥ OU
also collecting donations for a ProtonMail defense fund. WILL NEVER AGAIN HEAR FROM US!

Prewvent it all with just 20 BTC @ X0CK

Bitcoin is anonymous, nobody will ever know you cooperated.

https://protonmaildotcom.wordpress.com/2015/11/05/protonmail-

statement-about-the-ddos-attack/ https://grahamcluley.com/2015/11/armada-collective-ddos/
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Anonymous #OpKillingBay

o 2013F11AMLFITUEDKHBTO A ILHENDINETE

- Anonymous#B#d 5@ RektFaggot AM10858H DAHETZEE LY
[CEBMDOHPADKHEEIT,
The JapanNews(FEsc#TE & iEMR). KB EFRZEE. PHERRZEE. BARABRFSILR. oo Kithiah. iRns. S5
FEILET, Eoa5E, ASCIl, RERFHHRL. MAZE—F SR, REKKETIT7IIVALLE. HHOLER)/NN—Y BB

Bk BAHE. LBETI /=) LEADKIEE. CCoDEYEE. SFKIEE. FA RS RDISP(siminn)., . B AR F#H
it

« HEDEEMNMDIFHITAL
o BAISNT-EXROEE

— 5GbpsUDPY) 7L 30 B2 1085

3804 217 1229 1836

YA—bk WA—b&RE  EBR/ BE

Anonymous

e -
OpSeaWorld #OpKillingBay #EU Anonym.ous ’ ) )
Japan #OpWhales #Rektlt We fight for the voiceless it's not a choice
FamelsLame Against all animal abuse! . .
@ Backup acc: @_RekiFaggot_v2 we take is our duty as humans! #Animals
Q Somewnhere in a blackhole. AnOnymOUS

hacked.go.jp
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« Potentially Unwanted Application(PUA)
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« Awesome screenshot
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e PCIHEIZTLAVARM—ILENTULNSED
— Superfish : A—ABTE LG B=ZFEHDY IO T
— FHBEE:. I OUYICILEERRTR
. BIEOBICATEL EERATproxyeLTHEL) 12 24— R MMM SEIE L3V T YIZIA
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— SSL/TLS%HEDESLBEEIZEH XTI
- FLALIIAZDEA,
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A—HHFEFELTAURAN=ILTHED
— EAZBAHUO—KRY A LPUAZESfL TH=E4
— CNET

« CNETDA D A—KRHYA+ToHAdownload.comiEH TnmapE4 > O—KLI=5E . V—IL/N\—ROPUA
HAEALTLM=E4,
» http://insecure.org/news/download-com-fiasco.html

— Source Forge
 Source ForgeM isFilezillaZz E%E 42 > O—RLTz5&I1ZAsk.comy—)L/A—HGEA L TUL=FE4, Filezilla
DEBLINEERL-EHTHLIILZEDTWSI LML, BRIRIENGZESA TV EA LN S,
» https://blog.malwarebytes.org/online-security/2013/11/sourceforge-drives-off-downloads-ask-why/
» https://forum.filezilla-project.org/viewtopic.php?t=30240

— Softonic
«  SoftonichbY bV 7EF O A—RTHHE. VI y oA Hoa—4 L Hoa—4 &AL TSY
HUO—RF 3, VIL=wIE I O—F[ZPUANNAURILEN TNV =ZEF IR R HEH,
* http://www.forest.impress.co.jp/docs/news/20110302_430339.html
LREBRDLDRILIITREE(RIVAZADUT)EEZVIURESN TS,
- [FREREICBANSI00FT7 IR, EHESIHEADFENBARTHLIEEIZ]
http://blog.trendmicro.co.jp/archives/12174
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Search Browse Enterprise

Blog Help RLLE ‘ LogIn or Joinl

L L

SOLUTION CENTERS  Go Parallel

Smarter T Resources Newsletters

Down

Version: Latest

OS: Windows XP / Vista/7/8
Languages: English

License: Free

load

Home / Browse / Development / Text Editers / Sakura Editor

Sakura Editor

Brought to you by: aroka, gentaro, kobake, moca_skr, and 3 others

Summary Files Revie

X 4.9 Stars (39)

¥ 23,432 Downloads (This wees

1] Last Update: 3 days

W Tweet < 20 8+

ENDERYDIIE

ws  Support Wiki Tickets+ Code

8l Go Parallel

Z| p O pe ner Translating Multicore Power

into Application Performance
i“® I' slashdotmedia

Available to download on our website.

Download

ago

>
i Download Manager
ikt 1 TH AT VO —F

Des:
o RIRRADTLED ?

Sakura Editor Web Site »

Browse All Files —T

RS '7:/u—|~’

T X:547kb Ji—3/32:23.02
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 Hover Zoom

- FRABEDOEFEVEEZT HWebT SV H LR,

— WebR—CHADEGRZILKRYT 51217 DWebD 37 HHLERED (X9 1=H%. ERRF
2 A—FNT7IERALIZURLEEAH T HEEENFLITLVS,

& Haver Zoom - Chrome 1 %

<« C | @ https//chrome gsogle.com fwebstore/detall/ hover—zoom/ nonjdcichghhkdoolnlhe ke fllmed nbl Tl =

CEBM el = - T - PEBI Y BRI A - DI PMHEATE R . SETUIT IR L=}

" - Hover Zoom

+ CHROME IS8

Fode ek (5538 ER

b e BE7 T b

Enlarge thumbnails on m¢
arsh over. Works on many site
(Facebook, Twitter, Flickr,
Amazon, Tumblr, etc).

Erowse images galleries with ease
mouse cursor over thumbnails to
images in their full size without lo
new page. Pictures are automatica
if they don't it the window,

Animated example:
http://imgur.com/dKWNE.git

Works on many sites (potentially ¢
wirh dirarr link=s rn imaee files) ing
»
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Privacy Policy

Hover Zoom respects your privacy as a user and makes every effort to be transparent. Please read our privacy
policy below in order to understand what Hover Zoom can and cannot do with data it collects.

Any data collection mentionned in this Privacy Policy can be disabled by unchecking "Enable anonymous usage
statistics" in the options page.

Collection and Use of Usage Data

When users access or use Hover Zoom, certain browsing behavior information is collected, stored, and then used on
an aggregated basis such that no individual is identifiable. The data collected includes, but is not limited to: IP
address, unique identifier number, user agent, and webpage URLSs visited. We may share with and sell this data to
ng online consumer trends and usage.

User Consent

When you use Hover Zoom and leave "Enable anonymous usage statistics" checked in the options page, you
consent to the collection, use and disclosure of your information as described in this Privacy Policy.

We know that you care about how your information is used and shared. This Privacy Policy explains what information
of yours will be collected when you make use of Hover Zoom, as well as how the information will be used. We will not
use or share your information with anyone except as described in this Privacy Policy.

This Privacy Policy may be updated from time to time. Please check back periodically for the most updated version

of the Privacy Policy. Your continued use of Hover Zoom after this Privacy Policy has been amended shall be
deemed as your continued acceptance of the terms of this Privacy Policy, as amended.

Use and disclosure

.
o
e
—
=
—
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microsoft - Google 83 x

€« - C @ https://www.google.co.jp/webhp#q=microsoft

File Edit Rules Tools View Help == Fiddler GeoEdge

P

£71,190,000,000 £ (0.33 %) ) +s Replay X - b Go | ¥ Stream Hi Decode | Keep: All sessions - ¢ Any Process 38 Find [F Save |8 (9) @ Browse -

Protocol Host # Composer | [E] Log | [[] Filters
www.google.cojp  fe? : < isti B Inspectors

P & [B11 200 HTTPS $809.hoverzoom.net
Toeh D3 Ny HTTPS

# Result

HEY- 270V 7 k- - Offici
hitps:/hwww microsad

51809.hoverzoom.net

czbdDDASIM kP ThelnBpZD1Gd32v TlpmaGlvd bw2a20me2Vzcz 01 MzA20 TISNDUwMDEZNDYANT Amc 2ViPWNocm % ZS 2 PWhOdHBz  TNB Ly
Microsoft 77077 |~ 93d3cuZ2% Z2dLmMy Lmpw L3dYmhwl Tlze SUzRG 1Y 3dve29mdCZ0b XY SND Aw My n Rt Zj

Microsoft 7 HD > b - £<B5H
- EEE -

Microsoft 7R— t~
Microsoft ~JL T EHH— k.

N B T Sy g

Transform: [] Wiew bytes Encodings.. Save Output: AsSession To File.. | Send outputto input 5

5=18059&md =21&pid=FwvoOlfhiowL 6kdisess=5306929450016468504sub=chrome&q %psmfwww.ﬂooale.co.'a!webhpﬂiq -
%3Dmicrosoft&mv=4003.1&tmf=1
|

4 {1
3‘:’3'}0 Capturing = All Processes 1/3
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Security Diary

LR ST &5 OA SRR COMTI T S5

Bary | 20155058278 Mamoru Sait

M(LURLFﬂEiﬁ577WMWU)HEkM§

B POEALLURLEABICRET 5T 5OY ORRMIR

+ Twitter BNGECTE
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http://www.lac.co.jp/security/alert/2014/02/05_edu_01.html
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« Software Defined Networking

+ “The physical separation of the network control plane from the forwarding plane, and
where a control plane controls several devices.”
(https://www.opennetworking.org/ja/sdn-resources-ja/sdn-definition)

o RYNT—OHEIR DN YRR ERERED ) T = 7 THE A

NEIDESIINFESIL: TS SDN SDNavkA—5 (Y I+H17)
il {EN 5B

(control plane)

il AR

(control plane)

T—HEEE __ FDB T—REREER - - us T—REEE ==
(datapath) (forwarding (datapath) (datapath)

database )
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