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HTTP/2 protocol & o Global 61.7% + 6.19% = 67.89%

Networking protocol for low-latency transport of content over the
web. Originally started out from the SPDY protocol, now
standardized as HTTP version 2.
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s QUIC Enabled: true

Ml capturing events (134270)

¢ Alternative Service Probability Threshold: undefined

* Origin To Force QUIC On::0
¢ QUIC connection options:
* Consistent Port Selection Enabled: false

QUIC sessions

HTTP/2

Alternative Service Mappings

capturing events (311002)

Host

Alternative Service

s.youtube.com:443

quic :443, p=1.000000

r2---sn-3qqp-ioqglz.googlevideo.com:443

quic 443, p=0.450000

mail.google.com:443

quic :443, p=1.000000

0.client-channel.google.com:443

quic :443, p=1.000000

play.google.com:443

quic :443, p=1.000000

www.youtube.com:443

quic :443, p=1.000000

googleads.g.doubleclick.net:443

quic :443, p=1.000000

r18---sn-vggs7n7e.googlevideo.com:443

quic :443, p=0.450000

gg.google.com:443

quic 443, p=1.000000

View live QUIC sessions
Host Secure Version Peer address Connection UID Active stream Active Total stream Packets Packets Paclfets Connected
count streams count Sent Lost Received

0.client-channel.google.com:443 true QUIC_VERSION_27 | 64.233.188.189:443 | 8474098053639222975 | 1 15 8 37 0 40 true
clientsd.google.com:443 true QUIC_VERSION_27 | 216.58.220.238:443 | 10242948267502299464 | 0 None 1 7 0 7 true
clients6.google.com:443 true | QUIC_VERSION 27 | 216.58.220.238:443 | 11374158713995592306 0 None 0 4 0 5 true
gg.google.com:443

csi.gstatic.com:443 true QUIC_VERSION_27 | 64.233.184.94:443 1723919714625107115 |0 None 0 2 0 2 true
googleads.g.doubleclick.net:443 true QUIC_VERSION_27 | 173.194.117.237:443 | 11997643291256147053 | 0 None 5 15 0 15 true
Lytimg.com:443 s.ytimg.com:443 true QUIC_VERSION_27 | 216.58.220.238:443 | 12219795968108955823 | 0 None 19 106 0 174 true
pagead2.googlesyndication.com:443 true QUIC_VERSION_27 | 173.194.117.250:443 | 147/93345242681170653 | 0 None 5 89 0 164 true
pubads.g.doubleclick.net:443 true QUIC_VERSION_27 | 216.58.220.226:443 | 10960468474006060118 | 0 None 1 6 0 5 true
r13---sn-vgqs7n7l.googlevideo.com:443 |true QUIC_VERSION_27 | 173.194.133.50:443 | 2724579964172757350 |0 None 1 6 0 7 true
r2---sn-3qqp-ioqlz.googlevideo.com:443 | true QUIC_VERSION_27 | 27.80.250.205:443 50675375175223475 0 None 4 76 0 147 true
r7---sn-3qgp-ioglz.googlevideo.com:443 | true QUIC_VERSION_27 | 27.80.250.210:443 585134865502118168 0 None 21 6033 0 12132 true
s.youtube.com:443 true QUIC_VERSION_27 | 173.194.117.227:443 | 8342181436207278967 |0 None 9 22 0 22 true
tpc.googlesyndication.com:443 true QUIC_VERSION_27 | 216.58.220.225:443 | 9080136759649470080 |0 None 1 6 0 8 true
www.google.com:443 true QUIC_VERSION_27 | 173.194.120.80:443 | 20094751952125774%6 |0 None 3 41 0 77 true
www.googleapis.com:443 true QUIC_VERSION_27 | 216.58.220.234:443 | 13554648342023425740 | 0 None 0 2 0 2 true
www.youtube.com:443 true QUIC_VERSION_27 | 173.194.120.73:443 | 5759212590014597285 |0 None 10 58 0 91 true
yt3.ggpht.com:443 true QUIC_VERSION_27 | 173.194.120.75:443 | 17763280540468029064 | 0 None 1 4 0 5 true




QUICDOES

e Chrome/GFE

e X MHOY—)\ - OS54 T7> NHSBE

« MA2IR(C/\—>3> 77y T %=#EDIRL. IRTE QUIC_VERSION_30
« Microsoftd 7 k51 7' (*1)

« C++ C30001TF2E. IENH.

* libquic, goquic https://github.com/devsisters/libquic, goquic
* libquic:Chrome® net/quicA FZIBMRFZIRVNTER ESHTED
» goquic: libquic&wrapper 5 X% cgo T/I\A 27«4 >0 UIEHBD
* QUIC_VERSION_243FE T UM U TR,
e fork U™C QUIC_VERSION_ 30X X ULZE U,
https://github.com/shigeki/libquic/tree/QUIC_VERSION_30

(*1 https://docs.google.com/presentation/d/1BjPUowoOoGOywmqg5r8 QNgnC9JPELUe02jvgyoOW3HFw/edit?usp=sharing )
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9101234
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public flag (1)

connection id (0,1,4,8)

~ public header (& )

version(0,1)

L AEAD CiRE

J

sequence num(1,4,6,8)

Encrypted Payload by AEAD (Chcha20+Poly1395 or AES128+GCM12)

7241472

=]

src ip/port BB =1 °CA

BdDConnectionIDX— XA TtzwI g > B

ppee)

MR CTE D,
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STREAM_FRAME

ACK(largest_observed: 11, missing: [10])

[ J0Ov I URL

id=13 Zid=10& UTHBE
ﬁumzhu—AaUtﬁE]

DTHANI=AT
EiX(id=13)

id=10 A*0O0X I\bE}




QuicA FY—IEHTTP/2)N\A > F 1 >0

QUIC Priority(64bit) QUIC Priority(64bit)
= + i
if?eiizsfér?a;n DataStream
CryptoStream - stream_id = spdy’s stream_id
stream_id = 1
HTTP/2 HTTP/2
HEADERS DATA
O — Il

Stream 1 (. B/ \> R TAOFHIAKN)—A
Stream 3 (. ANVYABIROCDEDEBERI NI —/A




QUICOMIEER: |
HPACKIC KBQUICOHoLT w2

1,3~5CF—J)L&E
1~5FTT— , MIDEATVY
JIVEFTEH QUIC Stream (id=3) ZHTNE S S
| HEADERS |  HEADERS | [ HEADERS |
cU ety
1. name1l, valuel 1. name1l, valuel

2. name2, value2 2. name2, value2
3. name3., value3 3. name3., value3

HEADERD L — AADRIBICEBINYVSIT—T)LDA—H =B < ([CIERIBUTZ
L —ALABNELETAYVSST—T)LOEFZIOAVIIT UM,




QUICOERER ;
HPACK(C KBQUICDHoLT Ow 77

ERUTD Canary ‘C(af chrome //histograms S HPACK HoLd)Jﬁ}R%ﬁEw CEF9,

[ chrome://histogra
Histogram: Net.QuicSession. HeadersHOLBlockedTime recorded 96 samples, average = 15.6 (flags = Ox1)
0 0 (29 = 30.2%)
1 0 (19 = 19.8%) {30. 2%)
2 0 (8 = 8.3% {50.0%]
O 0 (5 =52% {58.3%}
4 0 (10 = 10.4%) {63. 5%}
s —— 0 (3 =3.1%) {74.0%}
6 -0 (1 =1.0% {77.1%)
y —— 0 (2 =21% {78.1%)
- S— 0 (5 = 5.2%) {80.2%}
10 —- 0 (4 =4.2%) {85. 4%}
12 -0 (2 =21% {89.6%)
14 -0 (1 =1.0% {91.7%]
17 0 (0 = 0.0% {92. 7%}
%2 -0 (1 =1.0% {92.7%
40 0 (1 =1.0% {93.8%]
48
?(134 -0 (3 =3.1%) {94 8%}
226 0 (1 =1.0% {97.9%)
268 ...
533 0 (1 =1.0% {99.0%}
633

QUICOTE WL TWebDEISERENEWNEVLDRUN T BIRE—
ECOEZHERELTLIZE0),
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TCP Holif&E> €&

» packet 12X ST HTTP/2 vs QUIC DBIENEDENDNT-
*x9,

« HTTP/2D 75 (& TCP Hol CIB{EN S IEX F I H'. QUICITHBE B
IXHEBE CIBS (Rt SNE 9,

H
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O-RTTEETE (BRIHAHNIL)

» HTTP/2 over TLS, QUIC (0-RTT% disabled), QUIC(0-RTT) CHJEA
G RID L EZT L\ E T .




QUICH'STLS1.37\

FE AS (12015&115255%,\15\?0)“513draft(*)7271:(gb_Cb\?I"§' SEOMLERR
TEVEETART L T OB EE(CRBGENDDFEFIDOTTFEL TS,

(* https://github.com/tlswg/tls13-spec/ D master HEAD)
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1. I\ RS ITADFT—AETEBELITIBSIEUTCREETS
2. I\ R4 OLA7>>—0HIRE
- BiFDigzaE(E. 0-RTT
e J)UJ\> 2 A0(F. 1-RTT

3. I\ RS TAUTRIRI DIA
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TLS1.30D4%F

- FRA 10 KEgE - IABZRIEBE U - EIE
o FFRICENDIRRLSDOTEHED., KD BHCEEREZIESNTE
DR E, TLS1.20DHEE - IBRZ#E <FEIE,  (#&ih)
e KDt 77I(C
o ESHBEMNMNEREND ZID R UTIBIRZRE.
« AEADWAVEYD)\TF o T EFRNIBINE (ClRX Do
» [EREM L
e QUICTENONTWLWAB LD O-RTTOIE S/ R— MU, L 157>

S—HFIFENBLDICLUTULDS, FERMICQUICIETLS1.3ZHR— ~
(*)9 B,

-

(* QUICETLSTIL —ATA =Y MIERDDTELE—([T/RSIRWVBIEEEND D FET, )



TLS1.3DFEIFIEH— S & EDIEH

CNE TOBEODUETZEHNICREL

BEHE | Compression CRIME/TIMESEDIEHES A = > T IREXT R
Renegotiation Triple Handshake=5RenegotiationHI{&DIRRES [ Hf & DA MEZ XK
FELIE(CHEWDI S 177> REBEEERekeyZ 1T D AR EEE
SessionID resumption PSK&ERB—7ET resumption N aJBE(CIRD fefesd
H5% | MD5, SHA-1, SHA-224 fEhaft. (KsREXIoR
“H

DSA

FMAREORD

non-AEAD(CBC, RC4)

RCAfEHa1E. MEZIBDTZ/)\F « > T AS )L IREDN R

VI —ILE AEADD 78D 128 nonce (3 seq no IS ARk
AEADMadditional data BEAREE/R L J— RAW A BB (Enonce/lBE 5 — SN TS AARKIR]EE
custom DHE Cross-ProtocolXiZ& C named group(Z#t—

ECDHE compress format

uncompressESN/Z (T CTHAREN

anonymous DH

raw public key (RFC7250)ZfEDH. FEBAZEDIREEZ L7R0)




TLST 3(@}_%”:155 _%Cl_’_ %ODEEEE cont'd

J\> I | record layerd/\—=3 > EBMN(CHRBRAEMNRWNZSD . BAEBRIZITOZHIEREN TS,
Z%g& randomAIdDgmt unix time | BLEEMRD EEALSNHBRAEN RS IR ETTs

PFS/PSKEASM DAL WE DR EXI R

SSL2.0/3.0DB7h— bk faialt 70 b JLOYR— REELE

RESA T DHIFR ChangeCipherSpec,HelloRequest,Sever/ClientKeyExchange<F (&)
i3k | max_fragment_length IRAMBE2M4 (CEE

truncated_hmac

AEADICHIFTERLL. ZETRRLTZS,

Srp

PSKICE =X ?

encrypt_then_mac

AEADFIFHDTZ8

extended_master_secret

TLS1.3{THR (CER DA FH

SessionTicket

Resumption/PSKTHIAH I DTicket[CEEZHR D728

renegotiation_info

RenegotiationZz 2% 1k




TLS1.3 /J\> =117 (full handshake)

ClientHello

+ KeyShare

v

N

Finished

Application Data

v

Application Data ¢

A\

IR NBEE2015F11828HE=TD
TLS1.3 draftzsclCLUTCUL\EK T,

1-RTT

ServerHello @Eﬂﬂﬁg—{b
+ KeyShare

EncryptedExtensions
ServerConfigration
Certificate
CertificateVerify
Finished

O-RTTEB#EHtFAHDsemi-
static DH keyZ B4l

Application Data

(IR F(FHES

ftE=nNTnd>—%4)



TLS1.3 )\> R= 117 (0-RTTEHEEL)

J5A4A>7T
77 )5>—4pE | ClientHello S
LU TIXD + KeyShare
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EncryptedExtensions
ApplicationData
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~
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server DH ke

v

[um@ﬁﬁ?ﬁﬁ Finished
Application Data
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~

SR NES(E2015611 82 B ETO O-RTT
TLS1.3 draftZzclc L CUL\E T,

ServerHello
+ KeyShare

+ EarlyDatalndication
EncryptedExtensions
ServerConfigration

Certificate
CertificateVerify
Finished

AENEBIRNHNOSDY D
DL DIz D EIFE L

Application Data

(IR F(FHES

ftE=nNTnd>—%4)
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(OPTLSOO#EH

* signature based

handshake — DH based handshake (C 9 i
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LCuziz &D;’iiiﬁ%b\%b\j 1=o

- JO ML
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TLS1.3DEHEAZI(0-RTT)

ClientHello

~
7

+ KeyShare g*

+ EarlyDatalndication
EncryptedExtensions
ApplicationData

[gxs _C‘H’Eui@

Py
~

Finished

v

| AEIODIBE RS

Application Data

&

~

g5 D547 > h—IFiE
g7 U—)\—h58g
g%: T —)\ semi-static ##

ServerHello

+ KeyShare 9~

+ EarlyDatalndication
EncryptedExtensions
ServerConfigration
Certificate
CertificateVerify
Finished

g IS J

Application Data

(X FFESEENTLDT—4)

IR NEF2015F11H2BF=TD
TLS1.3 draftzolC L CL\EK T,
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D547 B 0 D517 bk 0
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L L
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7IUFT =4 exporter The OPTLS Protocol and TLS 1.3
P R Hugo Krawczyk, Hoeteck Wee 2015
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Application Data
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ServerHello
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TLS1.3 O-RTTORIGES

O-RTT
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TLS1.3MDEDJE(offline signature)

ClientHello

+ KeyShare g*

0-RTTH g5 & 127% S
BiEGtY S 3> ICEAbhS5 9 FIARIEE
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