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Miiclea de Informagdo e Coordenagao do Ponto BR

nle‘hr Password Visible via Web Interface

€« C fi O 180l

Access Control — Passwords

password.cg

Actess to your DSL reuter is controll

min" has unrestri

The user name "

C A | O view-source189]

. N password.cg|

The user name "support” is used to

<htmlx

The user name "user” can access th 2 <heads

UIV='Pragma' CONTENT='no-cache's

4 <link rel="styleshest” href='stylemain.css' typ

s <link rel="stylesheec” href-'colozs.css' typ
<script language="javascript" src="util.js"s</:
<script language="javascript">

Use tha fields below to enter up to

Username:
0Old Password: 7

& <!-- nide
New Password: N

Confirm Password:

4| function btnipply() {
var loc = 'password.cgi?';

with ( dosument.ferms[0] ) {
8 var idx = userName.selectedIndex;
3 switch ( idx ) {

2 cass 0:
2 alert("No username is selected.”):
2 return;

2012 FIRST Symposium - Sdo Paulo, Brazil, March 28, 2012

Phishing and Banking Trojan
Cases Affecting Brazil
http://mww.cert.br/docs/palestras/certbr-firstsymposium2012.pdf
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(Engish = Calendar Discussions  Polls ) RSSfeeds Subscriptions Contacts  Log

SECURELIS[ @ Internet threat level: 1

Threats Analysis Statistics

Home — Blog — and and one DSL modems

The tale of one thousand and one DSL modems 0.4

Fabio Assolini

Kaspersky Lab Expert

Posted October 01, 15:26 GMT

Tags: DNS, Vulnerabilities and exploits

Introduction

This is the description of an attack happening in Brazil since 2011 using 1 firmware vulnerability, 2
malicious scripts and 40 malicious DNS servers, which affected 6 hardware manufacturers, resulting in
millions of Brazilian internet users falling victim to a sustained and silent mass attack on DSL modems.

‘We will show how cybercriminals exploited an under-the-radar vulnerability which affected thousands of

outdated DSL modems across the country. This enabled the attack to reach network devices belonging

to millions of individual and business users, spreading malware and engineering malicious redirects over

the course of several months. The scenario was fuelled by the widespread neglect of ISPs, blunders from
. under- users and official apathy.

If you think the task of cleaning up victims of the DNS Changer malware was a big challenge, imagine
what it would be like to deal with 4.5 million modems compromised in this attack — all of them in sunny,
beautiful Brazil.

One firmware vulnerability

All too often network equipment devices are forgotten - once installed and configured, most users or
businesses do not worry about applying firmware updates provided by manufacturers. Even the simplest

The tale of one thousand and one DSL modems
http://www.securelist.com/en/blog/208193852/The_tale_of_on
e_thousand_and_one_DSL_modems
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Internet Census 2012 (http://internetcensus2012.bitbucket.org/paper.html)
2013/03IZAFSNT-ER DRI, 12—V DIRKZERE
2FEDEX2 )T+ LOME (EEFEREAadmin/adminiE) DEEZBFIC
FOT. A=V EBFZHE, IPTRLRADHFAEEZOR— XX v L,
FIARIRET=2T=D(F2000 5 5 =21z L TS (FR—LIL—EDENE LA BH),
EAD1IAIZLDITA,

6.2 World Maps

To get a geographic overview we determined the geolocation of all IP addresses that respond to ICMP ping requests or have
open ports. We used MaxMinds freely available GeolLite database [ maxmind.com] for geolocation mapping. Different
versions of this image are available for download here
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REDBE

libUPnP(Universal Plug and Play)
- 2013/01, SA7SUICEHDIEEEN R DONUEIL,
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Universal Plug and Play
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DNSIZhhhH HE&RFESI X (DNS Open Resolver)

ISP EDF ¥ v 2 a DNSH—/X

)

EHEODNSEFI R T} EOBRTRULED REREY k77— OESH
R—LIL—FICxH L TDONSZ T ) Z#EfF U R— LI —4 (FISP4 £ DD
F v aDNSH—/NICEDT T Z#niET 5,ISP74 & ODNSH — /i BRiERy
A5 =2y b LOEREDNSH—/NICV TV EZEBZZIET. I TVEHRIGT 2
UY=L A—=KELARYRAELTR/Z.COLARY A R—LIL—F CE
EL R—LIL—FEF7 TV EHUEBRICL AR IEET,

®

Open Resolver& x->TW3

IR—L—57GE BERE

M=

TE)
JRA
RENI“HRHT DHEEE .

—

5

J#xILE

=N
axX
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) H%E#E(F.Open Resolver& f-> TWAR—LJL—% EH L. KEADDNS
TTVUERITE. COBRGEETEREEOIPY FLALFHL. 2T OR
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@ R—LIL—F . HBENSODNSY T ERERRY h7—2H50BR
EEIRICHE L. ISPH: & ODNSH —/NIC % T 5.
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IUEA Y —Fv b EOEBDNSH —/VICERT 5.

@ HEEDNSZ L) ORBICIGU T HEEDNSY — /I SIERBORE 2 Y —2
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DNSIZhhHhBEREI X (DNS Open Resolver)

E5:Spamhaus|Z*t 9 5 E T 300Gbps

o REA—)LREREMA Spamhaus X3 5K

KEEZFRHGFEDEKEA—ILEFEREICIDLDEWSEERD,

3B aH B 2B fEFE E Mk

L #SpamhausDF DL AT LI L T60Gbps~120GbpsiZE DK E,
LRBREANTEWLIZEA LMD T, KEEFHFI—AY/ DA F—HRYEIIR
FIoO(IX)FEREER,

X EXRXTDNS®Dopen resolver(f 22—y MAIMSF|FATETLEIRTE DFELVHE
BELH TN E A BIZLT300GhpsDBEIEDEFHFEYH T,

y- ' CLOUDFLARE BLOG

The DDoS That Almost Broke the Internet

noED

o .

http://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet
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DNSIZhhhHhHERFESIX(DNS Open Resolver)

N=Z—RyTOEBIER

DNS®open resolverZZERLT-DDoSH &

(T 3D
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FR
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