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RE-OK2@DRTT

% ping -c10 l[dn001bb10.iij.net

PING Idn001bb10.iij.net (58.138.97.197): 56 data bytes

64 bytes from 58.138.97.197: icmp_seq=0 tt|=58 time=168.767 ms
64 bytes from 58.138.97.197: icmp_seqg=1 tt|=58 time=168.642 ms
64 bytes from 58.138.97.197: icmp_seqg=2 ttl=58 time=168.532 ms
64 bytes from 58.138.97.197: icmp_seqg=3 tt|=58 time=168.629 ms
64 bytes from 58.138.97.197: icmp_seqg=4 tt|=58 time=168.627 ms
64 bytes from 58.138.97.197: icmp_seqg=>5 tt|=58 time=168.644 ms
64 bytes from 58.138.97.197: icmp_seq=6 tt|=58 time=168.604 ms
64 bytes from 58.138.97.197: icmp_seqg=7 tt|=58 time=168.585 ms
64 bytes from 58.138.97.197: icmp_seq=8 tt|=58 time=168.647 ms
64 bytes from 58.138.97.197: icmp_seg=9 tt|=58 time=168.607 ms

--- |dn001bb10.iij.net ping statistics ---
10 packets transmitted, 10 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 168.532/168.628/168.767/0.057 ms
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The Japan Earthquake: the impact on traffic and routing
observed by a local ISP

Kenjiro Cho  Cristel Pelsser

Randy Bush  Youngjoon Won

Internet Initiative Japan, Inc.

ABSTRACT

The Great East Japan Earthquake and Tsunami on March 11,
2011, disrupted a significant part of communications infras-
tructures both within the country and in connectivity to the
rest of the world. Nonetheless, many users, especially in the
Tokyo area, reported experiences that voice networks did not
work yet the Internet did. At a macro level, the Internet was
impressively resilient to the disaster, aside from the areas di-
rectly hit by the quake and ensuing tsunami. However, little
is known about how the Internet was running during this pe-
riod. We investigate the impact of the disaster to one major
Japanese Internet Service Provider (ISP) by looking at mea-
surements of traffic volumes and routing data from within
the ISP, as well as routing data from an external neighbor
ISP. Although we can clearly see circuit failures and sub-
sequent repairs within the ISP, surprisingly little disruption
was observed from outside.

Categories and Subject Descriptors

C.2.3 [Computer-Communication Networks|: Net-
work Operations—Network monitoring

magnitude

03105 wnz (1<)

Figure 1: Earthquakes larger than Magnitude 4
in Japan for March 2011

country, leaving more than 15,000 people dead and more
than 4,000 still missing even 6 months after the disas-
ter. Although major facilities in Japan are designed as
earthquake-resistant, and thus, the direct damage by
the earthquakes was limited, the tsunami was devastat-
ing to the coastal areas and is reported to account for
90% of the deaths. On that day, around 4.4 million
honseholds, almost 10% of the country’s households,
were left without electricity.

Tokyo only received limited physical damages. How-
ever, immediately after the main earthguake, all pub-

Copyright (c) 2013 Internet Initiative Japan Inc.
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IACL(infrastructure ACL)
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Path MTU Discovery

big packet [DF] 1.
ICMP/ 4y kD i\/
REDNDE 2

“icmp: packet too big

smaller packet [DF] 3
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ICMP4E Rk D #l| R

® CISCO I0S
— ip icmp rate-limit unreachable 500
* means icmp errors are limited to one every 500msec

— ipv6 icmp error-interval 100
* means icmp errors are limited to one every 100msec

® juniper junos
— icmpv4-rate-limit {packet-rate 1000;};
* means max 1000pps for icmp to/from RE

— icmpv6-rate-limit {packet-rate 1000;};
* means max 1000pps for icmp to/from RE
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RIPE Atlas - Packet Size Matters
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RIPE Atlas - Packet S

[N abs.ripe.net/Members/emileaben/ripe-atlas-packet-size-matters 5y =

IPvd packet all 10110 9/10 &M1o 1107110 number of

size lost received received received received probes

100 1.0% 956% 22% 0.6% 0.6% 3627

700 14% 95.0% 25% 0.7% 0.5% 3629 3
1000 14%  95.1% 22% 0.7% 0.6% 3626 =
1400 21% 96.0% 12% 0.4% 0.4% 3611

1401 24%  931% 32% 0.7% 0.7% 3616

1454 24% 9256% 36% 0.6% 0.8% 3625

1455 248%  902% 5.3% 1.2% 0.8% 3626

1460 2.6% 92.9% 33% 0.5% 0.6% 3614

1461 2.8%  90.0% 5.8% 0.9% 0.6% 3624

1480 2.9% 89.1% 6.2% 1.0% 0.8% 3629

1481 30% B88.2% 7.3% 0.8% 0.7% 3631

1488 30% B889% 6.7% 0.9% 0.5% 3619

1489 31% B85H% 6.8% 0.9% 0.7% 3624

1492 31% B8.2% 71% 0.9% 0.7% 3624

1493 51%  71.3% 20.2% 2.8% 0.7% 3619

1500 52% 71.0% 20.8% 2.3% 0.6% 3618

1501 9.9% 853% 2.7% 0.6% 1.5% 3620

1502 9.9% B4.8% 24% 1.0% 1.9% 3620

1600 98% B849% 27% 1.0% 1.5% 3626
Table 1: Echo reply requests for various IPvd packet sizes i

| m v

https://labs.ripe.net/Members/emileaben/ripe-atlas-packet-size-matters
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Trust Anchor
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,\(J:ertificate path

\
10.255.0.0/16
2001:db8::/40

T
\- certlflcate path
10.255.0.0/16 w 2001:db8::/48

invalid valid!
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Trust Anchor Locations (TALs)
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EROEFEHE

S openssl x509 -inform DER -text -in nUoKQJmirKA2d1S40zY34cs7tKc.cer

Subject Information Access:
CA Repository - URI:rsync://rpki.apnic.net/member_repository/XXX/XX/

sbgp-autonomousSysNum: critical
Autonomous System Numbers:
2497-2528
2554

sbgp-ipAddrBlock: critical
IPv4.
1.0.16.0/20
1.0.64.0/18

2013/11/20 Copyright (c) 2013 Internet Initiative Japan Inc.




Route Origin Attestations (ROAs)
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e ‘maximum length’ 42732
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ROA

S print_roa FksMMjbAOUZnFeuDv2yZmcAXJeY.roa

asiD: 2497
addressFamily: 2
IPaddress: 2001:240::/32

BEDASHSILERT DT=HOIZ, BHDROAZTHKITIT HEEHTES
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TREEHE R

e Valid

— prefixEASIZE E T HROAM R DM o7
 Unknown (Not found)

— prefix|Z5% 29 HROAME M > 1=
e Invalid

— prefixIZE BT HROAN R Dho1=h'. ASESH
B MEprefixEMROAES B LALY




example - valid

ez 10.0.0.0/16-17 AS65000

prefix: 10.0.0.0/16
maximum length: 17
origin AS: 65000

BGP 10.0.0.0/16 AS65000 Valid
BGP | 10.0.0.0/17 AS65000 Valid
BGP | 10.0.128.0/17 AS65000 Valid

2013/11/20 Copyright (c) 2013 Internet Initiative Japan Inc.



example - unknown

ez 10.0.0.0/16-17 AS65000

BGP[ 10.0.0.0/8 AS65001 J Unknown

e D

BGP | 10.1.0.0/16 AS65000 Unknown

\_ J

e

BGP | 192.0.2.0/24 AS65000 | Unknown

\. J

2013/11/20 Copyright (c) 2013 Internet Initiative Japan Inc.
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ez 10.0.0.0/16-17 AS65000

example - invalid

BGP[ 10.0.0.0/16 AS65001 J Invalid

Ve

BGP

10.0.1.0/24 AS65000

~

J

BGP

10.0.0.0/18 AS65001

\

J

2013/11/20
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example - multiple origin ROA

ez 10.0.0.0/16-17 AS65000

Hoz¥ 10.0.0.0/16-17 AS65001

BGP

)

10.0.0.0/16 AS65001 ] Valid

2013/11/20 Copyright (c) 2013 Internet Initiative Japan Inc.
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