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Activation Code& (3 ?
Matching ID

Examples of the Activation Code are as follows: — =
SM-DP+77 RL-Z < .. (U— /\J:@jljj 4 )L 7Z2—=ICHETE)

+ (1$SMDP GSMA COM$04386-AGYFT-A74Y8-3F815
(if SM-DP+ OID and Confirmation Code Required Flag are not present)
. 1$SMDP.GSMA.COM$(]438fS.-AGYFT-ATML\:’E‘»-?;F8'I5$$<‘I_> ConfirmationJ— FZE W&
(if SM-DP+ OID is not present and Confirmation Code Required Flag is present) &9 27
e 1$SMDP.GSMA.COM$04386-AGYFT-A74Y8-3F815%$1.3.6.1.4.1.31746%1
(if SM-DP+ OID and Confirmation Code Required flag are present)
e 1$SMDP.GSMA.COM$04386-AGYFT-A74Y8-3F815%$1.3.6.1.4.1.31746
(If SM-DP+ OID is present and Confirmation Code Required Flag is not present)
o 1$SMDP.GSMA.COM$$1.3.6.1.4.1.31746 H—)\DsREEFIEEEAE (Cert.DPauth.DCDSA)
(If SM-DP+ OID is present, Activation token is left blank and Confirmation Code ~ 90ID

Required Flag is not present)

UL Libeh LIRS

When entered manually, the Activation Code SHALL be used as defined above.

When provided in a QR code according to ISO/IEC 18004 [15], the Activation Code SHALL
be prefixed with "LPA:"

+—>

) SGP.22 4.1 Activation Code Hh55|H
QR:I R(E. LPA:1$SMDP.GSMA.COM$:-- D KD (CI8D
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SIMJOZ71)LEld -2
« SIMTJOT7AILOEKRFICDULNT - Profile Element

ProfileHeader
PE-MF ICCIDEZSD7T 1 LU UMD
PE-PUKCodes Only one set of PUK codes exist in a Profile Package
PE-PINCodes Creates the Global PIN codes
PE-TELECOM
PE-GenericFileManagement | To be repeated in order to create the files required in the DF Phonebook

under DF Telecom
PE-USIM Creates a USIM ADF and the associated files  IMSI'2EZZED -
PE-OPT-USIM T LU ~NUDECIR -
PE-PHONEBOOK Creates DF PHONEBOOK under USIM ADF SIMEBE D 7_'
PE-AKAParameter Sets the AKA parameters related to the previously created USIM SIS DEAVR
PE-PINCodes Creates the local PIN code structure at the USIM ADF level —
PE-GenericFileManagement | To be repeated in order to create additional files required in the ADF —

USIM ;
PE-GSM-ACCESS
PE-SecurityDomain Creates the MNO-SD ATAZDET =354
PE-SecurityDomain Creates a SSD -
PE-Application Loads a USAT application
PE-Application Loads an application in the SSD
PE-RFM Sets the RFM parameters for the Profile OTAD % EREE
PE-End End of the Profile Package

SIMalliance, eUICC Profile Package: Interoperable Format Technical Specification
Ver. 2.2 -> 11.1 Example of Profile Package structure 55|/
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SIMDOJ7AJ)LElE -3

—
B BA&F(C DT - Profile HEADER
|« SIMTOZD7AILOEAESFI(CDLY rofile
—|
=
-
11.2.2 Profile HEADER
ASN.1 Format DER TLV encoding
headerValue ProfileElement ::= header : { a0 48
major-version 2, 80 01 02
minor=-version 2, 81 01 02
profileType "SIMalliance Sample Profile”, B2 1A 53494D616CHCHEIE61GER3652053616D706C652050726F66696CES5
iccid '89019990001234567893'H, B3 0a B8901%990001234567893
eUICC=-Mandatory=-services | A5 0Os
usim NULIL, 21 00
milenage NULL, 84 00
javacard NULL 8B 00 =
ke
eUICC-Mandatory-GFSTEList { A& 10
{ 2 231431 21 }, ==id=MF 06 06 67810F010201
{ 2 231431 2 4} ==-id-USIM 06 06 67810F010204
b -
} ==

=
=
-
§

SIMalliance, eUICC Profile Package: Interoperable Format Technical Specification
Ver. 2.2 i"55|H
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SIMDOJ7AI)LE -4

« SIMTJOT7A1ILOEKRBICDULT - PE MF

11.2.3 PE MF (Using Template)

mfVal ProfileElement ::= mf : {
mi-header {
mandated NULL,
identification 1
e
templateID { 2 23 143 1 2 1 },

mf |
fileDescriptor : {
pinStatusTemplateDO '01020A'H
}
} r
ef-pl {
fileDescriptor : {

-- EF PL modified to use Access Rule 15 within EF ARR
securityAttributesReferenced 'OF'H
}
b
ef-iccid |
-- swapped ICCID: 98109909002143658739
fillFileContent : '981099209002143658739'H

fileDescriptor : {

BO 8201FB
a0 05
80 00
81 01 01

81 06 67810F010201
a2z 07

Al 05
Ce 03 010202

A3 05
Al 03

BB 01 OF

a4 QOC
83 OA 98109909002143658739

a5 27
Al 09

| ASN.1 Format DER TLV encoding

SIMalliance, eUICC Profile Package: Interoperable Format Technical Specification

Ver. 2.2H\55|H8
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- SIMJOZ7A)LElE -5

« SIMTJOTD7A)LOEARFICDLT - PE USIM

11.2.7 PE USIM (Using Template)

uzimvValue ProfileElement ::= usim : {
usim-header |
mandated NULL,
identification 4
b
templateID { 2 23 143 1 2 4 1},
adf-usim {
fileDescriptor : {
fileID 'TFF1'H,
dfName '"AQ0QQ0000B71002FF33FF018900000100"H,
pinStatusTemplateDO '01810A'H

be

ASN.1 Format DER TLV encoding

B3 17
RO 05
80 00
81 01 04

81 06 &7B10F010204
AZ 1D
Al 1B
83 02 TFFl
84 10 RO00000087100ZFF33FF018900000100
Ce 03 01810A

aef-im=si {
== numerical format: 234101943787656
fillFileContent : "0B2943019134876765'H
}
ef-arr
fileDescriptor : |
linkPath '2F06'H

-— Service Dialling Numbers, Short Meszage Storage
fillFileContent : '0OA2E1T78CET73204000000000000'H

ef-spn {
-= ASCII format: "SIMalliance"
fillFileContent : '"0253494D616C6CE9616EE6365'H

|5
SIMalliance, eUICC Profile Package: Interoperabl
Ver. 2.2m055|H

©lnternet Initiative Japan Inc.
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83 09 0B2943019134876765

B4 06

Al 04

c7 02 2F06

AB OF

83 0D ORZELTACET3204000000000000
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83 0C 0253494D616C6CHEIEG1IE6EE3ES
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- SIMDOIFAIIE -7
L DR TOT 7 AILBREEE > TERENTNS

—] 3.1.6 Profile Lifecycle at SM-DP+
The previous sections provide detailed procedures associated with Remote Provisioning.

7°n 77 ,r }b'ﬁﬂﬂ_ }\“ !Each Profile has state information on the SM-DP+ associated with .it duri.ng the provi‘sioning

into an eUICC. The Profile lifecycle state can be one of the states listed in the following

(SM_DP+) table.

Additional states and additional or customised ES2+ functions MAY be agreed between the
Operator and the SM-DP+.

I1J SIM
Profile
<=> r;\_v_a_lia_ﬁl_e""""":l The Profile is available in the inventory of the SM-DP+.
EID Allocated The Profile is reserved for downloading without being linked to an EID.
Linked The Profile is reserved for downloading and is linked to an EID.
Confirmed The Profile is reserved for downloading (linked or not linked to an EID) with

Matching |D and Confirmation Code if required.

E%Eg“lj > D N I< % B]Ij_ <“ 7= m (: t [Rebase'd Cenfiguration by the Operator (e.g.: HLR Registration)
% j D j 7 /]/) I/ (g:ll n._;\ %}% -5 ’Downloaded The :ound F'roI:Ie waspdeliveredji:lthe l_F',»ﬂ..g k
/. EIDICHfHITERaN [

Error The Profile has not been installed because of one of the following error

The Profile is ready for download and installation after Network

The Profile was successfully installed on the eUICC.

cases:
- Confirmation Code Retry Limit exceeded
- Download Retry Limit exceeded
- End User Rejection
- Error during download and installation

Unavailable The Profile cannot be reused anymore by the SM-DP+.

Table 6b: Profile State in the SM-DP+

SGP.22&LD5|H
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SIMDOOJ7AJ)LEE -8

BN (CFESIESNITIRETRE SN D

Ui § B

| SM-DP+
! Profile Package Generation  (Unprotected) Profile Package PETLV1| PE TIV2 PE TIVn
e e s S oo tevvpsae:sesomn
 profile Package Protection _ Protected Profile Package Data 1 |MAC| Data 2 |MAC| | Data n |MAC‘
Segmentation l Segmentl r Segment2 —l r Segment n —l
| SM-DP+:
| Profile Package Binding Bound Profile Package l'nﬁi&lis&ﬁcumchaﬁndl a [ SM IPPKl Segmentl [ Segment2 | [ Segment n |
LPA """"""""""""""""""""""""""""""""""""""" R A PP P ' ;, T
! sthre Data
| Profile Package Deliveryto  Segmented Bound Profile Package n | [Ddtq | Data é‘t@ ] ?QE‘:I { pa E'T I Iﬁﬂl
i euIcc
Clear data
Cl = Configure ISDP Encrypted data with Profile protection key (PPK-ENC) :
SM = Store Metadata Clear data MACed with Session key NN
PPK = Protected Profile Protection Keys Encrypted data with Session key (S-ENC) NS

Fiaure 4: Profile Package stage Description
SGP.22 XD 5|H
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eUICCLI(X - 2

L

» eUICCOOREEERTE - 2

— ROMF O EE
- EID(eUICC-ID)
« 32HTD 1 —— D 73585F
- RAT(Rule Authorization Table)
- 07 7 1IN/ HIBRES LEHIEH
- Default SM-DP+77 <KL X
- SM-DS77 <L X
- JOJ 74 )LE#DLICHFIA

r cnable
Figure 2: Schematic Representation of the eUICC \
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* SM-DP+/eUICCOIE SR e =6 DIzsd. NEHE
EH X.509 ZE#H(Web®DSSL/TLSEF EE UTPD)
« GSMAWGRIEEE & E1E

| «SM-DP+H— /(% e,
T BIES. S
. eUICCE®RITID | ‘
= (Cld. GSMA Root |
| CI(CA)TEB®DI - | [
E BREZ(CH1 > %L il
- CESWMENDD -
. DIl :
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BNEN DD &mg

SGP.14 2.3 PKI Participants n'55|H

©lnternet Initiative Japan Inc.




——
==
|
e
i
E

eSIMDEE1 UF 1 DHIEY - 2

¢ SRl HUSSEEE —
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« GSMA FS.04 - SAS-UP Standard
« GSMA FS.05 - SAS-UP Methodology

« SM-DP+M1=sbDERs -
« GSMA FS.08 - SAS-SM Standard O senmrm
- GSMA FS.09 - SAS-SM Methodology | —
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eSIMOTEZF1 VT 1 Ditid - 3

« TNTNHF DEEIAE EMETEDBH
(1)7Gsmac>

CERT.CLLECDSA
Cl Certificate
(self-signed)

containing
PK.CILECDSA

| TS ——

CERT.DSauth.ECDSA
SM-DS Certificate
{signed by Cl)
containing
PK.DSauth.ECDSA

SM-DS TLS Certificate

containing
PK.DS.TLS

Private Key
SK.CLLECDSA

Private Key Private Key
K.DSauth.ECDSA SK.DS.TLS

____________________________

G A ——

3
! CERT.EUM.ECDSA |' CERT.DPpb.ECDSA CERT.DPauth.ECDSA |1 CERT.DP.TLS
! EUM Certificate 'l SM-DP+ Certificate SM-DP+ Certificate  |!| SM-DP+ TLS Certificate — e U IC C - ( 1 )+( 2 ) +( 3)
H (signed by Cl) H (signed by Cl) (signed by Cl) : containing -
E containing i containing containing 1 PK.DP.TLS
n‘\ PK.EUM.ECOSA | i PK.DPpb.ECDSA PK.OPauth.ECOSA _ |! - S M_D P+. ( ‘I )+(4)
Private Key : Private Key Private Key : Private Key )
SK_EUM.ECDSA S\SK.DPph.ECDSA SK.DPauth.ECDSA SK.DP.TLS

] UG R — L PAmgcrm | SMDS: (1)+)
ZHCTERN ~ LPA: (1)
(3) comevoceas

(signed by EUM)

containing
PK.EUICC.ECDSA

A—> B
B certificate is signed by A private key

Private Key
SK.EUICC.ECDSA

____________

Figure 30: Certificate Chains
SGP.22 4.5.2 Certificatesh'535|F
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Figure 1: Remote SIM Provisioning System Architecture
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Figure 1: Remote SIM Provisioning System Architecture
SGP.21KXD5|H

©lnternet Initiative Japan Inc.

&
A



nternet Initiative Jap
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SM-DS+

MNO(IIJ)

—
|
——

=

I1J Profile
Allocated

111J Profile
“|Available

1—Hn53E ?r’JEEL/ AFHHKTT

ES2+.DownloadOrder

HTTP POST /gsma/rsp2/es2plus/downig
Host: smdp.iij.ad.jp

X-Admin-Protocol: gsma/rsp/v2.2.0
Content-Type: application/json
Content-Length: XXX

{

"header" : {
"functionRequesterldentifier" :
"functionCallldentifier" : “I1J-567"

b

"iccid"

by

: "8981030000000xxxxxxF",

>
ES2+.DownloadOrder i

HTTP/1.1 200 OK
X-Admin-Protocol: gsma/rsp/v2.2.0
Content-Type: application/json
Content-Length: XXX
{
"header" : {
"functionExecutionStatus" : {
"status" : "Executed-Success"

by

Miccid" : "8981030000000x0xXXXF",

“T13-110"

adOrder HTTP/1.1

response

by

1—HI(C

=l D é’l‘C%iccidd)

SIMZJO7 7 1 )UHE{R B e

EE mGro

AV AN
DLIZTE7/30)

OK7& 5 (1 ﬁ&ﬁ/ﬁaf'l Re (
CDEBAT (iit‘

(RAN\FE <)
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SM-DS+

MNO(I1))

<€

Host: smdp.iij.ad.jp

Content-Length: XXX

ES2+.ConfirmOrder

HTTP POST /gsma/rsp2/es2plus/confirmOrder HTTP/1.1

X-Admin-Protocol: gsma/rsp/v2.2.0
Content-Type: application/json

ERLIZ IO T« )& D
>0O— FrIEETMRRE(ICT D

- {
= r']"fetzjar?ft:or;Fi{equesterldentiﬁer" : “I13-110", OKTd:‘B(j:ACtlvathn COdei‘-EEE(L—_LZ\gTd:
= "functionCallldentifier" : “I1J-567" - Matching 1D
=) b
: "releaseFlag": true, - SM-DP+ 7 I< L X
— "iccid" : "8981030000000xxxxxxF", %H =
Geteesed JESD +.ConfirmOrder response | (£) MNORID! Matching ID 2 LW
HTTP/1.1 200 OK 59 CEErEE
X-Admin-Protocol: gsma/rsp/v2.2.0
Content-Type: application/json
Content-Length: XXX “ N YN
e QRI— REEKLTI—H(TET,
"header" :
"functionExecutionStatus" : { @IJ)
"status" : "Executed-Success” LPA: 1$iij-XXXXXXXXX.CoM$2CB6-927F-XXXX-XXXX
b I
}I

"smdpAddress":"
b

"matchingId":"2C86-927E-XXXX-XXXX",
Ij-XXxxxxxxx.com"

QRO — FZER | (oAt < )
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SM-DS+ LPA(LPD/LUI) eUICC

MNO(IL]) B 5iE
SNZQRO— K5t
FHFIAFH

> eUICCH\FIHRIEER
ES10b.GetEUICCInfo Root CID—E % Hy/E

“ES10Db.GetEUICCInfo resp

svn '020200'H,
euiccCiPKIdListForVerification

il

| A L A

‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
3
euiccCiPKIdListForSigning

‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
b
¥

> eUICCESELE(CHIATY
Es10b.GetEUICCChallenge\z 5+ |~ <4k

<€
Es10b.GetEUICCChallenge resp

euiccChallenge '07549562C687ECBF48E9E7E1A428EFEE

(RAN\FE <)
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+ LPA(ZSM-DP+ D TLSH — /(GEHR
TLST Y= 3 2 Z N F Y2 EDH Root CIEFEAZE
( :éc_’g_'ft) t\‘*ﬁgﬁo .
: OKRB(Ftw S 3 > Res
: Es9+.InitiateAuthentication
3 {euiccChaIIeng% '07549562C687ECBFABEIE7E1A428EFEE,
;_;: nggﬁtgodlress (SM-DP+H—/{FQDN)", eUICCtﬁ%]‘)TE@'% “
. {svn '020200'H, _R_OOt CIco—) \b_\
| euiccCiPKIdListForVerification LT ANOIgENF]EZ
{

‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’

g[]iccCiPKIdListForSigning (5I) 5_%'3%'\30) U OIX I\(ZJ:

o \ - JSON APITBASE647 51t
N 81370F5125D0B1D408D4C3B232E6D25E795BEBFB éﬂtﬁ{%éntb\é

¥

(RAN\HE <)
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LPALI(E - 13 / LPDODHI

SM-DP+

LPA(LPD)

>

eUICC

|
SM-DP+ DIt e BE7R

Es9+.InitiateAuthentica

initiateAuthenticationOk :

{
transactionId 'EOFD290C187
serverSigned1
{

transactionIld 'EOFD290C18
euiccChallenge '07549562C
serverAddress “(SM-DP+1Y
serverChallenge 'C24D048/
+
serverSignaturel ‘(Y —/ U5
euiccCiPKIdToBeUsed ‘81370
serverCertificate

{
b

(—/ GERBZE#R Cert.DPal

b

tion response

Root CIZikR 9,

BRI CHEISH — )\
D1348912798F7DB1B1959, {RI(DFBAE B ER & %1=

7D1348912798F7DB1B1959',
687ECBF48E9E7E1A428EFEE'
—JCFQDN)",
\AO7B86019239DC14077AA5F

> DIGEDEIE AR DTZ8bDsig
F5125D0B1D408D4C3B232E6

1th.ECDSA /RL\DTHEER)

Fl

nature)’,

D25E795BEBFB’,

(RAN\FE <)
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LPALI(E - 14 / LPDODHI

LPD) eUICC

SM-DP+ LPA(
Es10b.Authenticate’
{serverSignedl

{

transactionld 'EOFD290C187D1
euiccChallenge '07549562C687
serverAddress “(SM-DP+H—/\
serverChallenge 'C24D048AA07

+H

serverSignaturel ‘(B —/ U5 DA
euiccCiPKIdToBeUsed ‘81370F51
serverCertificate

(YU —/ GGEEAZEIE#R Cert.DPauth.k

+
ctxParams1 ctxParamsForCon

{
matchingld "2C86-927E-X)
devicelnfo

{
tac '00000000'H,

deviceCapabilities

Server

348912798F7DB1B1959',
ECBF48ESE7E1A428EFEE',
FQDN)",
B86019239DC14077AA5FF'

ZEDIE AR DTZ8bDsignature)',
25D0B1D408D4C3B232E6D25E795BEBF

B,

eUICC(CE
ZDERIC. Matching IDEF®D
ENNEEHRZ A0

"CDSA /RN TER) LPA(X. SM-DP+M6M
nmonAuthentication - IFS9 4 TnitiateAuthentication
(XX-XXXX", ResponseZz (XEFZDEER

X

(RAN\FE <)
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SM-DP+ LPA(

LPD)

Es10b.Authenticate$

authenticateResponseOk :
euiccSigned1

transactionld 'EOFD290C187D1348912798F7DB1B1959'H,
serverAddress “(SM-DP+1—/\FQDN)",

serverChallenge 'C24D048AA07B86019239DC14077AA5FF'H,
euiccInfo2

{

profileVersion '020x00'H,

svn '020200'H,

euiccFirmwareVer ‘xxxxxx'H,

extCardResource '81010082040008063A830400001C08'H,

uiccCapability { usimSupport, isimSupport, csimSupport, akaMilena
eapClient, javacard, multipleUsimSupport, multipleIsimSupport },

ts102241Version '090200'H,

globalplatformVersion '020300'H,

rspCapability { additionalProfile, testProfileSupport },

euiccCiPKIdListForVerification

{
‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
eLliccCiPKIdListForSigning
{
‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
h
forbiddenProfilePolicyRules { pprUpdateControl },
ppVersion '000001'H,
sasAcreditationNumber “XXXXXXXXXXXXXXXX",
certificationDataObject
{
platformLabel "1.2.840.1234XXX/myPlatformLabel",
discoveryBaseURL "https://mycompany.com/myDLOARegistrar"

h
ctxParams1 ctxParamsForCommonAuthentication :

{
matchingId "2C86-927E-XXXX-XXXX",
devicelnfo

{
tac '00000000'H,
deviceCapabilities

¥
¥
}

h
euiccSignaturel ‘(A v tz—dE ABSIEDsignature)’,
euiccCertificate

{
(eUICCIEBA®/ Z D ICEIDET)
e(JmCertiﬁcate

{
(EUM(SIMA >4 — )EEBAE)

<€

eUICC

DEIrVEr response
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SM-DP+ LPA(LPD) eUICC

{9

<€

- Es9+.AuthenticateClient _
<transacti0nld 'EOFD290C187D1348912798F7DB1B1959'H, E S 1 O b L] Au t h e n tl Ca te

authenticateServerResponse authenticateResponseOk

Server response ® A

transactionId 'EOFD290C187D1348912798F7DB1B1959'H,

serverAddress “(SM-DP++H—/FQDN)", Ay — 7N
serverChallenge 'C24D048AA07B86019239DC14077AASFFH, e C Az
euiccInfo2
{

profileVersion '020100'H,

svn '020200'H, \ - + /\

euiccFirmwareVer ‘xxxxxx'H,
extCardResource '81010082040008063A830400001C08'H,
uiccCapability { usimSupport, isimSupport, csimSupport, akaMilenage, akaCave, akaTuak128, akaTuak256, gbaAuthenISim, eapClient, javacard,
multipleUsimSupport, multipleIsimSupport },
ts102241Version '090200'H,
globalplatformVersion '020300'H,
rspCapability { additionalProfile, testProfileSupport }, —
euiccCiPKIdListForVerification

i B

‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
ZLliccCiPKIdListForSigning .
¢ ‘81370F5125D0B1D408D4C3B232E6D25E795BEBFB’
fc;rbiddenProfiIePoIicyRuIes { pprUpdateControl },
ppVersion '000001'H,

sasAcreditationNumber “XXXXXXXXXXXXXXXX",
certificationDataObject

{
platformLabel "1.2.840.1234XXX/myPlatformLabel",
discoveryBaseURL "https://mycompany.com/myDLOARegistrar"

,
ctxParams1 ctxParamsForCommonAuthentication :

{
matchingld "2C86-927E-XXXX-XXXX",
devicelnfo

{
tac '00000000'H,
deviceCapabilities

}
¥
¥

H
euiccSignaturel ‘(X v tz—eE ARG LEDsignature)’,
euiccCertificate

[TTRE T

{

(eVICCEEBAE/ ZDHICEIDED)
h
eumCertificate

{
(EUM(SIMA >4 —)3EBAE)

(IR <)
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SM-DP+

LPA(

LPD)

I1J Profile
Released

M

>
Es9+.AuthenticateC

authenticateClientOk :

{

transactionld 'EOFD290C187D13

P
{

rofileMetaData

iccid '981830000000XXXXXXFX'

serviceProviderName "IIJ",
profileName "",

iconType png,

icon ‘(hex binary data)’

3
smdpSigned2

{

transactionld 'EOFD290C187D1
ccRequiredFlag FALSE

¥
smdpSignature2 ‘(X v tZ—=e8 &
smdpCertificate

b
b

(FOT 7 A ILEES{ERY—/ GIAR

lient Response

48912798F7DB1B1959',

H,

ABhLESsignature)’,

A, Cert.DPpb.ECDSA)

(RAN\FE <)
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; SM-DP+ LPA(LPD) eUICC

=
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- Es10b.PrepareDownload _ _

= SN Es9+.AuthenticateCli
i ent  Response M
t tionld 'EOFD290C187D1348912798F7DB1B1959", .
crcaF?cfgjirIZSFlag FALSE smdpS|gned2 L)( BI% D)
gr,ndpSignatureZ (AXwvtz—thEABiLEsignature), J Q%GUICC (:EE;L;_&
smdpCertificate

(FO77 1 ILEES{LAY—) GEBEE, Cert.DPpb.ECDSA)
¥
¥

=
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SM-DP+ LPA(

LPD) eUICC

Es10b.PrepareDown
downloadResponseOk :

{

euiccSigned?2

{
transactionId 'EOFD290C18

euiccOtpk ‘(One-time Public
b

e(JiccSignatureZ
"(Awvtz—eiE ABALEsignaty
b

<€
load Response

7D1348912798F7DB1B1959,
- Key of the eUICC for ECKA)'

ire)’

- )\ Ex5NTCESEIAHE
(CERT.DPpb.ECDSA) = L\ T, 7O
J7AILEES{ERADEERK ICHER
one-time key

(otPK.EUICC.ECKA,
otSK.EUICC.ECKA) = £ pkx L T .
otPK.EUICC.ECKA ZH— ) lIl(ZiX(E

Eulliﬂlﬂ.lm. l i

(RAN\FE <)
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SM-DP+ LPA(

LPD) eUICC

<€

Es9+.GetBoundProf

{
transactionId 'EOFD290C187

prepareDownloadResponse downloadResponseOKk :

{

euiccSigned2

{

euiccOtpk ‘(One-time Pub
i
euiccSignature2
"(Rwvtz—tE ABhLEsigna
b
b

transactionld 'EOFD290C187D1348912798F7DB1B1959),

lePackage

D1348912798F7DB1B1959'H,

ic Key of the eUICC for ECKA)'

ture)’

LPA (& Esl10b.PrepareDownload
Response . €MDFE X JSON FRI(C
2L CHmX

(IR <)
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SM-DP+

LPA(

LPD)

I1J Profile
<-> EID
Downloaded

['I

b 1L SAR

>
Es9+.GetBoundProf

getBoundProfilePackageOk :

{
transactionld 'EOFD290C187D1348912798
boundProfilePackage

initialiseSecureChannelRequest

remoteOpld installBoundProfilePackage,
transactionld 'EOFD290C187D13489127
controlRefTemplate

keyType '88'H,
keyLen '10'H,
hostld '4352545F484F53544944'H

3

smdpOtpk ‘(One-time Public Key of the S

smdpSign ‘(X vt —8E ABSLEDTZEHD
3
firstSequenceOf87

'(ES8+.ConfigureISDPZIES{L LIz7 — )

séquence0f88

{
‘(ES8+.StoreMetadatadd>—4)'

3

sequenceOf86

‘(Es8+.LoadProfileElementsZiES{t L=
‘(Es8+.LoadProfileElementsZiES{t L=
‘(Es8+.LoadProfileElementsZiES{t L=
‘(Es8+.LoadProfileElementsZiES{t L=
}
}
}

F—IDDE
F—IDDE
F—IDDE
F—IDDE

F7DB1B1959'H,

signature)'

=

1/4)',
2/4),
3/4)',
4/4)

== =

lePackage response

eUICC

O8F7DB1B1959'H,

M-DP-+for ECKAY',

v - JU f B =
(CERT.DPpb.ECDSA) BT,
077 A I)LEES{EREDOBERK(C
WETL one-time key
(otPK.DP.ECKA, otSK.DP.ECKA)
ZHER LU TC. otPK.DP.ECKA 7%=
eUICCHI (C1x1= (eUICCHIDIE 5
BICRE)

ez, BT OT71IL
5 — %% eUICCER (XS

(RAN\FE <)

©lnternet Initiative Japan Inc.

Eﬂ“‘ﬂlﬂ.““l l i



nternet Initiative Japan.Inc.

LPALI(E - 22 / LPDOSI

SM-DP+ LPA(LPD) eUICC

Es10b.LoadBoundProfilePackage

initialiseSecureChannelRequest

{ remoteOpld installBoundProfilePackage, L PA E 59 + . G et BO U n d P rOfl I e Pa C ka

transactionld 'EOFD290C187D1348912798F7DB1B1959'H

conraRefTemplate " ge response ODNB%Z(FFEDE
eLan 10, FeUICC(C#rx,

hostld '4352545F484F53544944'H

STRRRNTH 9% | 1171

3
smdpOtpk ‘(One-time Public Key of the SM-DP+for ECKA)’,

o O RS LPA(Z O D 7 1 ILERS IEE St
S SNTWDIDTHRIBZENTER

+
sequenceOf88 (/ \ o

{
'(ES8+.ConfigureISDPZEIES{L LTz —4)!

‘(ES8+.StoreMetadatadd7—4%4)'

séquence0f86

=

‘(Es8+.LoadProfileElementszZ g S/t LTz T -4 DD E
‘(Es8+.LoadProfileElementsz g5/t LTz T 4 D E
‘(Es8+.LoadProfileElementszZigS{t LTz T 4 DI E
‘(Es8+.LoadProfileElements &g St LIzF — 5 DD E

1/4)',
2/4),
3/4)',
4/4)

== =

b
b

(IR <)
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SM-DP+ LPA(LPD) eUICC

Es§+.GetBound ProfiIePacklageOD
SequenceOf87-88 MM

STRRRNTH 9% | 1171

>
Es8+.ConfigureISDR(SequenceOf87)
; ISD-PICTOT 7 IV Z&E
>
Es8+.SotreMetaData(SequenceOf88)
{iccid '981830000000XXXXXXFX'H,
serv_iceProvidﬁrName "T1J",
conType pna, TOI 7 AILICHBET BIER
icon (774 > D)I\AFU—F—4) (74’ 1] \/—\’D/—R 1) :/_)
b
(RAN\%E<)
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SM-DP+ LPA(LPD) eUICC

Es§+.GetBound ProfiIePacklaged)
SequenceOf87-88 MM

ey

>
Es8+.LoadProfileElements(SequenceOf86)
{header :
{
major-version 2, SIMZ'OD 71 )LAKIEER

minor-version X,
profileType “XXXXXXXXXXXXXX",

iccid '8981030000000xxxxxxF'H,
eUICC-Mandatory-services

(&%) TOT 7 (LT —IARENRASTND)

-
=
—
—
—
S
g

(IR <)

©lnternet Initiative Japan Inc.



|l

nternet Initiative Jap .

LPAL(E - 25 / LPDODHI

SM-DP+

{

by

Es10b.LoadBoundPr

LPA(

LPD)

profileInstallationResultData
{
transactionld 'EOFD290C18
notificationMetadata
{
segNumber 34,
profileManagementOperat
notificationAddress “(SM-
iccid '981830000000XXX>
i
smdpOid { 2 999 10 },
finalResult successResult :
{
aid '"AO000005591010FFF
simaResponse '3007A005

by

i
euiccSignPIR

"(Awvt—ti & ABALEsignat

<€

eUICC

ion { notificationInstall },
DP++H—/FQDN)",
(XXFX'H

FFFFF8900001100'H,
3003800100'H

ure)’

(RAN\FE <)
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SM-DP+ LPA(

LPD)

<€

Es9+.HandleNotificati
profileInstallationResult :

{

profileInstallationResultData
{
transactionld 'EOFD290C187D
notificationMetadata
{
seqNumber 34,
profileManagementOperation
notificationAddress “(SM-DP-
iccid '981830000000XXXXXX
T
smdpOid { 2 999 10 },
finalResult successResult :
{
aid '"AO0O00005591010FFFFFR
simaResponse '3007A00530(

by

o
euiccSignPIR

"(Awvtz—2tiE ABsLEsignature

by

DN

{ notificationInstall },
-t —/CFQDN)",
FX'H

FF8900001100'H,
)3800100'H

—
~

(RAN\FE <)
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SM-DP+

LPA(LPD/LUI) eUICC

[I1] Profile
<-> EID
Installed

—
|
——

|k L

>

Function executed successfully.

Es9+.HandleNotification response A2 ZAN=JLHFEEICET

H—/)WHlE., JOJ 711

UTEARER(C

<€

Es10c.GetProfilesInfo

{

b
b

Es10c.GetProfilesInfo response

profileInfoListOk :

iccid '981830000000xxxxxxFx'H,
isdpAid 'A0000005591010FFFFFFFFXXXXXXXXXX'H,

profileState disabled,

serviceProviderName "IIJ",

onType prg, LPARYRFTOTOT 7 A

icon (ZA>DINAFU—-F—7), . -
profileClass operational, ) I/ %% gio

?roﬁleOwner iﬁ, Tj_: j I:I j 7 /]/ )I/j]\\

mccMnc '44F030'H,

| |

gidt oocoooc, Active TIRUVIREE
b
(RAN\HE <)
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SM-DP+ LPA(LPD/LUI) eUICC
1\ I 3% 3% 1 I =
JI—9mnTJ0O7T 71 )LE BN IRE
Es10C.EnableProfile Active T/ T
- profileldentifier iccid : '981830000000xxxxxxF _II_:I j 7 /]/ ) I/%ﬁ
"' refreshFlag TRUE 3(‘)_]'{ to
= < ZOEFRTITO
= Es10c.EnableProfile response (7 57 7 JLF| BB L
== {enabIeResuIt ok Eﬁ{%b\‘ﬁjﬁg
i )
>

E Es10c.GetProfilesInfo

<€

Es10c.GetProfilesInfo response

profileInfoListOk :

' LPARYBE O
:EEIISA%B'}A%%%%%%%OS%XIX; i(c))(l):(lfl):(FFIL’FFFxxxxxx xxx'H, j 7 /]/ ) I/_ %:JEE
rofileState enabled = s
sel:r)viceProviderName "T1J", ' EZ:-‘J\ g_ 5 Cl:_ ﬁ ij 'ﬂ:l
| SNCTWd

Bmmmm 1|
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