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ui nt 16 Pr ot ocol Ver si on;
opaque Randoni 32];
uint8 G pherSuite[?2];

struct {
Pr ot ocol Versi on | egacy_versi on = 0x0303;
Random random
opaque | egacy_session_i d<0.. 32>;
Ci pher Sui te ci pher _suites<2..2"16-2>;
opaque | egacy_conpressi on_net hods<1..2"8- 1>;
Ext ensi on extensi ons<8..2"16- 1>;

} dientHello;
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TLS 1.3 DX EERER

= BDRI#
TT;

ui nt8 ui nt 16[ 2] ;
/* def uinitl6 = uint8[2]

=it

enum { el(vl), e2(v2),

enum { request(3),

= SR

struct { T1 f1; T2 f2;

struct {
Type  type;
ui nt 16 | engt h;
} Header;

response(5),

. ITn fn;

BoTdhDRTholzDIZ ! *]

, en(vn) [[,

(255) } Type;

}T

(n]1] } Te;
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enum { request(3), response(5), (255) } Type;

® Haskell ®D/\—H 3> EX—% Parsec TDH
BNSIRIN—TZEELU TKRER/IN—Y %S

enum : . Parser DEF
enum = do
reserved "enunt
(Ist,nx) <- braces $ do
el <- endByl enum tem comma
n <- parens natural
return (el,n)
nane <- identifier
sem
return $ ENUM nane nx | st
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AT 71 ()

"TLS 1.3 DA
= BRI
= 5 ZA (enum)
= ISR (struct)

" Parsec CEIRIAVEXR—F <| > Z{FESH

defs :: Parser [ DEF]
defs = many (enum <| > struct <|> ali as)
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enum {
obsol et e_ RESERVED (1. . 22),

( OXFFFF)
} NamedG oup;

B ANFDstruct ITXRERE

struct {
sel ect (Handshake. nsg type) {

case server_hello: struct {};

}s
} Earl yDat al ndi cati on;
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struct {
select(certificate type) {

case X509: opaque cert data<l..2"24-1>;
}
Ext ensi on extensi ons<0..2"16-1>;
} CertificateEntry;

®case OHEMNEL

struct {
sel ect (Handshake. nsg type) {
case client hell o:
Pskldentity identities<6..2"16-1>;
PskBi nder Entry bi nder s<33..2"16- 1>;

b
} PreShar edKeyExt ensi on;
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BTLS 1.3 X EEEZ I Haskell DHY

data DEF =
| STRUCT DEFNAME [ MEMBER]
| ALIAS TYPE

data TYPE = TYPE NAME TYPENAME AMOUNT

type NAME = String
type TYPENAME = String

data AMOUNT = SCALAR
| VECTOR Int -- Int
I

ENUM  DEFNAME I nt [ ENUM TEM

= byte count
WECTOR Int Int -- mn ..

max
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® HaskellD 7—#% &Y DEF — Haskell 7075 A

pp (ALIAS (TYPE new old )) = do
let old = cap old
putStr "newtype "
put Str new
putStr " ="
put Str new
putStr " "
putStr ol d’
putStr "\n"

m ZTHAFIDTLS 1.3DTEEH

ui nt 16 Pr ot ocol Ver si on:

m 7% DHaskellD J— R

newt ype Protocol Version = Protocol Version U ntl6
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opaque ASNLCert<1..2/24-1>:

struct {

ASNl1Cert Data cert dat a;

Ext ensi on ext ensi ons<0..2"16-1>;
} CertificateEntry;
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Bfa C @ struct
AFTITO-
ENMDICidRY
E*D C D union

Java @ enum
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data Tree a = Leaf
| Node a (Tree a) (Tree a)

)N =Ny FICKBDHEERE
RN YEEIEI OV INEESET S
case tree of

Leaf -> L.
Note x | r -> ...
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®"TLS 1.3

struct {

sel ect (Handshake.nsg type) {
case client _hello: CientHello;
case server_hell o: Server Hel | o;
case end of early data: EndO Earl yDat a;

}s
} Handshake;

" Haskell CHE=MHER I 51— R
~a3424017607323890874 :: ()
-a3424017607323890874 = case undefi ned of

CLI ENT_HELLO -> seq CientHellof} ()
SERVER HELLO -> seq ServerHell of} ()
END OF EARLY DATA -> seq EndOf Earl yData{} ()
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