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Volume Shadow Snapshot (VSS)

« https://github.com/libyal/libvshadow/blob/master/documentation
/Volume%20Shadow%20Snapshot%20(VSS)%20format.asciidoc

L libyal / libvshadow @Watch~ | 19 Y Star 45 Y Fork 15

<> Code Issues 5 Pull requests 2 Projects 0 Wiki Insights

granch: master v | libvshadow / documentation / Volume Shadow Snapshot (VSS) format.asciidoc Findfile = Copy path

=¥ joachimmetz Changes for win2k3 support #3 557a749 on 9 Jan 2016

1 contributor

1101 lines (921 sloc) 46.9 KB Raw | Blame History [ o M

Volume Shadow Snapshot (VSS)

Summary

As of Windows Vista the Volume Shadow Snapshot (VSS) stores persistent shadow copies on the local NTFS volume.

This document is intended as a working document for the Window NT VSS format. Which should allow existing Open Source

forensic tooling to be able to process this type of volume format.
) ALV



VSS/KY 1 — AW 5

2. Volume header

The VSS volume header is part of the NTFS volume header (or $Boot metadata file). The VSS volume header data is stored at
offset 7680 (0x1e00) of the volume and is at least 100 bytes in size (but probably 512 bytes, sector size) and consists of:

Offset  Size Value Description

VSS identifier
Contains a GUID

16

Version

Record type

Current offset
Ox1e00 . .
The offset is relative to the start of the volume

Unknown (Next offset?)
0Ox1e00 . .
The offset is relative to the start of the volume

Unknown (empty value)

Catalog offset
The offset is relative to the start of the volume
0 if no catalog




HhAO0 0Oy ION\YS

3.1. Catalog block header

The catalog block header is 128 bytes of size and consists of:

Offset  Size  Value Description

VSS identifier

N Contains a GUID ZDOAN\VASDE(ICHIOT T RUMN
iR D,

Version

record e HAOTIT> KUSAT

Relative (catalog block) offset OXO 1 . *1%%

The offset is relative to the start of 1 OXO 2 : i_—EEE E H%Td: £

Current (catalog block) offset OXO 3 . Z I\ Tj\lj “J 0®7I- j t “J I\

The offset is relative to the start of 1

Next (catalog block) offset OXOZ & OX03 t\‘ 1t \\J I\O)I> I\ IJ
The offset is relative to the start of t\t Td: 5 .

Contains 0 if this is the last block.

©Internet Initiative Japan Inc.
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3.2.2. Catalog entry type 0x02

A catalog entry type 0x02 is 128 bytes of size and consists of:

Offset Size  Value Description

0 8 0x02 Catalog entry type

Volume size

Store identifier
Contains a GUID
This GUID is used in the store filename

Unknown (Sequence number)

Unknown (Flags?)
0x40 = windows in vista and 7
0x440 = in windows 8 (file backup?)

Shadow copy creation time
Contains a FILETIME

Unknown (empty values)




HAFO0IT> ~J(0x03)

A catalog entry type 0x03 is 128 bytes of size and consists of:

Offset  Size  Value Description

0 8 0x03 Catalog entry type

Store block list offset
The offset is relative to the start of the volume

Store identifier
Contains a GUID
This GUID is used in the store filename

Store header offset
The offset is relative to the start of the volume

Store block range list offset

The offset is relative to the start of the volume

Store (current) bitmap offset
The offset is relative to the start of the volume

NTFS (metadata) file reference

Allocated size

Store previous bitmap offset
The offset is relative to the start of the volume or 0 if not used




4.1. Store block header

The store block header is 128 bytes of size and consists of:

. L 4.1.1. Store block record types
Offset  Size  Value Description

VSS identifier Value Identifier Description
Contains a GUID

16
0x0000 Unknown

Version 0x0001 Volume header

Record type

0x0002 Catalog block header

Relative (block) offset

Block descriptor list
The offset is relative to the start of the store 0x0003

(Diff area table)

Current (block) offset
The offset is relative to the start of the volun

0x0004 Store header

0x0005 Store block ranges list

Next (block) offset
The offset is relative to the start of the volun

0x0006 St bit
Contains 0 if this is the last block. X ore bitmap

Size of store information
P W PO [ DU cpupnyugy iy Q"

©Internet Initiative Japan Inc.
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« VSSDOFT—HTA— W bIwad FEEE(C“VSS identifier”,
“Version”, “Record type”EWLVDS T+ =)L RAASENTLD,
« VSS(Z16KBZC EDF—HJOv I CEEHEND,
=NS5EnTT—FT0OYIDITEICETHFRIND,

- . ~—— - VSS |dent|ﬂer
Version "~ os o Recordtype | BEED) A K5
Ox01ElE o oo of 0x01-0x06 | — —
0070 00 00 00 00 00 OO0 00 0O 0O
0080 00 CO 8 00 00 00 40 TA 00

A k770w (Store descriptor list)D4!

2
2
2
2
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J i o
4.3. Store block list
The store block list contains information about the data block ranges used by the snapshot.
The store block list is stored in blocks of 16384 (0x4000) bytes. Each store block list block consists of:

® a store block header of type 3

® an array of store block descriptors

4.3.1. Block descriptor 7I- IJ <> j_) l/d)
e
The block descriptor is 32 bytes of size and consists of: 7'- j t \\J I\

Offset Size  Value Description _~

Original data block offset /

The offset is relative to the start of the volume

Relative store data block offset

The offset is relative to the start of the store j \ \\J D 7 \\J j%@
lower bits used for different purpose? 7'- j t \y I\

Store data block offset
The offset is relative to the start of the volume

Flags

Allocation bitmap
Used if flag 0x02 is set, otherwise is should contain a value of 0
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