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1.1 EU&HIC 1.22019FEF*2YFcs1bEYIR
IJTIF.2016FIcEF 2 YT« 75> RwizSafe (T4 X ZZTIE2019EDFELREF2 YT hNEY I DFHS,
=) %I L . BEEIRRICA VY —X Y NEFIFT SOCHAEFBE LIcbDZER-1ICEYIF Y TUTEEDET,
ELHROERICHITTHLEESHL TVETBEV0.38" D
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DRDED EFfe b Ey JICBEET DERICDWTERD T
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*1 Internet Infrastructure Review (IIR)Vol.38 (https://www.iij.ad.jp/dev/report/iir/038/01.html) .
*2 Internet Infrastructure Review (IIR)Vol.42 (https://www.iij.ad.jp/dev/report/iir/042/01.html)
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1. EHSREIL K— b

®-12019F€FaUTrhEVIR
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BROAY Y=y M —ERRENRHRIZTFMIEEY—ERICEVWTC. EEBOFREF I/ LR ICEEIZEABROBA VI EEL. 48054
DEEBBEHRIEEEZZ I ESN . Y—EXZ2020F3831HICRT IR L HERSINT,

"TEXBWBE H—EXRTOEMSE (2020F1814H)" https://www.filesend.to/

REARVEMNHAREAREANERBESHIEBNICT) X BBICHBIRIER/INRT—RZANTIREDHEILELD HAN—KREICERAINZBNOH SloT
BROFBERCYUZERDOFIAZENDFEMEZITSIME'NOTICE (National Operation Towards IoT Clean Environment) 122 H208h 54 U7z,
"loTHER AT ROFIAEANDOE R OIE NOTICE, DEHE" http://www.soumu.go.jp/menu_news/s-news/Olcyber01_02000001_00011.html
"loTHERAB ROFIAENDERBREDOEHE'NOTICE; DEM" https://www.nict.go.jp/press/2019/02/01-1.html

3H8H%%>T CoinhiveiD Y —ERDET Ul REBEDEELRZ AR EEPHBMETESREDERICLID BENICY—ERZRTET D ELEH
LLBofc&nz e,

BADPCA—ADEETZH—/\HAPT(Advanced Persistent Threat: #GEMENR) REZZ Ffc. ZORBICELD AR /— MY OV ICTEE
FB3A—T1IVT1ZHALZY 7TF— R E2RTUE—HOI—FA BEOHZA—RZST 7 71ILHERETh TV,

"ASUS response to the recent media reports regarding ASUS Live Update tool attack by Advanced Persistent Threat (APT) groups”
https://www.asus.com/News/hqgfgVUyZ6uyAyJel
EROSEXREHREABETHAINS acjp” RAM VB BERER/ LIBVWE=FICLIDIE SN RABIFWebY 1 MEARICFIAEShTWeC EDERE
Ufco RAA V EBRFOEREHERICREDH oD EAHEDFVWRAM Y OEEERRIZEETHIIEHNS BBAEABREBLERLREEZEE U .
"HRERHBARL Y RN S —ERICH TS jps RXA Y EZDOER ERICHRZIEE (F:E)" http://www.soumu.go.jp/menu_news/s-news/0Tkiban04_
02000152.html

UE—RTFRIMYTH—ERICHFET SV E—NI—RETOHMEFHEM(CVE-2019-0708). @i 'BlueKeepi B 2SN e VLV T P DREFILKRICEKR
BREEE522EHHETH 2 EOHEHH S FR—MDHETULEOSIERNUTHEF AV T+ BH 7O LD RHE Nz 11BICIERIEICBlueKeepZEH
LEeRELHAESNnT.

"CVE-2019-0708 | YE—hk FRIhvT Y—EXDJUE—ITOA—RHIERTINBHEFFIE" https://portal.msrc.microsoft.com/ja-JP/security-guidance/
advisory/CVE-2019-0708

EFAVTAREBUDBREF IV EREZZRF . EF2UTAV IRV PORERFIAVIPY—RAD—FZ2E8OBRBBBRIREUTRERENH D ENFER
Shic. BB —BEETR . FERICLIZEEZITTVWRBWI LD ER S NI,

"Top-Tier Russian Hacking Collective Claims Breaches of Three Major Anti-Virus Companies” https://www.advanced-intel.com/blog/top-tier-russian-
hacking-collective-claims-breaches-of-three-major-anti-virus-companies

FreeBSDRULinuxA—XRIVIC TSN I=SACK/\T v R EZET R ETHh—RIVIN=Y V%5 | ER T T RIREEDH S TCPAR—ADHEEE 1 (CVE-2019-11477).
BHFSACK Panici Z8CEHDRFIUENFEIT DI ENFEREINI,

N=O—RREI—ERCEWT. —BOT AV Y ME=ZBICLZIREF IV CARVAEFADOBRELEZ I ARSI HAEIERI SOOI VICHT S
WERP _ERDIAZSCEMBIADRIEADR+ATH oI EBRENRRELTEITFENTWS . FEGHZRIT. AY—ERIZ9A30HZ H>TELEE N,
"TTpay (BT YRA) ) H—EXRIEOENSTEEIN T TORE. SEOFBICET BAICDVT" https://www.sej.co.jp/company/important/
201908011502.html

EAORBBEEWSIFRIcEVWT. HN30EASDRBEENFERB U EDPARSN RELEFEBEEER. WThHEAYSAIVRETTEEINS
TRYRIALYMIICTRESNTED . ZORBRISZIN-FEFAShiERS5Nn 3,

"(FIREEORE) Y FRIICHEIZREBEOREREICETIHEMSTELFEC (BE=])" https://contents.xj-storage.jp/xcontents/AS08938/
8a8b8ec7/fbb1/445e/a543/eade0775d325/140120190716472191.pdf

EAOBESHERE - RGERLEONBEREZEMLCERRI Y Y VElasticsearchhH A O SRR E TSR TEZIRETH ke aRI Nt
BMSNhTWERBERI EXEOBAABROATRY N7 — 2 mKREHRZEN40GBRIT ST,

"Honda Motor Company leaks database with 134 million rows of employee computer data" https://rainbowtabl.es/2019/07/31/honda-
motor-company-leak/

20195 4BLIRICHBESNBEBOSSL VPNERDMSHEEZIE > RENFERILLIL.8AICIFBlack Hat USA 2019Ic THzSSHEICRI T 2 5E#iH
KEAETNEED . PoCPrYUZEHUEZEAVCHEOHRABREFESINTVS,SOCICEWVWTH. Pulse SecuredfE§5% (CVE-2019-11510) &
BRUVKBEEZHAUE,

"OVER 14,500 PULSE SECURE VPN ENDPOINTS VULNERABLE TO CVE-2019-11510" https://badpackets.net/over-14500-pulse-secure-
vpn-endpoints-vulnerable-to-cve-2019-11510/

IJ7RIVER2,0000 AN BORBRERMULEXIRTELIY Y VElasticsearch A RBH SRIAFETERBTEIRETH e ERESI N,
"Report: Ecuadorian Breach Reveals Sensitive Personal Data" https://www.vpnmentor.com/blog/report-ecuador-leak/

Wikipedia. Twitch.Blizzard® &Y —/NIC $2DDoSKHEB I HEE Ve, —EQ KB FMirailEEH#S5N IRy bRy M EDE|EEIIThT W,

JPCERT/CCI&.¥ILY z 7Emotetic B9 3 X BMEZTo/c.2019F10AE¥EDI S5 REDEBPAMICBD T HE U A-ILICHfFShiWord
T7AIICEDBEEBEOREZZHZITTVWEZEDZESOCTIF2019F 9B KR LD ERATFEHZHALTWS,

"YJLOI7 Emotet DREFICEIT ZiERMR" https://www.jpcert.or.jp/at/2019/at190044.html

BHOEEN. VILI T PEmoteticEA R U EZ ARV BEVEERICHRFSNLA—ILT RLAPA—ILEXHRZVWUICHREEDHD . ELEE
EoRRBRA—IDRMAT7AILPURLY Y I ZHDBVESISERBREZITOTWS,

Biatdh U —RZHET ICHEWVRHI LY —N\D S F—FHIRFION—RFA RO D BRHICE > TV EDRKRB U HZ/N— R T RV BFY—AR D
F—IHEZZRFZLTWRREOHBICLDERES N A—I Y3V A ETHRA-BILShTW.

") —ZAZHGETIC K DRI UL N\—RTF R DEEICDWT" https://www.pref.kanagawa.jp/docs/fz7/prs/r0273317.ntml

B DSNSICEFENI2B67005 4B L—FIEHEN BARETHE, SHEEELEIasticsearch — /N EIcABEhTWeZ EhRES Iz,
"Report: 267 million Facebook users IDs and phone numbers exposed online" https://www.comparitech.com/blog/information-security/
267-million-phone-numbers-exposed-online/
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1.3 BAlBH
AETlE BRAHTEREER L THES B 5 72, 201950
HETASEBICOVWTID EFET,

1.3.1 AEBaREhizElasticsearch—/\Hh 5 DfFEERTZ L
M Elasticsearch & E#RiR X WEH

2019F B RAELABABROBAVWHIELAEELE U,
FTHEXIEREKRI Y Y VElasticsearch® R EREIC L 216
BRAZVWHLBILSTCHRTIFEI2HTRBNANLIcEF 2 Y
T4 hMEw U XA TH ElasticsearchicBE L I BEHRRA WE
Ha3HERD EFTWEIBHULALEHDOIENICH.2019
FIRICEKXED IS RF— I ERRULOBEEBEER".
201945 ICIF/\F Y ERDHIO%DER “HEEh T W
Elasticsearchtt—/\HAE8H 53854 U T 7 7 £ A AJEERIR
RTHolcZEMRESNTVET, WIFNbE U BR
DENEL BEAHEBZZBERPHTCBULEDT—FH
MELTWET,

Elasticsearchiz. Elastictt Z /0 C FF & 11 T W % Apache
Lucenez BB & UIcA—T VY —RADEXBRREIV I Y
TI DBV AT AT AEITUTREDT Y ELET S
CETERRBBRRERER LI ZDH ARELERZ IR
SEIGERENZ &R B EFa VT2V TU
NREETZEREITBEROEL L BBERNH D EEX

5N F 9, & fc.Elasticsearch T IFRESTful APINV Rt S n
TEHHTTPZO R AL TT =Y DRBRVBRIENTIRE T,
HTTP7 7 &R 9 2BDR— NESIET 7 )Lk T©9200/TCP
PRVWSNET,

SOCT &, 77w A AJE#Elasticsearcht — /N &#IEFE L TW
% EB N 359200/TCPAD R F + »BEHM20T19F(CIEM
LicZ EEEBRAIL TWET,

B SR

-1 R—=Y R T 747 04—l —ERICTERE N
9200/TCPAD R F v ViBIE DR RIETIPTZ R L ZHD
#BZRLE I BEHROMEIEERICER L 29200/TCP5E
TAF v VBEDAFE100%E UTERILL L YBEDE]
BELHLTVET,

-1l WT.9B21HMS10B31HICNT TORXF v VB
EOEMMNBIEE T, Z D41 BETHRE L 729200/TCPAD
2F v VBER2019FD1FHICKELIAF v VBED
#23.37%ZHHTE D THBH D DEFTTIPY KL A
E— K T303944FTEMLTWEI . CNIFTATIHD
IP7 R L X#(308%) £ LB T % £ #98.68F DHIETT,
Z DOFFHAICElasticsearchic BT 2Rt ERERENTES
T RAF v VBENIBINU CABEREREDD > TOWEE A,
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E-1 9200/TCPAD R F+ »iEE (2019F1H~12R)

%3 techcrunch (https://techcrunch.com/2019/01/29/rubrik-data-leak/) .
*4 securityaffairs, "Personally identifiable information belonging to roughly 90% of Panama citizens were exposed on a poorly configured
Elasticsearch server."(https://securityaffairs.co/wordpress/85462/data-breach/panama-citizens-massive-data-leak.html) .

%5 Elasticsearch(https://www.elastic.co/jp/elasticsearch).
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20005 NBOREIHAERETH > DIHBED SN TH
D.COEHZEREUBMTH2ARESEISNET
D BENE R I BREGIHLIER DD > TWEEA,

2EBEFAEAB EAICOWTH —BNBRRAF v VIFEDIE
IMNESNETITEETIPY KL X#IF2B20H £4H3H I
—BFRYIC3,000E < ETEML TWE ULT.2AT19H (T,
Elastictt " 5Elasticsearch® g 55 4 (CVE-2019-7611) *°
NRARINTHE D, TnZERLRA & U ElasticsearchiRE ¥ —
NOBREMEAN I NE I, CVE-2019-76111d 7 7 £ XFFHIIC
B9 2551 T BAS NIGE BROIEB PR S AbThN

TIREMEDY B D £ 9, Fhc. Z DRFHAIC A U fcElasticsearch
NDHKEICDWTCisco Systemstt D+ 2 ) 7 1 FFIT
HBTalosh 5 LR— ORI NTVET LIR— M &
3 EBEICRRINIIEIEME(CVE-2014-3120,CVE-2015-
1427) B> IeHEDHRAEN T WL S TT,

FEZBULEMN LY RELTH.9200/TCPAD R F v ViEE
[E2AENICBINMERDNH D LI, 12BICHKIFD1HHD DB
FEHEHOFAIE. TBFHED0.14%Hh 50.35% & #2.467F DiE
IGEETTIPY R L X#F1 B ¥ D384.74%h 52702.10
HFEMT02FHBML TWE T AKOERIGERTHINAM
LTWBESBEALR— T RSN TalosD L R—k &

[IR%:: 46

1. EHSREIL K— b

FEHRICCVE-2015-1427%2H>Tc b D EE X SN2 HWENE
NENTVERT,

[ POES

20195 [T K= < #jE S hrfzElasticsearch|C BEY 2 [5HRIF
ZWEHDEEAERBRENMEICK DBIAETETT VAT
BECTH LI ENRERTT A VI —Fy MIHSDF VX
DREBERIBEIET 747D 4 —)Lix £TI9200/TCPZET
ERBEZESULLCD BERSEEHEETEBIPT LAY
5 O A Z A LBV AR Z 8% 1T 275 E BRI KA
BETY, £/ TalosPERTDOLR—NCH D &SI BE
DEFEEERSKWEHRAE UTEASNTOWET VAT A
ICBIET D EFHEBRIARSNIIRICIE. YR T LNDFE
EHRO L BEZ7OV S LAOBRELHE TREERDET,

1.3.2 DDoSKZE D&

Tl 4 2 FEDDDOSHE Z# Bl - [ LU TWE T, AIE
Tl 2019FDDDOSKED hE Y IV ZBD FEHFT LU
1220194 ITIIH KL U 7-DDoSKZE D 5 5. 11J DDoS 7 0
TOIavH—ERTRHUEHBICOWTEREDFTRIC
2019FICEEBER > IKKEFEZND LIF &#%IC20195F
ICEBERSERBFRCBIIZ2ERNOREESICEL &
SR EHE TRBALET,

%6 Elastic."Security issues" (https://www.elastic.co/jp/community/security) .
*7 Cisco Talos."Cisco Talos Honeypot Analysis Reveals Rise in Attacks on Elasticsearch Clusters" (https://blog.talosintelligence.com/2019/02/cisco-

talos-honeypot-analysis-reveals.html)

*8 EZET. Elasticsearch OEFEZIZENE L7 7 £ XADEMEFIC D WT, (https://www.npa.go.jp/cyberpolice/important/2019/201910021.html) o
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B 20195 DDoSKEFH AT Y

201949 B T &, Wikipedia. Twitch. Blizzard\ ®DDoSK £
DEEREEIRD £ Ufeo T 2 TIE 201 9FITIIA AL U 7=DDoS
KED>5.1JDDoSTAF Y Y a vy —EXTHRELKE
IEDOWTED £EHFETK-2ICI) DDoSTAF I ¥ 3 v —
EXTREUVCKRBOHHCEEEZRULE T,

#=-20H T . TCPZ WK ZESYN Flood K ZE ¥ SYN/ACK
D7L0YavyKHENH D .UDPZAWLKEFUDP
Amplification® {2 &£ UDP FloodBKE M &H D £9I,UDP
AmplificationXE ClEfAS N2 7 7Y r—>r 3>y 70K
JNIEWLS D EENEE L. .DNSINTP.LDAPK E A
HDEI,

DDoSHWEDHEEHHKIFAEMTIHS D DFHZEH L
TWETH 2019FIC (FDDoSKENBEE IERG AT H D
FEATURIBBIEDDINT Y NEDNRDREN 12D
S5SAT.RBRVWEEBEFTAICKEL TWR Uico e mAN
Ty NP LEBRIREN > DIFSA. TR 12BTLRANK
EoERFERTKERBICNE > TOWE U BRORKE
EERVERAKERBETHASINCKEER D% < [ELDAP
P DNS% AW zUDP Amplificationh'Biz> TWE Y,

B 20195 MDDoSKEKNEY &

K2 TN UKEFEDIFEFNCH.DDoSKEE UTHAT
ELHFENV ONGEEERD E LT, 22T 201951
EEREE 7R > [cDDOSKEDFEICDWT. 3DDF—T—R%Z
BWTHENMLET,

- Web Services Dynamic Discovery (WSD)
- Apple Remote Management Service (ARMS)
- SYN/ACKUZLZo>3ay

12> B ®WSDIE. Simple Object Access Protocol (SOAP)
EE>THEDRY N T —UFILEVWTHROY—ER %
BHULED. F—FDOPOEDOEZERELLDITZ7OMIINL
T3, FIAY 3/R— ~E3702/UDPT.0Sh Windows Vista
gDy AV 7 HRETHRINTWS Z ENHS
nTWwErd, 2o70ONIJJ)LZEFABL DDoSKE O I §E M
I.zeroBS GmbHIC TRE N TWE T, %4 $.3702/UDP
ERHLTA YT =Ry h EDNSIBEEETIPT R L ZHIEH
B3FEEEL TV I EMNERINTLWET%SOCTIE,
201948/ 1c3702/UDPICX 9 % R v > iEB DIE NN = £
LTWE T H-2T1d 20194 Ic SOCTHELAI L 7o 43R — b~
NDRAF v VEHOHERBRZRUE T, BHBEHHROEIFF

-2 20194 DDoS#EIIE®RY ¥ Y

Ii

1 13.58% #1797 17.38Gbps  DNS Amplification K207 SYN Flood

2 1575% #2847 27.89Gbps  LDAP Amplification 181849  LDAP Amplification
3 14.00% #6527 19.30Gbps  SSDP Amplification 2329 SSDP Amplification
4 22961 #97H 9.21Gbps DNS Amplification 414 DNS Amplification
5] 16.166 #8867 39.29Gbps  LDAP Ampilification 4145 DNS Amplification
6 10.93% #1487 8.11Gbps SSDP Amplification&R U'SYN/ACKU ZL o> 3> 304 SSDP Amplification & O'SYN/ACKU 7L V> 3>
7 16.414% #7387 75.67Gbps  DNS Amplification 38% NTP Amplification
8 18.10¢4% #9178 8.77Gbps LDAPXK U'DNS Amplification 18359 UDP Flood

9 19.201%% #1307 11.71Gbps LDAPXU'DNS Amplification 4359 NTP Amplification
10 22.09% #3108 23.09Gbps  LDAPKRU'DNS.NTPZ: & ® Amplification 1K E569 LDAP Amplification
11 13.36% #7078 8.24Gbps UDP Flood 259 UDP Flood

12 10.38% #6077 61.34Gbps  LDAPXU'DNS Amplification 38% NTP Amplification

*9 zeroBS."Analysing the DDOS-Threat-Landscape, Part 1: UDP Amplification/Reflection" (https://zero.bs/analysing-the-ddos-threat-landscape-

part-1-udp-amplificationreflection.html)

*10 zeroBS."New DDoS Attack-Vector via WS-Discovery/SOAPoverUDP, Port 3702" (https://zero.bs/new-ddos-attack-vector-via-ws-discoverysoapoverudp-

port-3702.html)

*11 wizSafe. "wizSafe Security Signal 2019488 #fIL R— ki (https://wizsafe.iij.ad.jp/2019/09/746/),

© Internet Initiative Japan Inc.



RICERIL 723702/UDPFE T A F v ViBfEDAEEHZ100% & U
TIEREUIcEBEDEGZTH L TVET,

M-2&D.8A13HEMN S UR—MADZF v+ UHEIML T
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FR—hADRF vV EBERET EETIPT KL 2D
EIMUTH D AF v VRE DM, BinaryEdge DT RS
EFR—BUFIT2AT17THICRE VYR — M OBEZ
HABDEETIPTY L REOEINEHITENTIEHD FEA
H.2B19H IcWS-DiscoveryZ% F L\ f=DDoSKEMNFEEL T
W Z & %&Baidu, Inc. A LR—kLTWEFT 2,z eh
5, WS-Discovery% FH L\ fcDDoS E (£ 7 < & 2R EIC
FFASN TWEEEZSNE T UM UL BN THEES G-
eDIF2019F9R 178> TH S T, F 2. US-CERTOUDP
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1. EHSREIL K— b

Amplification Factor@&ERHCEWTH. 9B AT hizid
£53|BAIZHTI2RICR> THSBRESNTVWET %
D 7= 8 . WS-Discoveryh'\DDoSKE TAEMICH BT ik U
HDIF ERICKEICHAINBO B BETH I EE
A5NET,

22 B ®ARMSIE. Apple Remote Desktop(ARD) T#] &
NTWEH—E X T ARDIEMacOSOEHKIHRE J E— hH
SHET ZHDFT TU T —2 3> T ARMSIE3283/UDP
EFBEULC.BEIYY—IASOIRY RREDHSEZE
UEI.ZDARMSZA V5 —xvy N EICARAL TWBRR
FHAFTABEEL TWEZ BRI TWET Y K-3
TIE.2019FICSOCTEHA U YZIR—ANDRAF v ViE
BOHEBERULX T BB BEHROMERFFRICEHEL
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B-3 3283/UDPIc &1 5 A ¥ v ViBIE LEETIPY K L AMD#E (2019F18~12R)

*12 BERZSER "ETONVIFIMYNMEEMiEE 2 5DDoS kR M " (https://bsi.baidu.com/article/detail/128),
*13 CISA."Alert (TA14-017A)" (https://www.us-cert.gov/ncas/alerts/TA14-017A),
*14 ZDNet."macOS systems abused in DDoS attacks" (https://www.zdnet.com/article/macos-systems-abused-in-ddos-attacks/) .
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10

3283/UDPZE TR F v VBENDGEFZ100%& L TERILL
EHZBEDEEZLTH L TVET,

M-3&D.6A24HEMN S UR— MDD F v+ VHEIML T
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*15 NETSCOUT."A Call to ARMS: Apple Remote Management Service UDP Reflection/Amplification DDoS Attacks" (https://www.netscout.com/

blog/asert/call-arms-apple-remote-management-service-udp) .

*16 Internet Infrastructure Review (IIR)Vol.42 (https://www.iij.ad.jp/dev/report/iir/042/01.html),
*17 RFC 4732."Internet Denial-of-Service Considerations" (https://tools.ietf.org/html/rfc4732#section-3.1),
*18 USENIX, "Hell of a Handshake: Abusing TCP for Reflective Amplification DDoS Attacks" (https://www.usenix.org/system/files/conference/

woot14/wootl4-kuhrer.pdf),
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*19 JPCERT CC. DDoS W% KRB L T REBESEZERT 58X —/LICDWVWT, (https://www.jpcert.or.jp/newsflash/2019103001.html),
%20 radware."Fancy Bear DDoS for Ransom" (https://security.radware.com/ddos-threats-attacks/threat-advisories-attack-reports/fancybear/)
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*21 wizSafe. TwizSafe Security Signal 2019478 &L /R— k (https://wizsafe.iij.ad.jp/2019/08/717/),

*22 wizSafe. 'Servers.com#% i > 7cDDoSKE D # A (https://wizsafe.iij.ad.jp/2019/10/764/),

*23 wizSafe. T20194 108 TCP SYN/ACKU 7L ¥ ¥ 3 v B OEHRESF, (https://wizsafe.iij.ad.jp/2019/12/820/) .

*24 wizSafe, 20194118 TCP SYN/ACKU 7L ¥ ¥ 3 v KEOHMER, (https://wizsafe.iij.ad.jp/2019/12/839/).

*25 TREND MICRO. "New Banking Malware Uses Network Sniffing for Data Theft"(https://blog.trendmicro.com/trendlabs-security-intelligence/

new-banking-malware-uses-network-sniffing-for-data-theft/) .

%26 cybereason,"RESEARCH BY NOA PINKAS, LIOR ROCHBERGER, AND MATAN ZATZ" (https://www.cybereason.com/blog/triple-threat-emotet-

deploys-trickbot-to-steal-data-spread-ryuk-ransomware) o

*27 cBLEEPINGCOMPUTER,"Emotet Botnet Is Back, Servers Active Across the World"(https://www.bleepingcomputer.com/news/security/

emotet-botnet-is-back-servers-active-across-the-world/) .
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*28 JHIZITBUE N ERUBHEERHE. TTEmotet) EIFIEN D T A ILZANDEZREZEIRS X —)LIC DWW Ty (https://www.ipa.gojp/security/announce/20191202.ntml#L11),
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*29 CISA."Increased Emotet Malware Activity" (https://www.us-cert.gov/ncas/current-activity/2020/01/22/increased-emotet-malware-activity)
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