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*1 wizSafe Security Signal ~ Rl RENDER (https://wizsafe.iij.ad.jp/) o
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*2 kaspersky lab dialy."Got any hidden miners? | wouldn’t be so sure-"

(https://www.kaspersky.com/blog/hidden-miners-botnet-threat/18488/) .

*3 wizSafe Security Signal. "Webt « b DRI AICHESREBBEEY A =V IR0 U 7 hDIBHIAHESH (https://wizsafe.iij.ad.jp/2017/10/94/)
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&-2 Apache Struts2®J £— k I— RE{TOHESEME(20174)

S2-045 Possible Remote Code Execution when performing file upload based on Jakarta Multipart parser. CVE-2017-5638 10 Critical
S2-046 Possible RCE when performing file upload based on Jakarta Multipart parser (similar to S2-045) CVE-2017-5638 10 Critical
S2-048 Possible RCE in the Struts Showcase app in the Struts 1 plugin example in Struts 2.3.x series CVE-2017-9791 9.8 Critical

Possible Remote Code Execution attack when using the Struts REST plugin with XStream handler
S2-052 CVE-2017-9805 8.1 High
to handle XML payloads

A possible Remote Code Execution attack when using an unintentional expression in Freemarker
S2-053 . o CVE-2017-12611 9.8 Critical
tag instead of string literals

S2-055 A RCE vulnerability in the Jackson JSON library CVE-2017-7525 8.1 High
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2017898  Equifaxh'5& K 1843008 A3 DIEHRTZ V<8

k4 BREOEWHIL Y Y MA—REXZIY A b IcBFBZFRIET 7 £RICDWTy(http://www.metro.tokyo.jp/tosei/hodohappyo/press/2017/03/13/02.
html)

*5  MIEE. THRIC & B AHIE AT GSTAT MAP) IZ& 17 2 RIEF 2 £ 2 (http://www.soumu.go.jp/menu_news/s-news/01toukei09_01000023.html),

*6 ENFEEREANBREEMELE. TApache Struts2DE35EEERA UL ANIET 7 £ R 2 W T (https://www.nict.go.jp/info/topics/2017/05/170502-1.
html) .

*7 EEIRBEANMTHREBERY AT LICETRIFRET I EAHE L CERTHOAEEMIC D W T (http://www.mlit.go.jp/report/press/totikensangyo05_
hh_000129.html),

*8 Equifax."Equifax Releases Details on Cybersecurity Incident, Announces Personnel Changes"(https://investor.equifax.com/news-and-events/
news/2017/09-15-2017-224018832),
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*9 wizSafe Security Signal. "Apache Struts 2D 551 % 10 > . KE O BEIIE R, (https://wizsafe.iij.ad.jp/2017/11/106/)
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