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X4 Y40V 7bh £F2YUTF ¢ EHRMS14-021 - B2 Internet Explorer BOEF 21U T« EHFH 7O F A (2965111), (https://technet.microsoft.com/ja-jp/
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TAPSB14-15: Adobe Reader# & UtAcrobatf ¥ 2 U 7« 7 v 77— K35 (http://helpx.adobe.com/jp/security/products/reader/apsb14-15.ntml) o
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BENHEODVWT BRER ST > TWe I A5 RRDBDBS NI, Z20R. BEE B —EOENHDOLBATH S I L ZHAL. BSORITTHS T
EZRBDIco

208 :FBlid. 7 7 1LY 7 H Vv MMEHR%ZE ZBORAT BlackshadesicBb > fc & a2 HEAEREZEDT100AN EZRB L & ZHKR U o,
ZOEHDFRICOVWTIEBIZIERDFBIDFHEZESID Z &,"Manhattan U.S. Attorney And FBI Assistant Director-In-Charge Announce Charges
In Connection With Blackshades Malicious Software That Enabled Users Around The World To Secretly And Remotely Control Victims’
Computers" (http://www.justice.gov/usao/nys/pressreleases/May 14/BlackshadesPR.php) o

m 208 RBEEXEAIF. VY 7 MU I 7 ERFEREBRIUREEIC O VW T HRRARE S ERIINAWSAOBFIEDAREER EZHICED 2R E
DHIEZEIT> e
Y7~ T 7 %55 EEERIUREEDHIEIC D WT, (http://www.meti.go.jp/policy/netsecurity/default.htm) .

() 208 :IPAG ERRKEE F 13 FBRICH T 3 HBIEA £ BRI SR EP A EOENE XET 31EHE LT YA N—LAF1—B(R) =
RET B ZOEFEF—LETEEIFZT AR UL,
F7L 2K T4 /N—L 2% 2 —BRURFR) SR B (LA 1= %45 F — 525820812325 L3 (https://www.ipa.go.jp/about/press/20140520.html) »

22H :Microsofttt Dinternet Explorer 8ICER®D 1— R R{TS N AIREMH 2 REEDHRBUENR OO D AFREhic,
ZOEFEIEFEATTRICTNY70OY 7 K £F 21U 7 1 &R MS14-035 822 Internet Explorer O RENBtF 21U T« FEH IO S L (2969262) )
(https://technet.microsoft.com/ja-jp/library/security/ms14-035.aspx) TIEIES 1ulz,

27 @ 220 KETHR T ERZLRER (NSA) IC & 2 1ERINEEB DREER TH S"USA FREEDOM Act"hEIRE 1 fe,
Librarian of Congress. "Bill Summary & Status 113th Congress (2013 - 2014) H.R.3361 All Information" (http://thomas.loc.gov/cgi-bin/
28 bdquery/z?d113:HR03361:@@@L&summ2=m&) .
29 r
278 A —R N F U TR EEROET. iPhone’s £Applet B DIHRIEBEO Y 7 SN B EBRSNDIBEHIRE L.
i Z DEHTIE. Appletth* 2 L TWBFind My iPhoneD#aEZ2 BRI L 2 L E X SN TWSHFODFHMIC DOWTIFBHS MR > TULARL,
3 298 MO 70/t 5 TONSH —/AADBVADE AR LA T & (o & HEEASE U1,
LA 1@ m®e CEEUESE BN E % @ zow
XA ARIEER
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B BFHEEOERD fHdH

BUATHEBEDEF 1 U T+ WROBE & U TE 4BICHREE £
D.TUZTRY—ERBEICHEITZEREF 2V T KA
ARIAVIDAREINE UTco INFTTIE 2008FIcF &
S5N/cTASP-SaaSIc BT B BHREF 2 VT A MWEHA RS
AV PNET T REEENTOINEBREF2VT
WERARINTWE U fehHN PaaSPlaaSia &, 1 > 7 Z 9815
DY ZIRY—ERXEASP-SaaSHEDTFT T ) r—aviE
RHETZI VR —EINERTZHRE EHOIFTR
P—ERPEEZICKN S FMADEND EZZF. 757
REZEECHF o FIAE & ORGP, BEEREEICS
1F2EHEORA Y MTOWTHEEHSNTVET,

BAICIE WEREFE NIV / BILEDFIR, BIZLTW
Y COWETIR BADBRENRIL / DEEPHREGZ LD
BRFARORIEYA Y5 —2y NOFBICRZFEEDS
NR|EDHERSNBRELTVWET,

B U< 6RICIE. BURDY 1 N—KEN OB EZBERE L
fec A N\—tF 2V T ERERIREBEFR CERSINEL
feo TOHRTIE BPERAENERE > TH A N—EA
DOHEHNTED LS IC. EEREZABRET BT /0—
tF2 )T HERARIZRET S &P BUTHEEICWR
EEEEIET 2 ENTEZRE, BFONIGEEN DR P
BeER(LIE T T  REOEE A v 7 SEEENEIIC
AT B EHRE BERMEEEL TH A /N\—HEADKGAE
NOBIGICEF RO A ZED D ERENTREINTW
£9, CDOERICDODVWTIFZDR. SERTEREBDEL
e SERPRICHIITZIENTERI >l &b, ik
iEEE s IR > TWET,

Ko \=VFILT—5 DFERRENDREDFERICH
FIOEREEBIC DWTDFERMN BUSD /=Y FILT7—%
BT 2RI TEDSN TV LA —EDREDT
T RAIE UTRADRBN KRS SNEB=FRHBEZR

ADRIENEL THITS & ZAREE T2 HEA DB &
FHRHIEOREH & CNZHTI 2 REDBHERBRED
HHDER. BE=EREOFHIRRHEL EIC L 2RMIED 5]
ERTOERGEZRLI. T—Y FILT—5 DFERIC
B9 BHIENERMINAREINTVET,

BEEREDLSIE V7 MU T 7 HFRFEEREERERIR
B | OWENRRENTWET . REAF IC e > THRAFA
RECERDENBVWGRE BRRAEEEOETARDE
BB ONBWERICIE. BREICLP2E=ZEZERER
BUTHRBEEBROARDOASZEEL. TORRZER
ATHET B ENEDSNTVET,

BAYFAVNFTER> ENE
COHETIEA Y ZA VYNV TOBRERTT7 1Y
VTN T I TICEDRENFEERBEGD F U 4H
ICFHARITICH L. YA R ZFIALIEEEZSNSARIE
A YDPHELTWET, 74 vV TICDOVWTH E
BOSRBEAEZERE V. 70y Y THA RO T 1y
VUTA—IHERINTWET?, £c. BRO S EIE
BEI—TvhEUENILT I T7HERINE P RHRE %
OFOBMEL TWET, VLD T 7IC K DHEBOFM
ICDWTIEM .42 ERNSRIEEORDIIERG & ZHINT %
NILY x Flvawtrakyi BB TSSRBESI W, Bic. 48
I A3FHEDRY NV F YT DIDP/IRAT—R%E
SOOEBEHRIEAD Y —/NICREIRRES L TWED
WENBHDFUTc, COEHFTHERINIERICOVTIE.
2V MY FUTOFARICHDOTA N ERREIED VA
WRICEFE LI ETERENLESNTVWET . 2D LS
I BADI Y2 RE LT EBNTILY Y M h—
ROAYTA VNV FVTREDRIERZIE > L HEIF
WHELTHED. Z0FOLMMELTVWE Z LD S, 5
EERIBETT,

*21 HHBATASP-SaaSIc& I 21EREF 21U T+ WHKA 1 R Z 1 ) (http://www.soumu.go.jp/main_sosiki/joho_tsusin/policyreports/chousa/asp_saas/) .
*22 FERRICOVWTIERD T 1 v ¥y IitEiHES (http://www.antiphishing jp/) DR BBHE TRATE %,
*23 BIZIECRORLY RYA 70807077 LYy hH—RIBEREIES AV 51 VIRITFEIRY — ILIVAWTRAK . B TR R & 180 % #32, (http://blog.trendmicro.

cojp/archives/9192) IR EHSBD Z &,
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3 B 5A%B¥ENSEREL TWEET A NOREF IV ERAICELZAVTUYPT 7 ILORS AEHICOVWT FIAL TWCDNY —ERDRHEE
EDNREBAZZ T EICLDHDEHBAL T,

3 H 3 KEFRFR AV T YNV F VTR EDBERFERETS VLY = 7 THSGameOver Zeuslic DWT, 100 EU EDOFERTHEEHETT (V5
DY EEBLU EEY A NOEVRS ZPEREORBLRENMToncZ L e nKR LT,

Department of Justice,"U.S. Leads Multi-National Action Against “Gameover Zeus” Botnet and “Cryptolocker” Ransomware, Charges Botnet
Administrator" (http://www.justice.gov/opa/pr/2014/June/14-crm-584.html) s BA TIEERFHIH I L TW D, Z DIEBIC D W T DFBRIE TER
KRRy bRy NDFTA 750 {E# (http://www.npa.go.jp/cyber/goz/index.html) 2R D Z &,

@ 6 B :0penSSLIC. Man-in-the-middle (MITM) BRI Bz 5514 (CVE-2014-0224) AR DM D (BIEES i fco
"OpenSSL Security Advisory [05 Jun 2014] SSL/TLS MITM vulnerability (CVE-2014-0224)" (https://www.openssl.org/news/secadv_
20140605.txt) o

118 :Microsoftitid. 2014E6BDEF 1Y 7 1 ERZ LB L. MS14-035&MS14-036 D24 DRAESHEDEEREH%Z Y U —RA U,
2014 £ 6 BON/70OY 7 b €% 21U 7T« BHROME, (https://technet.microsoft.com/ja-jp/library/security/ms14-jun)

@ 118 :Adobe Flash Player(c F& O J1— RETOAEEMEDH 2 EBOEHFEIRER SN BES i,
TAPSB14-16: Adobe Flash Player®t ¥ 1Y 7« 7 v 77— kA5, (http://helpx.adobe.com/jp/security/products/flash-player/apsb14-
16.html)

128 :BIND 9.10.x(c A5 D — E RREE (DoS) LA FIAE & 2 B 53314 (CVE-2014-3859) R DM D (EES i fe,
Internet Systems Consortium"CVE-2014-3859: BIND named can crash due to a defect in EDNS printing processing" (https://kb.isc.org/article/
AA-01166/),

128 Y R—MET A cHRBBEO 7OVERY —ILIC DWW T HBEINMED H 2 RETEAINTH D WBEDENICKE>TWDE L TER
KA T,

FHlIC DLW T & RDKaspersky Labtt DBlogicz U W THAIRE O 7 A JYER Y —ILHBIEEE DOIZRIIC | 4 (http://blog.kaspersky.co.jp/obsolete-
Jjapanese-cms-targeted-by-criminals/) »

130 :BFEORE(LZRD TEE T 2HEDOBFREY XA T AICKN T 2 KNRIEZDDoSKENFKAE L o,

FHRIC DWW T Bl 2 (ER DHarvard University Internet Monitor Berkman Center for Internet & Society®BlogZ & THEFRTE %,"DDoS Attacks
in Hong Kong Target Pro-Democracy Websites" (https://blogs.law.harvard.edu/internetmonitor/2014/06/20/ddos-attacks-in-hong-kong
-attack-silence-pro-democracy-websites/) o

188 EMATRFORIEREZEML . BEREES RV / BIBENAIRE N BRI L feo
COWERDWTI 7TAISHICHITS NI HMIC DV TIERDEBEICL 2R EBROT L REEE, RERIL/ [LHRZTAZONTERVRED
REZICET 2ERO—EBZRIET i5ESR (http://www.moj.go jp/keijil /keiji11_00008.html) o

1908 [L&BREY —/NC & > T.Adobe Flash PlayerOEH 2R T BAICRENTERH 2 Y MNCHFET ZLENKRRINIEUHIFEEL .
T«IREEERSICET2 7L AU U —XDBEICE UL T (http://www.microad.co.jp/news/detail.php?News_ID=252) ,

198 :§12E/—Y FILF—FICBT 2RILNToN. /=Y FIL7—4 OFERICET 2 HIEREAMRISR) .NRS N
HAEEEL "1 20 K-V FILT—FICET 2REE BERE (http://www.kantei.go.jp/jp/singi/it2/pd/dai12/gijisidai.html)

() 278 :KEBAIC £ 3. 20134 EDTransparency Reporth AR 1z,
FEICOWTIE RO LIR— k&S0 Z & (http://icontherecord.tumblr.com/transparency/odni_transparencyreport_cy2013),

29H :Facebookh\ #I 70 ADI—HZH/RIC=2—R 7 4 — RORTIRFICK 2 DERBRZT > TWe T EMNRRS MR D 59D D REMIC
FIEL S DRI ER SN e SHERER ST,
FEIRE & 73 o TefSIC D W T "Experimental evidence of massive-scale emotional contagion through social networks" (http://www.pnas.org/
content/111/24/8788 full) TR TE %,

308 :Microsoftft(d. Bladabindi(NJrat) & Jenxcus (NJWOrm) 220X IL o = 77 7 2 U—HDFHL TW ey 1+ 3 v YDNSH—E X TH SNO-IPO
2BRAAVIEDWC TFA IOV aRMLUI T EZRNKR LT,

The Official Microsoft Blog. "Microsoft takes on global cybercrime epidemic in tenth malware disruption" (http://blogs.microsoft.com/blog/
2014/06/30/microsoft-takes-on-global-cybercrime-epidemic-in-tenth-malware-disruption/) . & 7z. NO-IP%£F U T L\/zVitalwerks Internet
Solutions, LLCH 5 6 EEANFEER S T W 5,."No-IP’s Formal Statement on Microsoft Takedown" (https://www.noip.com/blog/2014/06/30/
ips-formal-statement-microsoft-takedown/) o

(A1 |@E mew LEEDESE 1 BHEE E % @ zotw
X AR B AIRER
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https://www.noip.com/blog/2014/06/30/ips-formal-statement-microsoft-takedown/

N Z0fth
4BICI3JPRSE D WY RF—BIKBFEK 26D
EEZBNBF v Y Y aDNSH—/RAD T 7 & AHMEM L
TW3 & UTGERBERAIMTONE L™, £ic. BEH
ROTLDAYRA EEEINTWET, ThicfHEWn, IhET
PEREODAZLRY NT—T THBUTW R X1 VED
HUCBMENIERAA VREBRTZIETRET A
BEMEDH B, BEBA VLY —EXNFRATERVREDE
RICDVTIPNICK DFEREBEA TN TNE T,

ABICIZBREOSRMEBRN. RO/ LYY hH—RE
EEDHN20BADI LYy NA—RBHEM/RE LI &
ZNRUEU, 2NiE 20135128 ITFEAE U 1=POSHH
REBEEOY—/\HRESNLCESHOEERICEELT
S MNMCE 2T & ULTWEHETPOSIR KRR E DEFE S X
TLICHTBDEHELTE EFETTRICKEOKRF /NG
EETREVCERRZVWEHLISH D £9. KEOEHKT
[FPOSIHERZXRE LNz 7HRBEIhiz &h
5. 1BICUS-CERTh 5 EBBENTTON TWET ™, B
IC. COEHEZIT. SRICIEFEBDNFTEENRLEL -
T eF 2 U T BROEE - ST TS MHEBE LU TRetail
Cyber Intelligence Sharing Center (R-CISC)h'&E L T
WX, POSTYILT T 7 ICDWTId BATHREEL
HHNHDEDHEEHZ I EDNS. SEEIDK S
B AT LRI B2HEICOWTIHFRINVETT,

—HEFEFEEE B o To BBIRIEDV AL RICEET 2—ED
EHETEFESIN. BAEBHEFERE ICHbNIARE(IC
DWTIK BAICE > TAHIRICELRA EBEDFEND
S5DX—)LAEE S NICEHICEEL TWe & UL TRIRD
WMOHSINZERERD, Z0% AADLEATHZ &
ZHBULTWETD,

S5RICIE A=K Z U FRREZFDICPhone, iPadix &
Applett B DIEARHD O Y 7 SN SRENEKR SN D EED
BEHKELFT Ulco INIBMKRKREICESEBY —ERD
FHOY SHMAEDNCREICFASNcESNTVET,

B U <5A I BINELEFRFIFTIC T, Google Spaink U
Google IncIZF L. I—FM S DEEND > LiGE. RFR
BEEHNSEABREELT A MDY YU ZHIRYT 25T
DEL B EDHENTONE LI BN T, BABR
EEET—IOWMDFEWICOWT BAABROEEE S Z
DERDEFRTH BEADBERNS > IcFBRICIIHET—
Y OYIBREEB I D& (WoZENS5NSIER) G E
M EUT— 7 RERAIEE UTERIEDSNTVWSB &
WE* SHb BABRREDORICA T KL BB E
NHBDEEZSNET,

*24 FHBICDWTIZIR Vol.2 (http://www.iij.ad.jp/development/iir/pdf/iir_vol02.pdf) ®"1.4.1 DNSF+ v ¥ 2aR4 X=Zv 7 12 ERBOZ &,
*25 HAKHARL YA RNV —EX N(BR)Fv vy aRa XY VEEOBRRMEEMICHSDNSY —/\—DREBRERICDWT (2014448 15H2F) 1 (http://iprsjp/

tech/security/2014-04-15-portrandomization.html) .

*26 —MEEEABERRY NT =04 YT 4 A=Y 3>t %9 —(PNIC). "#igTLDAREZ A I S & #iE 22 (Name Collision) i & Z DX H I D W Ty (https://www.nic.

ad,jp/ja/dom/new-gtld/name-collision/name-collision-report.pdf) o

*27 US-CERT."Alert (TA14-002A) Malware Targeting Point of Sale Systems" (http://www.us- cert.gov/ncas/alerts/TA14-002A),
*28 Retail Cyber Intelligence Sharing Center (R-CISC). "Retailers Launch Comprehensive Cyber Intelligence Sharing Center" (http://www.rila.org/rcisc/home/

Pages/default.aspx) o

*)29 Court of Justice of the European Union."An internet search engine operator is responsible for the processing that it carries out of personal data which appear

on web pages published by third parties" (http://curia.europa.eu/jcms/upload/docs/application/pdf/2014-05/cp140070en.pdf) .
*30 RMAEED SN TWBEUT—FRERA(R) COVWTR AIZIERO—MBHFEANBFERRMEEHBRICLZEU T REEDHEICHT 2H/E - S INRES)
(http://home jeita.or,jp/page_file/20120427161714_[jwGedlUnB.pdf) 72 & THERT 2 Z &N TE 2,
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1.3.1 DDoSK%

RE, —ROBED Y —/NTXY 5DDoSKEN, HERIC
HETDHLIICHB>THED, ZORBIEFRRIT KD ZIN(IT
PEDET, U U HEBDOZ L F BHELEDEELRA
HEFALLEDOTEAGL ZEDBEZRESE TEHE
EifZBHID. T—/NONBZBEFICLED TR L
TH—EXDOHEZR B DICR>TVWET,

B HEHAICX IR
-2iC. 2014F4B8 1568 OHEIAICI) DDoSHE Y —E
ZATHD K> fcDDoSHEDIRRAZRL KT,

22T ) DDOSHES —EXDEETHEEHEL
BEEFOHEZRL TVWERTLIITIE, 2RI UND
DDOSHEICHIMALL TWH I A EELBKREDEREZ L
B3 e EEBRCH. COEEDSBERALTNET,

DDOSKEIT % < DREFENEE L, KENRE K-
REBEORE(DHRAECY —/\OME) L > T Z0DE
EBEANERD Y, M-27TE DDoSKELGZE, BEA
ElCXTI2HRES  H—NCHT R HERE(D
OBERRICK L. RRICHEEOREETSHD)D3E

HICHELTWET,

(%0
18 —

2014.4.1 2014.5.1

-2 DDoSKEZE D FL 4

ZD3nAE TN, 388% DDDoSKE I AL X U feo
THB D OXMNAEEIZ4 34T FHREGLRTHEO L
R— MR & EARTRAD U E U fco DDOSHERFICHH S
BB —/NICHT 2ENT8.6%. EEKEN16.2%.
ERBEICNT 2HENS2%T LT,

SHOMRKRBEBICHEHA S NIcP TR KIBELRKEIL,
BEKEBICHFELLH DT, &KI,000ppsD /T v k(T
K> T729MbpsDBIEEZRESI T I2HET LU, WE
DR L. 2K D4.8% N KERIAN 5300 KT
T L. 5.2% N300 U L24RERERFOEEICOHmL TR
D.24FFE U kBT U e MEBIZ B D FEATU . B E.
SERHRMHEL BB, T—NICRT D2HEICHEE
SN2HDTIBRKELIDIChEDE U 2D K SIC,
SEONRIEPE TIF, 7O & LR THEORIEH & E(CKIF
TR HAENTWNWET, UL UAENS, HRWICEELS
B> TWB&KSIC, DNS®NTP%ER U fzDrDoSIK 2 (L&
EWICHEELTHBD . 5 EHMEFENDERRR T,

WETONHE L TIE < 0BE. BR. BN ZBDTIE
BILEZLLDIPZ RLADEBRESNE U, 2nid IPX T —
74 Y7 B OF AP, DDoSKER TS cHDFEELT
DRy hRy N**OHAICEZEDEEZSNET,

HEWE
EfRARICHT DK
W —/\ICH T BB

2014.6.1 (Bf)

*31 HEFRICH U ARFBERKE Y A XDIP/INT Y M PZORREZKBISED D3 2 & T KENROEFKEROBRE % B8 Y 2B, UDP/NT v h&FIB LSS
(C1ZUDP flood & ME[EH, ICMP/ Xy h ZFIA U 2 3B &I IFICMP flood & MHE 26

*32 TCP SYN flood¥TCP connection flood. HTTP GET flood%Z#: &, TCP SYN flood% % (&, TCPIERDRBDOMEZRT SYN/NT v K2 KBICEMT 5 Z & T HEHR
[CREBOEHOE FE I WROMIBEEN P AT 70 & EHEKICFIB S %, TCP Connection flood % (4., EFRICKEDTCPERZMEL S5, HTTP GET floodB(%
(&, Webtr—/\(cxd UTCPETZ HEZ U fe % HTTPO 70k D)L OV Y RGETZ KBICEM T 2 Z & T ARRICKENROIBEEN P X T ZEEICHE S € 5,

*33 FETTIP7 KL ZDFEM th AN S DBEICEENMNITD ZABD S OREICEBENI DT DHIc. B/ v NOFEBRFIC, REENERICFIBL TWAIPZRL R
BANDT RL RGBTy MR, RT3 &,

*34 Ry b & BRRICABOCKKCH =)\ S DGR EZIT THEERETIBDVILT 2 7O—E Ry MSHEE > TERSINXY NT—0%RYy Ry hEFER,
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B backscatter(c & 28I

RIVIVTORILY 2 7FBEANTOI 7 KMITFD/\
——Ry ¥ & 2DDoSKE DbackscatterfiliE R %
U E T, backscatter 283 %5 2 & T ABDR Y b
7 —0 THREUDDoSKED—& %, ZNICNET D &
BRCEZFBEULTTRATEEXT,

2014F48h 568 O EARE A IC#8AI U fzbackscatteric D
WT.RETIP7 KL AOEBI D EEZK-3IC. R— KBID
Ty N ER-4ICENRZENRLE D,

BRI NI-DDoSKEDORRR—rDSERHEN b
DEWebt —E X THA TN 280/TCPT. WREMBICH
17 22/0Ty NID22.6%% 55HTWET, FzDNSICF]
FA&h353/UDP. 53/TCP. SSHTHIFA S %22/TCP%&

Z 01t 34.7% US 17.3%

CN 8.3%

KR 6.1%

Eg-3 DDoSKEMbackscatter&iillic & 2 KELDEFI
bag ]

(AT -9
45,000 —
40,000 —
30,000 —
30,000 —
25,000 —
20,000 —
15,000 —

10,000 —

ENDOKE, BEIFFAINEZWN3477/TCP¥5000/TCP
BENDHENFRASNTWE T, BIEICS | SHSEA S
N TWBDNS(53/UDP) Mbackscatter(d. 18R = & D&
L7aht s 1H¥F9891,500/87y b THBEL TR D, %D
DNSH —/R{C 9" 2 DDoSKEPDNSF v v ¥ 2 /R4 X
ZYVTHBBRENDTENMDETT,

X-37T. DDoSHEDHREBHZIPP RLAEEZ 5N S
backscatterO FETOERMN N EZR2 & KED17.3%
PREREREGEEHD TWET, ZDRICHFT T DI.0%.
FED8.3%E WS TeED W TWET,

FFIC % < Dbackscatter 2 &8I U fciz & I D W T B LD
R—KMBllcA D & Webt —/V(80/TCP)NDKEE LT
lF 4B 15HICIEKETEICBAMITY —EXZRMHAL TV
BIRRAT 4 VU EEE AR16BICEOYTDORAT 1 VY
FHEE 6HA30BICIFKEDCONEEEDO T —NICHT B
BBZZNZNEALTWEI4B6EMS8BICHIFT
3477 /TCPADKEHDEA X 1 F U foH' backscatterdF
ETRIPZPRLANT ZAR=KTF RL XD, KEWNRIE
KT AA23BICHF Y DRAT 1 VIV BEHKICRT D
DNS(53/TCP)NDOKEN, 6 B21 HICIERAEBEEICHT 2
5000/TCP&5001/TCP, 6005/TCPANDKEN, 6 523H
ICIFSSH(22/TCP)NDODENERA I TWEI . 5H15H
KO 7ICHD/FED Y —NICH T BERABTCPR— kA
DREZEALTVWET,

other
m2272/TCP
W25565/TCP
W6005/TCP
. m22/TCP
mW5001/TCP
mW5000/TCP
53/TCP
I W3477/TCP
|

2014.4.1 201451

5,000 | 1 I Lats Ittt
0““" Ii|=|| ‘IIlllII-l-.lIll-lll-“lllIllllllllil“lililll““|llii“|“|l“|l |
2014.6.1

Hl-empll  ms3/TCP
II“II m80/TCP
]

X-4 DDoSK % (c & backscatter#Rifl (BRl/ S v M. 7R— kBUH#ER)

*35 IOV Yz 7EEBERH 7OV 10 MMITFARE L TWB/N\Z—RY b ALR—K1.32 YLD 7 DiEE, SR,
*36 ZOEFBIFIEICDOVTIE IR Vol.8 (http://www.iij.ad,jp/development/iir/pdf/iir_vol08.pdf) M '1.4.2 DDoSKEE|C & % backscatter DELH, THHM & Z DERFR. I K

BEAERDO—EICOVWTHEALTWS,
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e, SEIONRIAMBARICEBE 2> fcDDoSKED S 5.
lIJDbackscatterffl THRA L ZKHE E LTI 4BH&H(C
BEOZ1—RTA MRULKED Y FIMNDOA Y S
A4 VHBRY A NI T ZDDoSKEZRAML TWET, &
DOHWEF. MEOHREMBENICHEVTVWIERFHIEA SN
TWEF L ftlc. 5ATHICIEKRE DUIraDNSADKE, 55
21HICIE A F T OKRBIESNST 1 hADOKE. 6A1T1HIC
EvernoteN\OKEZ ZNZNIRAL TWET,

1.3.2 I =7 DiEE

CCTIRIDERL TWBYILY 2 POFSHERN 7O
I RMTFYC L 28R EZRLE T MTFTIE —
BAEEERAFICT Yy —Ry MTERLZ/N\NZ—Ry
KN ZFBLT A VI — Y hHSEET ZEEEE
UCTWET, ZDIFEAENTYILT T TICE 2 EBIEAICTE
FZEBACBEN WEEZRDITZLHDOEROHAMAT
HBdEEZENET,

E%97.0%

EM3.0%

Z0fh 17.8%

RU 2.3%
NL 2.8%

IR__5.4%
Us 12.8%
CN 45.6%

-5 ®ETO2% (52 E. £HRE)

Uy M)
3000 —

2500 —

2000 —

1,500 —

1,000 [~

500 =

£

o]
2014.4.1 2014.5.1

B EERBEORR

2014F4BHh 56 ADEAEFIC. NZ—Ry MCBIE LT
BEDORETIPT KL AOEBINEZK-51C. ZDHRE (B
BTy M) DHEBER-BIC. TRENRUETMITF
TR BELDNZ—Ry NEAWTHRAZITOTWET
M ZZTRIEHLDDOHIZERD  BELL/NT Y ~D
B (LMI10EEE) CEICHBERLTWE T Fle. 2O
BAITIEMSRPCANDKED & 5 4G EDR— MTEH
O EF%E#S WEIL, EHROTCPERZ 1B OKE &
ZBEDICHEL TVWET,

NZ—Ry MZEIE UTSBED% < &, Microsofttt DOST
FIAZENTWBTCPIR— MM 2ERITHT L. Tt

[Al #t ®SQLServer T fl B & 1 % 1433/TCP¥Windows D
UE—~OT A UHEETH S RDPTHIFAE N 253389/TCP,

ICMP Echo Request. SSHTH]F & 11 %22/TCP, DNST
FIFAE 1 253/UDP, Telnet THIFB S %23/TCPIC & 2R
BARBBASNTLEY,

A, SSHOFEREDBEOHAENICHEEL TED. f
ZF4B128IcHE. 5848IcY 1 £FE. 6B 1HICHFEIC
FNZEhEID Y TSNP RLAMSTThhvTWwE Ui,
4H83H. 4B ®DICMP Echo Requestid. FEICEID LTS
NTWB500L LDIP7 KL BN SBE—DIP7 KL R
S U TEENMTONIZEDERMUTWET 48120,
SAT7THICIE. A ZVICEIDHE TSNP RL AN S,
BED/N=Z—HRy NDIP7 R L ZIZx LU T3395/UDPIC

other
m53/UDP
W135/TCP
W 139/TCP
m23/TCP
W3389/TCP
W 3395/UDP

1433/TCP
W445/TCP
m22/TCP
MICMP Echo request

2014.6.1 (8)

-6 N\=—Kvy MMCEBELEEOHEB (BRI-5EER— K- 188B7D)

*37 Malware Investigation Task Force®#g, MITFIZ2007E58 N SFKBLIEB T \Z—Ry RERAWTRY hT—7 ETYILY 2 7 OFEHOHEAZTWV. YILU T

7 DFATRREIEE U KD I DEAMEHR E LD WEIC DS B Mo

*38 EHUEDII 2L —Y a3 VRBEDFET WBZRII DI TREICE S 23Dz U KEEDITAYVILY 2 7 DFEHENELHRY 258,
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W BBENTONTVWET, COBEDHAERTo L&
A RSEFHTHSHEBNANDT VT LRBRT—FHE
EEnTunELl,

E#99.1% ER0.9%
|

Z0fth 32.2% | At 0.5%
VE —S Bt 0.3%

Zoft 0.1%

RO
IN_5.2%
Us 8.8%
BR 9.4%
TW 22.6%

-7 tREESTOH % (ERISER. 28R, ConfickerZff<)

(REBUSBRAAB)
600 —
500
400 -

300

200

100

0
2014.41 201451

X-8 MESREHDH#E (Confickerzfi<)

(A=—#bEH)
140 —

120 =
100 —
80~
60 [~

40 [~

20

0
2014.41 2014.5.1

E-9 1 =— 7R EFHDO#R (Conficker 2BR<)

*39 ZZ TR N\Z—Ry MRETIEULNILT T 7 ZET,

B RXYyRI—ILTOVILY T DEE
BECHEFTONILY 7 OREEREITON T ZR-7IC,
RILY T T ORBERAEROHEREZR-8IC. ZDS55D1
U RFBOEEZRIICENZNRLET . D55
M-8 [-9TIE, 1THH 12 b ICHUE U o™ D i ¥z #EX
BiRES REDEEZ/\Y Y 2 ETHELEEDED
T UBRBEEELTWET, Fle. BEE T AL AWK Y
7 hTHRIL, EGI10EEORREYILY = 7 BB E
D LUTRLTWET, BR. K-8& M-I AIEIRKRICHE
BOTAILAREKY 7 b7 7 Ot&HE%I(IC & D Conficker
HE Z 17U\, Conficker& B SN icF— % ZRUVTEET
LTWETD,

HEFRTOIB B OFER, BEUSREHA 121, 2
T URBEN22T Ul RREDORFZ L DU CHE
UTcHERCKRE FE A Y R EBBOERICEDHTS

other
WWorm.Agent-194
BWWorm.Allaple-2
M Trojan.Agent-173287
W Trojan.Spy-78857
M Trojan.Agent-71049

M Trojan.Agent-230163

W Trojan.Dropper-20380

ENotDetected

M Trojan.Dropper-18535
I BWEmpty file

2014.6.1 (Bf)

other

W Trojan.Downloader-73594

BWWorm.Agent-194

MTrojan.Agent-71228

HWorm.Allaple-306

M Trojan.Agent-71049

M Trojan.Spy-78857

WWinTrojanAgent-171842
2 EWorm.Allaple-2

M TrojanDropper-18535

BNotDetected

2014.6.1 (Bf)

*40 RABAAICH U T—EROENZ T2 —ARAMEEKU\Y > 288 2RAWTESNIE /\v Y 2 BHIFRBZANICH U TR ARELARD ELZHENEBSND L
SEA SN TVE HFHE P /T A VI REICEID . AUYILT TP THERD/N\Y Y 1 {EEF OREEBREICERTETCUES L. /\Y Y 1 ETREO—EHEZR
HIBERFRTERVNDMITFCRINEREZEER U ETRIZE L TRALTWS,
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NP7 RLANST—L"HEAInE L, £z, K
BRHOBRAEDKISAUN T F A MR TLIZ. ThETFR
MERDZ < IE HTMLT % D, Webt —/Nh 5 04044
403l kB ITS—RETH DD TWIT—LBREDTIL
DIV NBREEHEHEITTNDEDD, FlclcERES T
IRY AV NIV 7= 7 yA—RUICIT<S 7 >yO—
REDT A MHBRICEABEIEONTWR EEZSNET,
MITFI: B O T3 SEOREHE R ICEIE U g
l&. 7—AL%94.8% Ry MET.0%, ¥ O—5H42%T
Utco RBITICK D TEDR Y bRy hC&CH—/U*E
123NN =z PEEAEY A NOFEEZERLUE LU Y
Loz PBREY A NOEASEML TOWETH ThFRE
DI1DOMDCGAZFERLTWEeH T,

B ConfickerD;EED

AL R— MR, Confickerz &4 1 H 37z b OFIEIL.
RIS RIAREIN31,955, 1= —V#&RAFEIE718T L e, 5o 1A
BTORREBRDELRNS S, WEBREE T9.6%.
AZ—UBRFETIBINELHDTVWET . ZDLDIE. T
EONKAB THRENGTRADPEDS BN &EH 5,
Confickerz SO RIFEE L TWET, AL R— AR
DFEUFRAEUI RIS ORI R & LB UL $911%R2
UTWET, £feo L= — 7 REHITEIS H S H9% R U
¥ U fz, Conficker Working Group @& BIZ2 8 lc & %
& 201456 A30BIRET. 2 =—7IP7 R L 2 D##UE
1,020,045 2N TVWE T 2011511 B DH3205 A&
BT 2 & M32BITHA UTc T T D £IH KA &
U TARBBICEEURTTWS Z ENPDDET,

1.33 SQLI>y o9y avKE

IUTIE Webt —NICH T 2HEDSE5,.SQLA Y ¥
YavEEMCOWTHIEL TREET> TWET,L,SAL
AVITIYaVRER BECHEEARITUEEES G-
FEBEBETY,SQLA VI 17 v avKBITE TF—9EED
e DRI F—IR—ZAHF—NITBERERITIHD

A AVTVVESBRIDHAADIDONH B ENDH >
TWEY,

2014F4B M 56 B X TICRAL 7o, Web T — N2 %
SQLA v ¥ VY a vREDHRETONH ZH-10IC, K
BoBER-11ICENZNRLET. INSE IUYR—
YRIPSYU—EXDVITRFrICLDREDREFERZ X
EDIEHDTT,

FAETLO AT I, KE35.3%, FRE24.6%, BA13.1%E
150, T2 OMOEA HHENTNET, WebT — /Ui s
3SQLA VY1 ¥ 3 VREO SIS, BB AT
PR UE Ul

COHEEP.5R7THICIE. BRINOEHOKEITL DEFED
WBENODHENFEKEL TWE UL 5812H(CIE, FE
DEBOKETLI DHEOKBELICNT 2HENFEEL
TWE U 5A825HICIE. BUNCHREOEBOKET L
DIREDKELICH T DHENFEEL TWVWEI5H30H
ICIE Bk DBEHROKETH SHE DRI ICT T 2HE
ECHEOREDKEITL DAIOR/EDKELICHT 5K
EREKELUTWE U 6A27THICIF. BEEREORE
DBETL D REDKELICNT 2 KIRERBENFKEL
TWET, INS5OKEF. Webt —N\DEFHEHEEZFEDH
HTHoLEEZSNET,

CZETIRRLEEERD ., BEOKEIFEFNZNEYICIEH
. —EXEOXRIEH TN TWET, U L. KED
AT L TWB o, 5l E/mEFRNIRELRIRRTTT .

1.3.4 Webt 1 hHE A

MITFOWebZ O—Z (V7 247 Y hN\Z—Ry M)k >
THELWebt 1 h S ARTERL £37% ZDWeb
7O0—ZFBROELY A EPAKTA MNREZRDE
LA DOWebT 1 2 B R TKEIL TH D BITK BT

*41 WORM_ATAK (http://about-threats.trendmicro.com/archiveMalware.aspx?language=jp&name=WORM_ATAK.D) .

*42 Command&Controlty —/\D#g, ZHDR Y K TEBRINfcRy kR MIESESX 2T —/\,

*43 Conficker Working Group®#RIZE#% (http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking) o

*44 Webt—/NIZH I 277 228U T.SQLAVY REHRTL. ZOBRICVWE T —IR—RZ2RET 2RE. T—IR—AONBRZERG BB RSATE I Lick

D ERBEROAFPWebIV TV Y DESHBZ 2T S,

*45 WebZ O—7Z I & 2EBIFEICDWTIEIR Vol.22 (http://www.iij.ad.jp/company/development/report/iir/pdf/iir_vol22.pdf) D11.4.3 Web” O—Z I & 2Web

YA bR ARE THEAEBNLTVS,
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REIEREML TWET, Fle. —BNICT 7 £ REHE
MU 7cWebY 1 b g EZXWRIC, —FFNRERHIT> TW
F9, MUGENI-—HVICLIHEBEHEENGVEEZDS
n2aWebt o hZzXEFAET S & T.HIAYA MDIE
WPEBEAINZEHE. BRIN3VYILY 7R EDER
MHEAILY I <D FET,

201454856 BDHEICERRI SN RS04 TIN1 5T
O — K&, Angler& O'Nuclearic K 2 BN Z < & HH T
WEF("-12), WTFhHlavaPFlashRED 7 Z 71 > D

Zoft 10.3%
EU 1.3%

US 35.3%

DE 2.2%
NL 2.4%

JP_13.1%

E-10 SQLA Yz 7Y a v RBDORERETDH

(%)
18,000 —

16,000 —
14,000 —
12000~
10000 —
8,000
6,000
4,000
2,000

0
2014.4.1 2014.5.1

B-11 SQLA v ¥ 1 ¥ 3 v EDHER (B, EELER)

(%)
0012 —

0.010 -

0.008

0.006

0.004

0.002

0
2014.4.1 2014.5.1

MEBEEBERT 2EEERZ TLETH &FiCAnglerid,
Silverlight® fz 5% (CVE-2013-0074/CVE-2013-3896)
HXHRE LTV ENHNTY,

INEIE R IEE & L T, Exploit Kit%{#1 9", redirector L ®
JavaScriptTLocationERZ W TEEYILY = 7 (exe)
ERITSELS EITDWEIRHFRASNE UIco 2DEKS
BBETIE T IVYDETOESZRAI 251 7OV %
BRIEZHHRBICERZA TN T I VO—-REEFE
ZFEBh UL A—IDFRARICETEHATTZE. Y
I T TPHRITEINTUEVNE T, T XSASNBETT
EULTHIAESNTWBWebt 1 MZDWT, RIDICHSZ A
ZEAIL TH 5. 6BRE ERTRRYICE UIRRED T I 51
1 IDEHEZ T ShFE U,

2hE LT, RSATNRA T D Y O— ROREREHMER
PHEREL TWBHDEHERASI NIRRT el2L. 2DLS
RIERIZHBEDERICK > TRET 2 THEELHZD T,
Webt - MEEE, SHEELIC, 5ISHEETRNIRETY,

Z0fte
WURL _Data_SQL _char_CI
BWMySQL_Check_Scramble_Auth Bypass
WHTTP_GET_SQL_Select_Top_1
WHTTP_GET_SQL_Convert_Int
WHTTP_GET_SQL_UnionSelect
MURL_Data_SQL_lequall

UHTTP_POST_SQL_WaitForDelay
EMySQL _User_Root
WHTTP_GET_SQL_UnionAllSelect
WSQL _Injection

2014.6.1 (BfH)

Other

Nuclear
Minfinity
MGongDa
M Angler

2014.6.1 (Bf)
HBENRISERERNOBIT A RATEDRTA T/ AT IV A—RE I 7Y MOVRT LR Py 3 VIER R ETTT RLADBIE WAL D /) ERRR B E 1L &> TRERNT P REOEENEDILSRESN
TWBTeoh BATERE PIRRIC L > TRE BB ZHERNBONDHAH B Do
X6A26H~6A308IEWeby A—F%Z 1L L TLVclesh BERZRANL TLVELY,

E-12 Web¥ 1 FEEROD R 51 7/X40 52> 0O— K FEEE(%) (Exploit Kith!)
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14 7x—hAIVY—F

AV —FXY NETRETZA VYTV MNE ZDOEHEY
HENRAZA EZLLTWET, 2D, IUTIE RIT
LicA YTy MTOWTHBEDOREYERITZRKIT S &
THERDRIFTVWET, 2T TNETICERELZ
FAEDS 5. OpenSSLOHEFH M. BN RIEE O BAEER
REZGWNT BYILYU 7 vawtraky, 7 77 ROZ2MH
BREEBHEDIDOT—YICDOWTBNLET,

1.4.1 OpenSSLODEFHH

OpenSSL*™ g, A—7 >V —ADEBSWBS A TS DE
E£THO UNXBRICE WAL ERAI N TWE T B
HAE & B DEE & LTI GnuTLS* " Network Security
Services (NSS) **h'% D % 9, WindowsE 5 I & L\ T .
OSD1ZE#E##EE & U T, Cryptographic API(CryptoAPI) ¥
Cryptography APl Next Generation (CNG) AME#&AE 1
TWET, INS5DZ41T7Z VI WebikEDBEDES
b U—/\EERRICEWS N2 MIBZZ T R> TR D, WEMK
DEVWT—FZHR>TVWET, RO L<BICT BERAERE
L Tid WebY —ERICRT 2MEDRETT, 1—HDFE
P AVSAYYavEYTICBIIZ LYY MA—RRR
EDFRBFBERDANBANDOFENINICHIZD £,

OpenSSLZ 1 75 Y DREE51E». SSL/TLSICHE W THIA
FIRERREDIESARICN Y 2 ENBKBETEIGBEIC
WSDERFAENF L UL L. NS DIEFEETIHK
BORILICKRR BRIREHEIERENLD WENHILL
ICEREONSBEWMOMANTH > h & BIEICRA
FEERTD2LDRIEFEAEHDEEATU

#=-1 HeartbleedHERE—E

£ ity
OpenSSL1.0.1% HEHD
OpenSSL1.0.0% HERL
OpenSSL0.9.8% HEL
fbpELE FEBL

*46 OpenSSL:The Open Source toolkit for SSL/TLS (http://www.openssl.org/) .

*47 The GnuTLS Transport Layer Security Library (http://www.gnutls.org/) .

— AT, SEIHER S nicHeartbleed Tl U — /Nl IC{RE
TNTWBWMERYT—F DIRZ LA, CCS InjectionT
FES{EESNBEIBRTE DR E. BHBNREEND
512 RECEBEBDE U, EE50HMED.
EDOESARPSSL/TLSOHRICE T 2 EETIE R L,
OpenSSLOEEICERE T HBETH > fcfcdh DR
CEBWTIRINSDRBEOFEEZZITEHATUT

M Heartbleed & [

Z DHEFEMEIF. 20145 487HICOpenSSLOEF 2 U T «
7 RJXA U (CVE-2014-0160)*°& LTARENEL
feo RINCEDHEDERZR-1ICRULET, SO
DEE%Z T 50penSSLD/N— 3 > id. 1.0.1LUED &
TUle 7247 M, U —NEEDHEAEDLEICEADLS
FTREN—Ya v THNIERBEOEEEZITH U,

OpenSSL 1.0.1UEON—YaviE. FruwrONdlL
=33 THBTLS v1.1. TLS vI1 2% FBT B fhlcds
ETY,TLS vI.1. TLS v12i3BEIC KRS N RICE
H9 2EEDEIE. BEOESWESARXIEINETNDHRE,
BABEF2UT MRS N7ONINLN=YaY
T HEDHEL. ZD0penSSLO/N—I a3 v EERE
LTanTEh. EFa VT @EDoHIcFTLWIO M
JIWR=Y 3>z T IR— N UERICR> T. R EZ2Z T T
LESEWSERBIERICIRD £ U, BAMICIE, /\—k
E—NUBOEREICHENGD . T LET—5YZ2Y VT
AhEULTEBCEILED EKKTFAHHEBZWTOERD
AEVERZL ARV RCEHSIED I ENTREEE>T
WE U7

CDESICAKREDBWETDOXEY LOT—I DD
TUESHHEMEER. O—NILOHL SKERRER N —FI
PRIANOIEFEE LT BEICEEZCEKRBIhTW
9, UM U, SEDOHeartbleedDIEFEICE WTIE Z
MRy NT—JBUICTIRETH S I & FAHd UITRER
PAIPKREVWCE HEZZ T THAIDNES BN &
NORESHMBELEBDE U

*48 Network Security Services (https://developer.mozilla.org/en-US/docs/Mozilla/Projects/NSS)
*49 "OpenSSL Security Advisory [07 Apr 2014] TLS heartbeat read overrun(CVE-2014-0160)" (http://www.openssl.org/news/secadv_20140407.txt) o
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KEILLIDBESNZAEI LDOTFT—FF. 0SS, XEY 7O
T FT7VT—2ayDREPEEREICEKS .
BITUBESeT—IDEESNBRTEH D FEA LD
U\ COBBIEIFPIRNGHEFETSH D AETEHHAITH
AT L. BENBT—F IR T —/NNDRFFY 2 WEHE
P DI - ORIABEHRS EAREALH SHDEE W
TFTINEENBAREBERINTLWE L.

ZDfEFEMEDNFEZIC. CloudFlarettic & > T 2 DHESS
HEZAWTY—NICRESNCRERZENT S &z2H
H 3. The Heartbleed Challenge™n B £ U f.
FRBRESBRCROENORINMNERRE S h. WERD
MAWHRENRBER THD I ENRINFE U, o,
MEROBERZESICENL AL TH, BANRBEEL S
MEREET TEZ I EBEH/EINTVET,

CDIEFTFEANDHIE E L THERADN—Y 307 v TH
DBETTH HETHEROBZIVWEER L. FTLWERRT
DYERk & 2Nz FAWCEEZE OB HT. BEFEDAEZE DX
PMREICEDET, NI BEICEVWTKHEZZITTUWA
WZ EZHEAT 2 DN REETH D BHCHBERIRAZ WL T
WIHEZEBE U RIS ERIcH T,

B CCS Injection& (&

Z DM, 20146 85H(C0penSSLOEF 21U 5 «
7 RINA H1 (CVE-2014-0224)*2*8 & LT ABEEIhE L

-2 CCS InjectionZER%E—&

OpenSSL1.0.1%

OpenSSL1.0.1% HEHD
OpenSSL1.0.0% HELBL
OpenSSLO.9.8% ZERL

fhoEE HEBL

o B HEZ T 50penSSLD /N —Y 3 >V (F0.9.8LUETH
D AFRRICEBVWTYIR— M O2N\—Y 3 U IHRTL
feo COMRBHEDOEEEZ T Z2EREDOEAEDEZ, K-2IC
RUET 7 707> MEO9.8L K, U —/\F1.0.1LED
HABDERBICEWTDOHEFIEDOTEEZ (T E U,

ZDREFEIEIE, SSL/TLSOR TV I—> 3 VR TRICKES

{LEIEICYI D & 2 5Change Cipher SpecX v —3Y®

IR ICREENH D, FEERBICL ZESLBEOTER
FPRSADTREE 1> TWE LT,

BEICENWT, SEDMSHERKICTELBEATOREN
AIBEARAETSME & U TIESSL v2DREREN Y% D & Uz, SSL v2
EO2WTI XTIV I - 3 VEOBEIMRES N TLAN
feH . BBICHIATZIENTEX Ufc, 2D, BIE
ICAWSBEEZILIU X h%e, WBED S Al Re/R8E D5
WESZILTUXLICERNICY Vv L—REE3 &
PABET U SSLVELEICEW T XTIV I—> 3 VRO
BERSAZRIT DEEANBEASINI/26. OB
BN E U UHULAD S, SEOEFEETHASI
Change Cipher SpecX v Z—J &, S ARFDTRM S
ANTED. OpenSSLOELE TIFHEEREICTHEAT S
Z ENAIRET Lo

Change Cipher SpecX vt — Y DMEF, FL/N—Y 3>
DOpenSSLICEVWTH . H—/NAlET S+ 7> MITER

OpenSSL1.0.0% OpenSSLO.9.8% fhDFEE
FEHD FEHD -2 7AW
HELL FERL FEBL
REBLL HEBLL HBBL
HELL FERL FEBL

*50 The Heartbleed Challenge (https://www.cloudflarechallenge.com/heartbleed) o
*51 EARBRN S OMBERDIETTIC D W TIEIIJ-SECTDblogTHEE% 1T > T LW 3,IIJ-SECT blog. 'Heartbleed bugic & 2 W ERROEEMIC D LT, (https://

sect.iij.ad,jp/d/2014/04/159520.html)

*52 "OpenSSL Security Advisory [05 Jun 2014] SSL/TLS MITM vulnerability (CVE-2014-0224)" (http://www.openssl.org/news/secadv_20140605.txt) o
*53 ZOMBUDHAPLEROBERBICOVTIF RRETHIERAEHL EF LADbloglc 5L WAL B4 L TCCS Injection Vulnerability, (http://ccsinjection.
lepidum.co.jp/ja.ntml) T\ TCCS Injectionfzgd i (CVE-2014-0224) %R DFEA&IC D LW T DiE ) (https://lepidum.co.jp/blog/2014-06-05/CCS-Injection/) =5

BoZ &,

© 2014 Internet Initiative Japan Inc.
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DET, COEENMERBEMICE > TLREEZRITH/\—
YVavhRBRBERTY, BHEORME L H—/\ 751
TYRWFERETDZRENHDH. WTNHHEETEHE
DR TIERWIN— 3 >, FizlE0penSSLIUAN D EEE
EEALVTVWIBEEFEEZTERAICEFEDT
BEDTDHEDOVWREEEHDEIN, 2ES5ICDVWTHIY
Security Diary™*lcEWTEEZ L TVWET,

255 DEFEMEIE. Heartbleed & B2 D, Y —/NICRES
NTWEMERORBZIWVWRE EERELEEADT, WEIR
NDN\N=I 307y TOHTHEEHD A,

HFEE®

OpenSSLO & SRIEL N TWE S0 75 U I
NEODNZ & ZORERLHBHEICKRVET, B, BSL
BzhEET2BER BEERBEREZR > TVWBHELS
Wieoh, ARIC K ERBEICED XTI,

SElDHeartbleedh A = AR EIRE & 75 > f . Linux Foundation
[EKRFIMhFELHIC EREBRDZA-TVY—-T7O0V T
% X4%9 %Core Infrastructure Initiative™*%315 EIF £ L
feo TOXEIAZRRE LT, OpenSSLT7OY =7 MHEIFS
nTW£Ed,

OpenBSD7OY x4 b & # L < LibreSSL7OY = &7 h*°
ZiL5 EITE U fo, LibreSSLIE. OpenSSLO I— RZjT &
LT U705 000 REGHEECI—ROEIR,. E¥a
V74 ZERUICEEANOEBZED TVET,

Google#t b A#kCBoringSSL7 O Y = %315 +
IFTHE Ul 2ES51F0penSSLOEBEZHMI ZENELTES
F.EHOV I Nz TEFItLIEREZTOY TV

TY, £ ZDHREEChromeDR—X ER>TWD
Chromium~#EA U, [FEBIC (ZAndroidiR ENERT %
HEDOLSTY,

WIhs 7 7O0-FFELGDEIN ERELZY T RNUT
7 lcHeartbleedD & S AZBEEZB ORI SBWH
ICEWTWBEEZSNE T, ZDELSIC YT RTT7 %
BT BRIDRABIRZBL TWRID ZNTHNTP
S5 DIRIEIZHEE T, 2D VI NI P EHAT
A ARSNIRHFTEERZER L. REEZ (T 25
DRFASNIBRICIE BYICRISY 28N HD FI,
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