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MNICEHSNBY 2IEROBAEATHED., Bl INITITBHEISINE - BEL TEBREA—T VT —
FEUVTEE-ARSNESELTWEY, IhSDEESERT—FIF. V7V RECEBSNBETSN T X
NIKF7VREZBUTHRRADODEBRDEEDR TERESNRDOTVWE T VIV R IEATERWERELE
SEDND B BZRRIFHSEHDRETERTNWSEEZSTLL S,

—H.H—bF—IE 2014FE £ TlcSaaSZFHT 2B EDI0UN T —EZXLNILDESZERICA Y TL IR
[T 2, EFRUTWE T XV TV R EBEROT—F Yy —&Flch>TBESNED. AV TLE
2ETTZIRDINATYy REDFBFEN—BRNICEZELTVWET, Xy hOBEZSBAICKEICES S5hic
T—HIF RRICEBD I 2V RICHBU. BICI—HDAYTL I AP —/\PIHEREICBUVR> T 5L 54K
FHENMEIDHEDTVNB LS TT . INMSIE. ZDESICRY M AL PEER SN T -9 Z2EBUERT
BIzHDEMEEEICHKE>TLBTL &S,

ELR=KE COESBRROPTIINA VI =Xy bEWSA YT IERZ BERICRD-T2ICHAL
B TV 2 < e D ITHGRIICEX D A TV SRR RIRE - BT ORBER Y. RIMRAROBR. 25 Vic, EEREK
MER =z EHNICEDFED, CRETZHEDTY,
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BMFEDTA—HRAUY—F & UT . 3RICEETREVLKBEL Y7y M BN TREUZApacheEY 12—
BIAILELBTILY = PREEEH RO FAN—KBICH/ET DHDEFICDOVT, Zh2n@siLEd,

"Xyt—3I>o70/0Y—OETE. 2013F1ANS3AXTTOERIBEDREEX —ILOEIGOHR & =
EXRETHIRODHOHEBZERLE T Kl KMTBIM & U TOXE R A A VREERITOERKRICDOVWTREL,
PAE FREE AT 2 8 - 7o L WA E A T H ZDMARCO A V5 —Ry h R 7 MTDOWTES UL E T,

IANL—YF0/8Y—1OETIE URIMAERA THREROBARIF R ~ L —I 2 X7 L, TamiasiZ D W TEBN
L F 9, Tamiasid. BHODCYEANGBRICE D 7 7 ILDRBHBEZERUEBHS, 774N —%ZFREL. AV T
AV F = ORIEFERZIET 28ANBRIEEEHEZ TVWE T AR TIREBS b, T —H5REE. = Hflh RIERE

BOZNZNOEEICDOWTERSR L. 7 71IL7 vy 7O—RIXT7 #—< > A%Dropbox¥ 27 L & LEEBHREEL £ 9,

MYy —Zy R NNEY Y, T OYRYTFT—F Y5 —FF%E. Wy IR—2 DIEM, Z U TLINXANDEF
[CDWT, ZDREEERICOWVWTEHBLEI,

TR COESBREBZBL T A VI —RY FOREMZHFLANS D BAREULRESETT<BENZ
ITTED T, SEE. BEROEFETFHDA Y T7ZEUVTRARITTEAL TWe SRS HRLBY Y 2 —
YarvERHBEURIZFTSDET,

WEE:
Uy /0y 7R — > DREEE, SRR EPISNSP & DB BB & ITiES, 19994 & D BXffif&. 20044 & D BUfifkEltt R & U CRMFRHALIFI

%= 118, 20086 B ICH AR / R—2 3 VA Y RT 1 T 12— M2 I ARKRIUHRER ICHE. 201 2F48 ICHRRH AN T R R
7 1 P& ARREUH R LR ICHE,
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1. 1Y73A39FvEFa2UTa

BETHREL3.20KE

SEI. BARICEETRELVEARES VYT N EBNT B & HIC,
ERNTHEULZApacheDEY 2 —ILBE AICL B VILY = 7 EEEH.

RUYAN—HBICHIST 2O DEFICOVWTHEFELEIT,

1.1 BU&HIC

1.2 4FV YV

COLR=KE AV —Xy NOREERDHICIIB
BB L —RER. 7 Y 7Y bOBHIER -
RICEET Z1ER. BAERICHZ2LELPHAGNSBLE
WZETTIC AIDFIE U e YO T Y MTDODWTEHEEH D
DTY, SEIDLR— K THRETB2013F1ANS53A
FTOHBTIE. BIE DR ICHE L TAnonymousk £ D
Hacktivismic K 2BENEHHEL TWET £fc, BFE
PEFBEMRIEEZE - tENEKESERNTHEE L, L
KONDHEBICODWTRBEFILTEHESNTLRRHINE
Utz BRICIFEETYILY = 7 Z W KEELRKEH
AL, A—0O v /N TIEBEEN300GbpsICEL & W
b2 RRELBDDoSHENEAEL £ U fco BN TIRER
BIEIAINZADILPAILE DAY E—IDEREIAREE 1.
2BICIEREENRBEINTVWET, 2DLSIC. A1V —
FY NTRHEARELTELDA VIV TY MHRET BRNR
MEWTWETD,

Z0f 26.1% fE351E 10.9%

BEESH 1.3%

TF2UT B4 61.4%

E-1 77TV RILER(20135F1A~3R)

ZZTIE2013FE1ANB3BF TOHBICIIANID K>
feA VT hE ZDORIEERUVET 9. DRI
WOFsTeA VI TFY NP HEER-1ICRULET,

B Anonymous# & D;EEl

Z OHAMIC & LW TH, Anonymous|ic {5 & 1 S Hacktivist
IC K BBEERITMBRE L TOE I A BREGPERICIEC
T ZHOEDORERCBITREEY 1 bMIXWd 2DDoSKE
PERRAVWEHEIREVLE U B> cBEE LT
1 A5 TILBIFEIEY 1 M ADKE #Oplsrael) ¥, Zhlc
WFBHEERSNZ A AT ITILANS/LAFFADK
EBNRELTVWET, T N (#OpEgypt) P ZDMDED
BUTHERER EIC U THMEE L TRENThhE L.

TRIREYTFa2—ty YVIRKRZMIMICEAL. TR
XDT—FEHAEELTRRFSNTW A YT —XRY
NEEIRDBERLCZ &ITBEELMITANDDDOSKE P
WebT -+ DRI ABRED TONE Ui BICEEL T
KEDOEAZERBRE/BDOWebT 1 MM UL THS A
BEZEBLTWER T R AREF 7 ERICLDEIEL
ERDLNBBWZBSILLIET 7MILERRALICD KR
TRREDOEANBERZ ARY %74 &£ (#O0plLastResort). 51
EMEERBEHZT>TVET,

TeamGhostShelllc & > T. 77 U h O EH D KEP K
. REREDO T —/IANRET7 7 EZADTbN. 708
o7 hoy MEBRMNNE #ProjectSunRise) T E U

*1  ZOLR—KTRIDFSTecA VI TY N e 5k BFtER EL. EF 1) T+ B ZOMOSEEICHEL TWD,
Mg A >y —%y MPHAEORETIKHAINTVWE XY NT—IHBEOY — /B VT N 2 PR EDRBENDRIGZE R,
BFER ZAICL 2ERRFB L. BREHEICERT 2WEL E BERAOBRECERNGARY MIBEEY 51 Y YTy MONIGZE R,
B ELLEORRERE T BEICEERICEEL TRENEAEUVCBICE T 2ER-BE/M. 1 VYT b ORA. WHERE DEEETRT,
EFAVTF B T—LREDTILY = 7 OFEMWLO HFEY A MADDDOSKER & RAEMICHKE LA VYTV N EZDOMIEERT .
FOMARYNCEKB NS T4 v VERRE EFELF1UTAICEDLZBDTERVWA YT MR 2F 2V T «BRIEBREZRT.

© 2013 Internet Initiative Japan Inc.



foo SBICIFREED SEHRMICERE S N TWDKEBTAD
DDoSI 2 (Operation Ababil) D 38N AT 5 R &,
AnonymousIA DT IL— 7 K BEEN BT L TWE T,

B {55514 & Z DO

Z ORI H Tk Microsoftit dWindows *#3*4#5%6
Internet Explorer *" **93 & TIEENTONE U T,
Adobett® Adobe FlashPlayer,Adobe ReaderX& U
Acrobat & THEEENTTON KU fc.Oraclett D Java
THEANZECERDOEFRD TN L DRFHEIE
EFENTWET . ERAFTHBETELILLHAEINTWVDS
Vv ANV AT LHO—KBYPREFTE.BEHZ 7O
T LEERTAREREHENROND, BEShE L, &
NSOBHEDO WV DHIE BENTONDRIICEAIHE
RENTVWET,

B—NRFTUT—2avTR.FT—IR=—AF—ELT
FIAENTWBOracleTHHEIAT & ICfTO N TWSEH
NREIN. Z< OB EIMEESINE L, £7/2.DNS
H—/XOBINDITIEFRKED XA EUHBEICLD . H—/INDE
BELEREZSSREIIMEHUEINMEEINTVET,

Web7 7V —>3>7L—LAT7—27EULTARDEWN
Ruby on RailsTlE. /{T X =7 BIFIBICEW T E=H
L > TREAPEEENLD EEOI—RPETEINE
DEEODOSQLOY Y RBERTEINILD I 2R EDTRENE
NH2EHDOIEHEENEDNDEEINTVET,

Bl HZL DRy hT—U B THASI L TWBUPNP
(Universal Plug and Play) D5« 75 Jc.SSDPJ 7 T
R RNIBTNY 77 A —/N—T O—h A EERIEHFMEIE
HEOMDEBEINTVWET . CNICDWTIF . RERD Y
O—R/\Y RIL—%PWebh X 5 IPEFEERLREZHD
BETHRAINTWS O KEOEF2 VT BETH
ZRapid7#h 5 UPnPIC &2+ 2 U T+ LORMBEPE
REEEREDLRTA hR——DRKRShF LM,
BILAYY—HSEBENMTONRVL. FEBEHAHTW
THI—FHBRALTWEAWT—IHEEL<HZE LT,
JPCERT A—F 1 &x—Yyavteyd—REhsHERM
‘AT TWET,

B DNS®open resolverzER U fzDDoSK %
BBICIE KA — )L X KA T P Spamhausic X 9
5 KRIEIEDDOSWENEE L X UTco T DE (T L.
SpamhausDWebt 1 b ¥, ZDKEDIKICKHTc > TL
fzCloudFlarett D&f&EICM 7 51 TWE U e S RAEMIIC
BRI OERYT 21 V5 —RY NIV XF VI DRIMIC
MIF5NZHREKELEEZZBNS6HBMEL F U,

COKETEH.DNSY Y THENEbncEEnTWL
£IDNS7 ¥ THETIE. %< DIEHRE = HF DODNSDIG
EZFRIBDNSOI T KBEDIPF R L R ICFEM
UIRETHSEZHHETZIEICLD KEEICZ<DE
REEMUE I CORKEZEOERZRT EHIC. KE
ERFAMNPSRED EMARPHSHEINTVWELSIC

*2 'RA4v0OY7 bk £F21YF 118K MS13-002 - & XML Core Services DIESEIEICL D, JE—~TI—RAETINB (2756145), (http://technet.microsoft.

com/ja-jp/security/bulletin/ms13-002) ,

*3 R4 70OV 7k £F2UF ¢ EHRMS13-010 - A Vector Markup Language D58t Ic & DU E— K TIA— RHAETES 13 (2797052), (http://technet.

microsoft.com/ja-jp/security/bulletin/ms13-010),

4 TRAoAY TN £F2UT«1ER MS13-020 - BER OLE A— b X =23 Y OEHEIC LD UE—FTI—FAETEN S (2802968), (http://technet.microsoft.

com/ja-jp/security/bulletin/ms13-020),

*5 Y40V 7k £F2U7 «ERMS13-022 - £2 Silverlight DFEFIEICL DU E—hTI— RHBERTI NS (2814124)) (http://technet.microsoft.com/ja-jp/

security/bulletin/ms13-022)

*6 "YAUOYTh X2 UTFcBR MS13-027 - EE h—XILE—R R4 N—DIESEEICK D FIEDFIRNHE T 5 (2807986), (http://technet.microsoft.com/

Jja-jp/security/bulletin/ms13-027) o

*7 "4 0Y 7k EF2UT1ERMS13-008 - F2 Internet Explorer BOEF 212U T« BHT7OY 5 L (2799329), (https://technet.microsoft.com/ja-jp/

security/bulletin/ms13-008) . 514+

*8 Y470V 7h EF2Y711EHR MS13-009 - £2 Internet Explorer BOREN R+ 1V 7+ EFH 7O 5 L (2792100); (http://technet.microsoft.com/ja-

Jjp/security/bulletin/ms13-009),

*9 ™Ra470OY 7k EF2UT«1ERMS13-021 - B2 Internet Explorer BOREN R+ 21U T+ EFH 7O 5 L (2809289), (http://technet.microsoft.com/ja-

Jjp/security/bulletin/ms13-021)

*10 US-CERT. "Vulnerability Note VU#922681 Portable SDK for UPnP Devices (libupnp) contains multiple buffer overflows in SSDP" (http://www.kb.cert.org/vuls/

id/922681).

*11 TJPCERT/CC Alert 2013-01-31 Portable SDK for UPnP Mif5314(C B9 2 ERMELE, (http://www.jocert.orjp/at/2013/at130006.html)
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1 |\ 1 B (BWKERTHEEV A ARBRRERIRE L. Chic & D EHROBEBERIMBICHZA VU TWCAIREENRES N,
1 B SERBEVAIABHEDLRAERDNEZAINSDA Y £— I BEOBERBEPILEICX —ILTERFS NI
B L

4 B : MNLIODRIFTH B TURKTRUSTHRERFRIEEAEZHKTL TWeZ LICKBREAT IS ILGEAEN 1 2B ICER S h. I 5 DIEHEEE
3 EMETEIRBER S 2 EMER-DNSAKRS NI,

/ FHEIC DWTIE B ZIERDGoogle Online Security Blog# & 2S8R (D & &,"Enhancing digital certificate security" (http://googleonlinesecurity.blogspotjp/
4 |

2013/01/enhancing-digital-certificate-security.html) ,
5 |’[ 5 B :BUOERREVANIIABHOLAEBONDZ AN S DA Y E—ID EHRORERELLEEICA—ILTEESI NI,

6 9 H :Adobe Flash Player(c. RIEM& T W EED 11— RETOREEMNH 2EHROMEFHENKE S N BES N,
TAPSB13-01:Flash PlayericB89 5+ 1 7+ 7 v 77— 2 (http://www.adobe.com/jp/support/security/bulletins/apsb13-01.html) ,

7 9 B :Adobe Reader® & U'Acrobatic . RIEER T Y ERO I— RETOIREML B 2EHROBHEEIER I h BES N,
TAPSB13-02:Adobe Readerd & U'Acrobatftz ¥+ 2 U 7« 77 v 77— h 235, (http://www.adobe.com/jp/support/security/bulletins/apsb 13-02.html) o

9 B :Ruby on RailsdDAction PackiZ/{Z X —4% TR (CER D 1— R EETS N2 BB DT IE(CVE-2013-0156) RO D EIEES hfc,
/ JVN, TJVNDB-2013-001019 Ruby on Rails (C### D55, (http://jvndb.jvn.jp/ja/contents/2013/JVNDB-2013-001019.html)
9

9 B :Microsofttt(d . 2013F 1B EF 2 VT BHRELAF U 2HORR ESHDEEREHZ Y U —I LT,
2013 £ 1 A+ 2V 7 « 54K, (http://technet.microsoft.com/ja-jp/security/bulletin/ms13-jan) .

9 B :MoinMoinlc FBE OB DEFEENSH D . 2 & EA L TDebian & Python D ARwikith —/\HMBA S 2 EHIFEE L 2.
11 B Z L. DebianTIFRD 7 F 7 > A& NF L TWS, "wiki.debian.org security breach” (http://lists.debian.org/debian-devel-announce/
2013/01/msg00000.html) o

148 :Oraclettid. 1B11HICARS NIERD I— RHEITAIRBKRBEDHETMEIC DWW T, Java SE IDKRPIREDEFIN T v 77— K Z AL fzo
"Oracle Security Alert for CVE-2013-0422" (http://www.oracle.com/technetwork/topics/security/alert-cve-2013-0422-1896849.html) ,

14H :Anonymouslc & % £ £ X 515 MITADDOSKEPEHEDWebt 1 k DRE ANFE LT,
The Tech."Anonymous hacks MIT" (http://tech.mit.edu/V132/N61/anonymous.html) .

15H :Microsoftftid. Internet Explorer 6~8 TARI N TWEARER TP Y T— b TEED I— RETHAREAIREIIEIC DWW EFRINDEEE AR L .
470V 7K~ %27 1 1ER MS13-008 - B2 Internet Explorer Dt F 2 Y7« FH 7O 5 A (2799329); (http://technet microsoft.com/
Jja-jp/security/bulletin/MS13-008) o

168 :OraclettidPA¥H T & DEFIT v 77— b B L. Oracle*MySQLZA & BB RAD A ET86HDEHIEIMEES iz,
"Oracle Critical Patch Update Advisory - January 2013" (http://www.oracle.com/technetwork/topics/security/cpujan2013-1515902.html) o

TN

| 188 (—R#FEAT— Y BEHS 7L ILT Ay V#ERS (Telecom-ISAC Japan) DEE(IC L D BRIBEFEEVCEE( V7 FREELREN

19 BN 251 N—KENIGEB Thl.
20 [ 24H :Barracuda Networkstt DD 7 754 7 Y AT HR—MCHBIN TV RSN TOWRWTADY hD$H 2 T ENRRS Nic £l

EDIP7RLAL Y IYNSESSHREILED. INE5DTFAY Y h2RALTOYA YO EETH S & HHIBAL o,

21 TN =52y NT—0 ZBBICE TV E— 77 2ADKEFHMEICDWT, (http://www.barracuda.co.jp/column/20130206) .

22 250 (MUY AZRE > DecTLDL YR KU TH Bnictm T BEBEEICH > /2SQALA VI 172 3 Y DIFIEICE 2 RXA YN\ I v v I DFEU T,

25H :US-CERT& D GBYIR 7 v 77— R 2N TWRWCMSZ B U 7cDDoSKENFKAE L TWD & U TERBEN TN,

23 "Alert (TA13-024A) Content Management Systems Security and Associated Risks" (http://www.us-certgov/cas/techalerts/TA13-024A html)

—

24 268 :Anonymousic & D Operation Last Resorth'EfE S 1. KEEFHLEHIZE S (Wwww.ussc.gov) DWebt 1 MO S A Stz

25
28H 1R ZYADccTLDL YR N THBniclk T EEBEEICSQLA VY173 3 Y DIEFENH D A—ILT7 RLRABEMIAHDOT HY > NER

MRZ WU T,

3

26

298 :Twitterttid 201278 H 5 128 & TOZEDBUTHE G EH 5 O 1 —HIBROBIRGE R & DIRR%Z & & s cTransparency Reportz 2% U feo

27
"Twitter Transparency Report v2" (http://blog.twitter.com/2013/01 /twitter-transparency-report-v2.html) o

28
30H :Portable SDK for UPnPORIEICHI T Z 1 /2SSDPY ¥ TR M ZIBY % Z £IC & D EBD I — RORITE N2 AR D & B BN EH D
HRlcROMD BEShic,

29
JVN. TJVNVU#90348117 Portable SDK for UPnP (Z/\y 7 7 7 —/\— 7 O— D55, (https://jvn.jp/cert/JVNVU90348117/index.html) o

30

318 :IPAKD . VZ U RDELEDY XY & ZDEEDHDAFRZRET UID £ &HREENABI N,
MHEAVTSELTDITIRICROSNZEBEE Y —ERRBEDODEEICDOVWTILIR—R~IF T ROEILEY I DEEROT—F >
5 —BDOBERE DREICE Y 2B & 12#e~ ) (http://www.ipa.go.jp/about/technicalwatch/20130131.html)

LS

31
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RAZMREHE->T A VY —R Y ~ LA SFIFAAIREICKE >
TWBZEBADNSY —N\ZHEHBICLIcEINTWET,
ZDeH RNESNTWSBSHEADNSY —/NESHEEHDNS
Ty ITHRBICHASINDIREENH B & LT US-CERTH
SREDRELAZEZRIERMENMTONTVEY,

Fre. 2D &S BRSEADNSY —/NOHEEE (F, — X DISP
BRENEET BDNSTH—NEZIFTIEEREANFAL T
WB7O—RNYRIL—9BEDRY T —VEIBHROH
BBEULTRESNTWEHBEDRH D XIREICL > TIE
CDESBHBEHEICHAEIND Z &N 5. 0pen DNS
Resolver Project*'*¥>JPCERT/CC*'3, JPRS* 12 & M 5,
SHRADNSY —/\D 1 v & —x v MIh SEFICFIRE NG
W ESHERERT D &S ICTEREREIM TN TWET,

Z 2T 21 ARERSFRIC/AZ— Ry MMCEIE L 253/UDP
BEDORETTIPY KL XDOEBID EZ R L X9 .Spamhaus
NOKEIF. ZATI8AMNS22HZ B IThF TiThhic £3RE
ENTVWEIN ZOHBEKRBICERT 5 & 5 3BE IR
ENFRBATLI.UNUL.3BATSEMNSTI8HIENF THF
FDIPT7 RLANS DBENRIBL TWD I ENERTE
LI CDOBER AT TOREDEEED2DDIPT RL R
MEICRZZHDTIMNEELCBEOABTIS. 2D2D
DIP7 RL 2 %35 1zDNS7 ¥ TREDHH TH 5 Eh'b
Mo TWET, ZD&SICDNST > THE I fth DB S I D
WTHERICHEL TE D T2 FERIREGRIRL TS,

Ty b
6,000~

5,000
4,000 —
3,000~
2,000~

1,000 —

B BEEANOREE V1)L ABRFES

DB THOBRAERLR ENDOKEN, W DHEEE R
DEUIITAIRIREMKEE THEDRRN IV E 21—
TOAINRICRERFE L EHOEBEBERIALITT/ZI WU
AREMENH D ENREINE Ui, COEHFIFHRELT
NoHZEEDORBIREL TWEITH IBHRME DB
ENHDIENSEBREF 21U T DEFIRGE DHAER
FHELCLZPAEZERNRES N FAEN T TV
FI°, ABETHRKIC.ERD/NY AVDSA V5 —
v N EOATT —INORBRBBEI/ERINLEL
T AREFIRERXZ HZERARALOFHZzONI B &
PEEEINTVWEIT  ZOSEABEDEETIE. NEER
BHEx 1T« Yy —(NISC)h 5 DIERIZM % Z (F
THREMTONE U,

2012F 11 RICHAE U fo. FEHMZEMARRAREE JAXA) T
BEOHRKNTAILRICEEL. OT Y NEEDEBEHRHI
HITBAWULICATEEMD B 2 BRICO VW T RAERRIRD
REINFUCo COPRTIEERERENGDTEUA—ILD
5THDIELHABOREY 1 MADBEIF. 201143
BI17THH52012F11A21HE CiTbh Wl &ir &
MRESNTVWET, T BRUCmKR Tl REEEH
ICIFHEMRIBRZ R > TWah o E LTVWET,

Tl A—ILDBEDFTERLPWebT 1 hDRZAHEHK
RELUTRD BHEEBEICBDITRUIX—ILIZNT S

| | n | us

g
o EmE= L BRf.6..08s wfc 7 Eppppalafls, -..‘=i LT [P | | | Tl TR HCA

2013.1.1 2013.2.1

20131 (8

B-2 N=—Rv NMZEIE U 53/UDPDEE O#% (B 5 - E5)

*12 Open DNS Resolver Project (http://openresolverproject.org)

%13 JPCERT/CC.TJPCERT/CC Alert 2013-04-18 DNS OEIRHIARIN A1 %4# > 7« DDOSHEEIC BT 22, (ttp://www.jpcert.orjp/at/2013/at130022.htmi).
%14 JPRS. [DNSH —/\— DB 3724 — 7> UV JLIN— 512D WT (httpy//jprs.jp/important/2013/130418 htm)»
*15 BMKER. "EMKEENOY A N\—KRBICEHT ZAETZERORBERUF 1 BIZESORMEICDWT, (http://www.maff.go.jp/j/press/kanbo/hisyo/130111.html) o
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2 B :Oraclettid RIEEDHETEE IS BEAERIET N TWS & LT Java SE IDKRUIREDEFIN 7 v 77— N Z AR L. BET50H DRSS IEZEIE U T,
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*28 FETTIPT RL ADFMAMAD S DBEICEENF D ZABDSOKEICERENI D T BHIC . KE/NT Y N OERERIC. HEEDERICFIALTWBIPZ KL

ZPADT R L ZZERE U BEB/INT Y N el R HT 52 &,

*29 My b EFBREICHABOCICY —/\DE5DOBRER I THEEZETIZVILT L 7O—FE Ry "DZHEF > THERSNIERY NT—0 %Ry Xy M EER,
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B backscatter(c & 28l

RICAITOXRILY 2 7FEBEUNTOY 7 SMITFD/\
—7Ry N30T & 2DDoSKE DbackscatterfAlIiER %

R~UET* backscatter 28T 5 Z & T AMBO R Y b

T—0 THELDDoSHED—HZ. ZNICNTET D I

EIRKEZFEL U THRAITELT,

2013F1AH 538 D HAB H ICE B U fcbackscatter(c
DWW RETIPZ KL ZOEBIDEZE RK-4iC. R— ~ 3l
DINT Y MR ER-SIcEhZhRUETBRAlShiz
DDOSHEDHRR—MDSEREHEH >HDIE. Web
H—EXTHAIN280/TCPT,. §REBICHK 22
INTy NID38.7%% HHTWE T, £7=. IRC (Internet
Relay Chat) THIFEE i TW3%6667/tcp. SSHTHIA

Z 0t 16.6% US 57.7%

UK 1.6%

RU 2.1% ——
NL 2.7%

PL 2.8%

®-4 backscatter&ilic & 2DDoSKEN KD
(ERI2 7. £HIR)

Uy b ) (53535)
30,000 — (112,491)

25,000

(45,539)

20000 (103.301)

15,000 [~

10,000 [~

e “ |I
m|||I|I||||I||| il |||I| 1111

. ___ —_---
!= ! = H = m22/TCP
|||| ||| | | | iy
W80/TCP

ENTWB22/TCPHREANDKEDLS —LABEEEZ SN
%25565/TCPi3 E DBEMNRAINTWET,

FFIC% < DbackscatterZ 8l U 725 EICD W T, KB %
DR— KR A B & Webt —/V(80/TCP) NDIKE T (E

KEDEHRDDDOSHEY —E AFEEDERDO Y — /NI
W DHENEHEEL TV ZEEZBHAL TWETLIRC
(6667/TCP)NDODKENMN2HBITHAMS2B17HICH T T
ZLHEELTVWETI CRIFKEDORRT v VI BES
OT—LBEEOY—NICHT 2HET.2A15H %R <6H
BOERT25 AR FEAIS nE Utz ZnLSMC B KEL
RAY TR AARAHE OV T A TRV E
DIRAT 4« VT EBEEDY — /NI BSSH(22/TCP).
25565/TCP. 7777/TCPICIY 2WE R EZBAIL TWE T,

e, SEIONRIAB R ICEEE & 78 > 7cDDoSKED 5
5. IJDbackscatterfB B THRAM L L WE & L T I
Operation Ababillc & 3 & &z 51 2 EHOKERITY
1 MDOKE, @HIRITENZ 1T S RIS DMk U 7K
Z 1BICRELIEHDTorrentt 1 hADKZE, @L<
1HICHLE L fcAnonymousic £ £ E X 5N BMITOE
YA FADKE, AnonymousiC &dEEZS5NE 1 R
I DEHREEZECEROBUTEEY 1 N\ OKE,
BRBICRELEEF 2 VT A FFIROY A MAOKE, A
U< 3BAICFEELAnOnymousic L2 &EEZ 5D 1Y
U7 DEBOGEBR T M DKEIC & Dbackscatter
ZENZTNRAMLTVWET,

(85,064)

77492
( ) other

m30800/TCP
W6005/TCP
W443/TCP
m15884/TCP
W7777/TCP
WO/TCP
25565/TCP

201311 201321

201331 (BfH)

X-5 DDoSK 2 (c & 2backscatter#iifl (BAl/ S v M. 7R— kBU#ER)

*30 DTV T 7EESHERAT7OY 27 KMITFAREBL TWSN\Z—RY ~[1.32 YT = 7 DOEH S8,
*31 ZOFBIFIEICDWTIE AL R— b DVol.8 (http://www.iij.ad.jp/development/iir/pdf/iir_vol08.pdf) D 1.4.2 DDoSK ¥ T & Zbackscatter D&, T & F

DRRFIIIC & BEAFERD—EICDOVWTBAL TW 3,
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1.3.2 Tz 7 DiEE
CZTIRIUNEREL TWBYILY = 7 OFEHER 70O
VI MMITFPC & 2BAERERL X TMITFTIE.
—EFIAE ERARICA VI —Fy MCERLZ/N\NZ—RyY
NBEMBLT. AV F—2y bHSEET ZBREZER
LTWETZDIFEAENTILD T 7 ICKBEESICTE
EEBRAICBENKBEZRDITZLHORROAAT
HBEEZENET,

B RERBEORR

2013F 1AL 53R DHAERIC /N Z—Ry MCEIBE LT
BEDORETTIPY KL ROERSEZX-61c. ZDHRE (B
BNy M) DB ZR-TIC. ZFNZNRUEIMITFT
FHZLLDONZ—RyY hZEAWTHEAZIT> TOWET I
CITRTIEHLEDDOFEYZID FNEL/NT Y ~DOiESE
(EA10B8E) c L B ERL CWE T £c. 2O
TIEMSRPCADKED & 5 REEEDR— b IcEHE D

E%87.6% ER12.4%

1) 7.4%

Z0fth 21.8%

US 9.2%
CN 30.0%

-6 %ETO2 % (EFI2E. £HRE)

Uy b8
1800 —
1,600 —
1400 —

1,200 -

1000 | |

201311 2013.2.1

-7 \=—Ky MMCEB L BEOHEB (BR-5EER— KRl 188B7D)

EHEEMHSHER. EROTCPERZINOKE KR D
EOIHBELTWET,

NZ—Ry MZEIZE L BE D% < & Microsoftit d
OSTHRHAINTWBTCPR— M ICHT ZHERTATL
feo £ 1. A DSQL Server ¢H B & 51433/TCP¥
WindowsD U E— k071 V#48ETH 2. RDPTHIAZh
%3389/TCP.SSHTHIAE 1 %22/TCP telnet THI A &
N %23/TCP.ICMP Echo Requestic & 2E&TAHEA
INTVWET,INSICINAT.24539/TCP*3913/UDP
BEMUBTZ TV —> 3> TEABI iGN B
THBBESHAENE U,

HEAR.SSHOBHERE LB DONZ2BEHHREL TED.
Bz E1HA25H.2A12HM"52816H.386H.3H29H
IcHE.2B158M 528168 FTA Y R(2B15HIC
RV BBE.2AT16HICY 1. 3A29BICKEICEID HT
SNP7 RL IS ZNZNEFRMICEENFKEL TV
F 9, £ 7. ICMP Echo Request® 1 8B % H1.0v I Biiic Y (1T
BIMULTWET2AI6HICIEA T Y E/EFRT UM S,
3193/UDPFE TICKEDBENEEL TVWET . ZDBEN
[ERBETI A, —ZBDMyDoomDHEEHIMERA L TWE T —
AP ZOR—hZFBLEBEEZTSREDT U Tr—
VavICRBENMERINTWS L. s ZBRYT 3
HHTHBEEZENFT,

other
W3913/UDP
W139/TCP
W24539/TCP
m23/TCP
W 135/TCP
W3389/TCP

1433/TCP
WICMP Echo request
m22/TCP
W445/TCP

201331 (Bf)

*32 Malware Investigation Task Force D&, MITFIZ2007E58 M SHBE L IEEB T I/NZ—Ry hERAWTEXY KT =7 ETYILY = 7 OFEESHOEAETVW.TILT T

DFATIRRZ IR U ISR D fo 8 DI IEHR 2 b WRIC D2 T B3l Ho

*33 EHEUEDTI 2L —YaVRBEDFET HEZRII DI TREICE S /23D 2 UL KBEDITAYPVILY 2 7 DFEHENEZLHRT 2KE,

© 2013 Internet Initiative Japan Inc.



B XYy NI—UETOTILY 7 DiEED

FRUCHEHRTONILY = 7 OBREERETO D H ZK-8IC.
N0z 7 ORBREBREROHEBEX-QIC.ZD5501
U BRAEBOEBEZR-10IcENZNRULET D55

E4%88.3% EMN11.7%

-8 IS REHB DD H

(ARSI
300

250
200

150

100

50

0
2012.12.30 2013.1.30

X-9 REFREHDH#E (Confickerzfi<)

(A =—U1%FH)
45
40

25
20
15
10
5
0

2012.12.30 2013.1.30

E-10 2 =— 7% &#H DR (ConfickerZBR<)

*34 ZZTRERINZ—RY MRETRE LYY T 7 ZET,

M-9&E-10TE 1HH 2D ICEE LI M oz i
IS BAROEEZ/\Y Y 1B THELELDE
AZ—UBREHELTVWET,

Fle REZ A AREKY 7 N THHIL, EAI10EED
WRZETILD = 7EMBNCBED T U TRLUTWET A,
-9& [@-10 BIEIEE IC RO Y1 LAHEY 7 kY«
7 D4 & D ConfickerfIE Z1T L), Conficker & FR
ShicT7—9%ZBRWTESLTWETD,

HEBRTOIRH D OFIHERFESREHENT116, 2
Z—URBEN26T U ALIR— NARF S T A RO
1Y RRITHEDRREDRENEREL TWRITZD
RRHDOREZ L DFHUHABEULHER IS X TEREK

other
W Trojan.Dropper-20380
M Trojan.Agent-173287
M Trojan.Dropper-20397
W Trojan.SdBot-9861
M Trojan.Agent-71068
M Trojan.Mybot-5073
W Trojan.Spy-78857

L]
i H E MEmpty file
M Trojan.Dropper-18535
BNotDetected
2013.2.28 2013331 (Hft)
other
W Trojan.Downloader-73594

BEWorm.Agent-194

M Trojan.Agent-71049
WTrojan.Dropper-20397
BWWorm.Allaple-2

M Trojan.Spy-78857

W Trojan.Mybot-5073

M Trojan.SdBot-9861

M Trojan.Dropper-18535
ENotDetected

2013.2.28 2013331 (Bf)

*35 HRABANICH L T—EROENZET Z2—AMMEREBU\Y ¥ 1B8) EBV\WTESNIBE/\ Y ¥ 2 BBIERBDZANICT U TEFERRD ER2ENER/END LS
B INTVWRHFC/NT A VI REICELD ALTILI P THERD/N\Y YV 2 EEFOREEMBEICERTETLUES DN\ Y Y 2 ETRED—BMZ RIS

BTERTEBRVWAMITFTRCOERZER U LTERE L TRALTWS,
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AN
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X
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N
A
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ICIRCY—/I\THIEEINZ 5«1 TDRy h2AEEF " & 4
[CZeuSHBEAEH L TWeZ EMDMD F U Tl X
E.&EBICEID LY TSNP RL AN SDT—L*BH ik
FRICERIEhE U e,

MITFO B O &8 TIE. SEORETHERICEE L
BARIE. 7 — ABT73.6% /Ry KBI21.6%. D> O—
FRIAQUTUTco ERBITICE D I2EDOR Y hx v k
CRCH—/N\*LBEDTI Tz 7RHET A NDEEZ
BRLUE U,

Z0ft 9.7% US 50.7%

RO 0.5%
CL 0.6%

SE 1.3%
KR 1.4%
JP_16.8%

M

B-11 SQL1 > Yz VY a v REDORETDOS

(R0

(12,235)
3500

3000

2500 - (4,005)

2000

1500~ I

I (8,197) 1
1,000|~

500~

0
2013.1.1 2013.2.1

B-12 SQL v ¥ = V¥ 3 Y ED#R (B, WEELER)

B Conficker®;EE)

AL R— MEARS S, Conficker2 2B 1H & h DFHE
& HENE R A AN29,256. 1 — — /& E#IF811TL
foo MBI TOBRHZR DR LGNS 6, MESREKT
99.6%. 1= — VRFEHTI6INELEHTVWET, TD &
St SEONRBETHXRNRRAIELSBRNI &
M5, Confickerz 8O RIFERL TWET,

AL R— NIRRT, FIE O REARFIC LR, HEE
BRAEEAI30%., 1= — 7 RAEBDHI10% R U E U o
SN IIDBRICAWT WS /N Z—Ry hDIP7 RL X
. Conficker D —EBDEENRFIFE DO R E LR WP
ZRLZADEE B TW e DIcRELTVET,

Conficker Working GroupDESRIZESR" I & % &, 20134
3E31ARET.2=—JIP7 RL 2 D#%31,497,909
ESINTVWETL2011ET11HOH320F L BT B &, 1
47% A UfcZ &ICia D £I D MRAE U TRAEBEICES
LEETTWBZ ERDNDET,

133 SQL1>vyxzovvavE
IJTE WebY —NICHTEZ2HEDSE.SQLT I ¥
V3 VKB OWTHEE L TREE{T> TLWETL.SAL

(26,775)
|

(13240) =

Z Dt
WHTTP_POST_SQL_UnionSelect
BWMySQL_Check_Scramble_Auth Bypass
WSQL _Injection_Declare_Exec
WHTTP_GET_SQL _Select_Count
WTTP_GET_SQL_UnionAllSelect
BURL Data_SQL_Tequall

HTTP_GET_SQL_UnionSelect
WHTTP_POST_SQL_WaitForDelay
WSQL_Injection_MySQL_Benchmark
WSQL _Injection

(13435) =

20131 (8f)

*36 Trojan:Win32/Ircbrute (http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?name=Trojan%3AWin32%2FIrcbrute) .

*37 Win32/Hamweq (http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fHamweq)

*38 WORM_DEBORM.AP (http://about-threats.trendmicro.com/Malware.aspx?id=36201&name=WORM_DEBORM.AP&language=au)

*39 Command & Controlt —/\DE& ZHDRy h TEREINRY Xy NMCIESZEZ DY —/\,

*40 fl Z (FConfickerDFFEDIPT R L AFHICH U TREESH Z1THR L & WS ER(FdionacafiH & D 7 O Y TH#E S T L 3 Conficker does not like me?;

(http://carnivore.it/2009/11/03/conficker_does_not_like_me) o
*4

Conficker Working Group ®&AIFEE (http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking) »

*42 WebY—/NICH T 27V R %BL T SQLAVY REHET U . ZOBRICVWE T —IN—R2RIETIRE, T—IR—AONEZERB<HE. RSAT D i

D BEEROAFLWebIY 7YY OBSBAETS,
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AVITIYaVvKHEBEGBERICHLVPLORITUERAS
BoBETTSQLA vy 7y a vREBICE. T—F%
BOOHORMS T—IR—ZAY—N[CBEFERI T
HORMH AV T VVESBRIDHAHFD3IDNH B &N
N> TWET,

2013FE 1B 53 TICHRAM U fz.Webt — /NI T 3
SQLA Y Yz VY a VHBORETONHEZR-111C. K
BoBZzR-12lcEnZnRmULET . NS EF VTR —
YRIPSH—ERDIVITRFvICLDHBOREFERZ £
EDEHDTT,

FETDNMH T KES0.7%. FET9.1%. HA16.8%
ERD UTZDOMOERIHFNTWVWE T Webt— /NI
WMIBSQLA Y VY 3 VREOFKEHHISHIEIC
NKIBICEML TWERT,

KEDLS OKEN AL FELI S OKEL2MIE EF L TW
FIH CNIFHEDRBENDKEEBHEN—EBDH
ICRELCC EILE D RT BEDIGLICE > TOWETHYEH]
[EHAE & LN D EHEIEIEML TWE T,

COHBEPR TA2THICEERNDOREDKHET, SKHED
WEENODKENFELEL TWEULR.2A3EN 548 ICH
T TIEFREOREDKETN SHEDHELICHT 2HE
HEELTWETIATRIRIGKEOREDKETH 54
EOREEICHT 2ARELRKENKEL TWET3A
18HICHKEDEHROBEITLL D HFEDKELICHT D
ABFELBRENFEEL TVWET, INSDHEFWebT —
NOMEFEZREHEATH > LEZEZESNET,

CZETIRRULIEER D  BEDKEIFZFNZNEY)ICIRE
SN U —EZXEDOHIEI TN TWET, UM L. IKEDH
AT L TWB e 5 EmEFRNDERINL T,

1.4 7x—HAIVY—F

AV —XYNETRETZAVITY NI ZOEEY
HIENRAZL EELLUTVWET, ZDHIITIECRIT
LicA YTy MCDODWTHBORBELHRITERITS
ETRRICBIFTVWET T TNETICEE U2
BEOSE5.3AICEETHRELV . ZHDOTILY x 7REEIC
EDIVRTLEEREDHEEZH U ICEEI20KE. HAX
ERDOWebt 1 DO ZHHS AS N AEY 1 MADFE
LIRS NEH BLOCEETERICITORTWS T A
N—EFEED3DDT—XICDVWTBNLET,

1.4.1 EE3.20KE

3A20HDF# . BEOBEBOKER. EMEREAICE W T
BARZRERNICYILY 2 PRERRICED VAT LEIEDNFEAE
UDEUIBEICE SO DEBZADLETHAEED
AVE21—90 Uy U EREETRATMARATER
B2 EDEENTE UL AHTRIEHLEDRIEIC
DWTEHRLET,

W 7)Y 7 DENE
VRATLABEILEOEZEOFRRIETIL T 2 PREREICLZ2HD
TI.SEDEHTHERINTLS D (FDropperk
Wiper& E g3 4% 4 7D < I)LD = 7 T.Dropperid
Wipera EOBEEZ7OV S LAEERLTINS % ET
U & 9. Wiperid/\— R 7+ 2 7 ®DMBR (Master Boot
Record) DHEHY 7 7 A VY AT Lhx FEEL TIRIEL
FI.ZOHY YV ERFINICERE U F I H MBRIE
EINTWBcH. OSHEB LIRWIRREBE B D E T,

IicsWTEMBICINSDYILY 2 7REEAFLTH
HLIcEZB UTOLSBFEEER > TWB I ENah
O ibﬁ:o
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Dropper®$5#

- WindowsFEWiper, UnixAWiper® 7O 5 L% &
B4DDT7 7 AIVEERT %,

- "C¥Windows¥Temp¥~v3log'DEEEZF = v 7 L.
FE LRI nidWindowsFWiper = £179 %,

- mRemote.SecureCRT( & 5 5 $SSHY 5 4 7 v
NYT7RDID)DERET 71 LSRR h&¥root
A—HDIRAT—RGEDBERERET %,

B U cfER %= B & 1. SCPZER L TUnixFAWiper
7077 L&Y —/Nic JE—#&IT. BUSSHTEHR L
TETI %,

WindowsFWiper D 4$5#

- "C:¥Windows¥Temp¥-~v3.log"DFEEEF T v U
ULLEEITNIEXTEULAVWTKRTIZ(Fzv I LR
WEESH D).

- A—AIILEAHAN3B20H14:00IC 7335 £ THRET 2
(FELBVWEELH D).

- taskkill 3<% > K Tpasvc.exe (AhnLab Policy Agent)
&clisve.exe (Hauri ViRobot ISMS) Z{£1E9 %,

« MBREB/N—T 1 a3 v DHELY 5 EREDXFS
TLEESUEY 2 (XN OERZBELH ),

- B SZETOREBR A JICH LT LEDOET &M
SIBICRHEDOXFITEEE U THIET %,

59 IcWindowsZ= Bi2E1 9 %,

UnixAWiper D45
- OSOOFELE (HP-UX, AlX, Solaris. Linux) IZ & - TEIE
NELRZD,
- (Mddd~Y Y RT/I\—F 1 ¥ 3% /dev/null T LEE
Z2.@mIANYY RTTa L7 ~YHIBR 02D DiE
FEEIDSBEWIT N leld@AZETT %o

LEICH B &SI WiperZ IFEIED ER 2O TIBENT
EUTWET B EF 1V TARYT—DREREN S,
WTIEAFTETCWRWRIOEBLEET D22 EHDHN>T

WET*, 2N 5 DOWiperv L™ = 7 ICIEBR% Y < [Tz
EEHZITHHDHH D XIHN.IF20HD 14K K folE 15K
EICB2 ERTINDEEEH D, INIEHOBEBICH W
TRRZHENICEENRE VBRI EEISNE T,

K BEHOEX 2 )T ARV 2H0&FOH%E 7Ot
ZEBLEDOHRICLTWEDZ EPFED ) E— MY — I
DERET 7AINDHZFANTND Z &R E EMERRZ DV
DIKRDIAALTWS Z ENAZET, RRICHEICH > el
BCHEWT, 2OXILTZT7DENT 2 EHDICHRNAG
RIEESITONIDRE & T D & KEHITEICOTRIER
ICDWTARBIREZIT> CTWAREIEVWEEZAET,

W ERAERR
NIz 7ORERRERICOVWT. BEBXEREFEZES
(KCC) DIEICL 2 & WEMBICBEBASN TWLEEH
EEY—-/)\(BEEEBY—/ONSIZA4T7 VMY
Dr7hRBESNELLM CO6RICIEEROEF 1Y
T 4 N> % —7T#% BAhnLabtt DAhnlLab Policy Center
(APC).Hauritt®ViRobot ISMS/x & DEBEMmMNEA X
NTWEULE BEREEBY—/\05I 507V MMextL
TRV 2 L0BFHER BHBREZTO>DITEH SE
FZOAEADNBRHSNTIILY 2 7ORFBICFIASI N
£S5 TT (REUESEBOFICE NS 2L OEET—/N\
BFRIOHEATIILT 2 PHERBENcE BN H B,
EDHWEHHDET),

DEDKEEFINSOEBRARY NT—TICH5HU
BAUVLEBHEBY —N\ZE B> TV 7 ZEEBL
22 &R D F T BHEEY —/\NDORBAFEIFHAS M
Bo TWEBAN HEEBOIDICEAIN TWEZAPCIC
BATA VRAE/NAIRT DEBENS D KEEE D
ffz551% % B U fo & AhnLabtt IR E L TLWE T,

INSDEENS SEOKESRDIRMEICH T TEES
nricEeEZonx9 (K-1328),

*43 Bl X (FAhnLabtt DT T & 27 < & 3@ EDDropper & 4@ E D WindowsFBWiperh\ iR S 11T L\ %, ASEC Threat Research & Response blog : £ 2&A}

gl 238§ MAtQ Xtoff St grgiz 24 (http://asec.ahnlab.com/926)

*44 KCCH5D3A21HDHERICE D R-E-F AO|HAY SSUSE, 324 FA 7Yool =2 (http://old.kcc.go.kr/user.do?mode=view&boardld=1042&page=P0

5030000&dc=K04030000&boardSeq=36096).
*45 AhnlLab#th 5 D3FA29HDHRIC K 5.2t7, 3.20 M2 OpH| S &2k

A B

ZAF Z 1} 2k (http://blog.ahnlab.com/ahnlab/1732)
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(1) HEBAPCA DR A (FHAR)
(2) EHFEEH —/\ADEA
B) V5147 MADYILY = PR

BRRTIRBITRBEBOMIMRERNEDL S [LiToncdn
BASMICE > TWEBA NI PR ENcA—IL%E
WELEDHENR T EDRFELLDTIZRWVWDN B2 WL
NEDWebt 1 MHEEICEK > TPCHVILY = FICREREL
DTRBVWNBREEERDOEF 21U TR T —HHERIL
TWEITHARICHERSNBERTIEH D XA,

BEBEZEROERICHEDCKREILLDEVILTTT
DEEFETDO—EIFRRDAHEDIPF RLATH B &
BRINTHED ERSECEERNZEBL VDL
T9, IUTHH L 7zDropper &% U'Wiper DIR{E(IC (F W'
HAMMEBET PEERFIEENTLWEREATLU . 2D
HRBEDIEHOBEOTILT  FHMEDRLTWZ &N
HRESNhEd,

B BEEADOI I

BEEANTREFRERT I KBNS REZEIRE
FREBDERNP BN EREOERNKFT —LDHRE
LB EMBREVTIGNBRENK UlcoKczF a2
T ARV —DHHERITTEROTILY = 7ERRY —
LWZZDHDSEICARU HEEBOEIRZBF ST

3. EHEEY —/\IC & > TDropperh‘ficth.
T& 1 %.Dropperic & - TWiper/ & hVAERK
SNN\—RF 1 2V LOF—I RS N5,

e & & @

Windows? 54 7> k

Dropper &g, % —
- Q e =

e @

— H—INIBAT B)o 3%

R—=bULTWEFT*,3B29H 1L > THEEZIT LY R
FLDOEBNET Uic L BRANEF—LDBESHICLEL
Te S ARG RE TR P B R L DR fH A T [ RE DD
MNBEFREINET,

BE GEOESHZZ T T BERFIF4R1T1HICERBR
Btz Dc 15DBET 2HENSINT 2 TERY 1 /\—%
EMRSE ZRELV R Ui 2 0RER E¥HAPICTERY
AN—R2RERENRIZREV THRIDEREIT 5 &,
BET 2 EFEOREZT THEI & ABHICLZ YA
N=TOMEDERBHZHET 2 & B EDETEZ R
KUTWETY, S UIES <IFY A0 N\—BHEIE DK
THERIDHEMNER(LLZESTT,

B BEDEMH & DEE

BETIF2009F7H £2011&E3BICH. ZhenivilA
BOPCOYVILY 2 7 ICERE L BERCKEDOETERY A
NCDDOSKEZEHT D E VWS EHNHD FE Ul
INS5DONILTzFIRIEBN—RT A R DT—5 = RIET
BHEEEH D BELULPCICHEBENTEH U,

BEBRFIF4B108ICSEIOEFICET 2HBREETWN
FULN. TS DBEDEH L LEEENH DI EERT
LD H 2 EZBASMICUE LI |EICES
ESEOKREICHBEENLIGEDTILY £ 7 PREDH

»

1. WebBE P X —)LERB L TASHDTIL
VITICRBRESES (B U IIEERENEE

4 FEDsshy T4 7> b =ERLTED,
MOroot®/{A 7 — REREFEL TV iEE

W| I sshiEeCUNIXY —) hIEE M 5,

MO RERERIFRIA S RIcHER

UNIXH—/\
E-13 YL . 7REREDFEN
*46 BE V45— v MRERT(KISA)IZ3B21HICWebTHRERY —LZ AL TW5,LEAL - A MM oig|A|Z] M FE X7 HEMWA Bl Z (http://www.boho.

or.kr/kor/notice/noticeView.jsp?p_bulletin_writing_sequence=2033) .

K47 FRAPERIZEB(MSIP) 5 DAF12H DREIC £ 5.'3.20 Alo|HEl2]" 22 27} Alo|B{otM MeFs|o| 7i%| - ZTFALo|H ot SEtra £=217| 2 - (http://www.

msip.go.kr/Board_detailForm.action?bbsld=72&bbsNo=219) .

*48 REANSERFEIHMMSIP) S5 D4B10HORERICL 2. REE SIS E, '3.20 AlO|HE 2" 52t =AIZ D} & - 55t ot A s FHot dxst= 5H ¢A
- (http://www.msip.go.kr/Board_detailForm.action?bbsld=72&bbsNo=182) ,
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R &R > 249DIPT7 RL I GBEDKE THIIEI N
TWebDHELEENTVWET X B E IV R &
H8H ARINSSEY —T'y k@ o RO R Y kT —
JIBAUVTERZIT> Wl &b MDF U

B BANDHE
SEOEHICEVWTIR. EICEE THASNhTWSY 7 ~
D7 DEHEBY /NI FEREAEDEREHR ST
BO N OBEANDFEOHEBNMEONTWS I ENS.H
AERZEDMDEEICT CICHENRRI EIFBRWEES
ZAET,—AT. SED LS BHEBARBOEEY —/N\H 5T
WOz PHEHEEINZDEVWSKEFEICDOWTEERNTS
EEDAREND D EREILASRENH D I, Tl i
REDEHEKEICEVWTE ABRNICEALKEEN
AR Y N7 —2 % #E L. Active Directory’x & O
HY—NZHEITZEHNALLZRBSNTITHRBATRS
EIREICE > T BN OEDBA A E R ERAR AL S
L BEENGBESEEEH D FBAN. S OHREHIET
5ZEDTEZBERY—NOEF1VT1ORRE. O
YAIVITHERI DI EZBEBOLET,

14.2 BEERDOWebY 1 REAERFAITNRAIT IV
(mEN

2013538 +A. BAERN®D2850Webt 1 hHHS A S
NHEEBEEERERY —/\ANEBET DIREICHR->TWD &
WSEENEF 21U T HEEO 7O TREINE
UTcolld TR Z 02850 1 h RUEEDEE DN 2t DIEEL
DODWebH 1 MDOWTHAEZTL. —EOKETHAZIN
Y =Wz 7B UE LT,

B XEDHE

W hShicWebH 1 +
S hEINWebT 1 MEBHEEZTILY = 7 ICERES
BBRERT—/ANFEE T % redirector; E UTEIZE T,
BHEMICIE. 7747 APCHAREET STV VIC K~
EAGY —/(infector) 2 &8I Biframed V21> Iz ¥

2a Y UFERITAETIE WebT o MCAREICA YA N—)L
S fcDarkLeech & (EH 2 Apache Y 2 — LA HTML
PlavaScriptR EDTFF A NIV TFUVICEMICI YT
723avET> TWEU.SRE E T BinfectordURL
(FERNEBDOCICH —/\MSEZ L TH D, ZDURLIE
109EF v vy 213NET T LT T MNEFHHTC&C
P —/\H SinfectorOURLZ XS I % 7o . FEWHE T
infectorOURLEZ LS €512 EhPn b £ L*%

NI P ICREFESEBRELY—N

FHE S Dinfector Tld. BHEK2 (Blackhole Exploit Kit
Version 2) B fIFE N TWe s HRES N TWE I ,BHEK2
&7 24 7> hPChJava, Adobe Flash, Adobe Reader
BEDT IO T4V OEHEEBRALTIILY T
REZHA X T AHTIFERDInfectorNFIFET N TL
F U UL R U fzinfector i EICEA D —/NT:E
BEhTED. ZOKRMADVKEDHEDKRAT « VTE
XEICTEY S/ —RKRTUT,

BEIBVILIT
infectoric & 2 BEEMRINT 5 & Pony& HiENn 3 <)L
DITPBA VAN ENBZ I EZBERLTVWET I
72 U.BHEK2(EPony 4 I ©ZeuSHE & (Citadel & T ) .
ZeroAccess/a ERRAR AN I T = P2 BRI D &N
FEINTWBH. SEBPonyEIF THRLEINS5DY
WOz 7HHETCRAEI N TWEAREENEZSNET,
Ponyldg 7 A7 Y NEROGERRTMOTIL T 7 DY
TYA—REZTVWETLIIN2013F3FT15HICEIF UL
PonyD k% BT Uic & < 2. F B & hvfzPonyld /N —
V3 V19T HRABWebT T I 5P X—5, ftp/ssh/
rdp7 77U —va vz E100BEEVWI 17V kY
TRz 7HhoRABRZHGINT HEELZHI TSI
EMDHDF LD EIC BHRE MO T RICFFFTPY
Beckyle Wo e, ZICHAEATHAE N TWS 7 7Y
T=yavhEENTVWE L. NG YLD = PIER#E
NEARDI-—FZHRBEICHBNREEZZITWS I EZR

*49 2013%3815HIc.0day.jp "#OCJP-098: [E£] 285#HAEAND Y = 74+ kH''Darkleech Apache Module; ICERENTIETT V£ X9 % & "Blackholes ¥
WD T 7RBET A MRS TLEWET | (http://unixfreaxjp.blogspot.jp/2013/03/ocjp-098-285blackhole-exploit-kit.html) TAR S i fz,

*50 KEEhEPinfectorURL/ (Y — > DRFIC D WTIETBHEK?2 (T & 2 KEHE A (https://sectiij.ad jp/d/2013/03/154955.ntml) T L < &L TW 2,

*51 BFIBVILT T FICDWTIEBHEK2ZBA U cERH S AEHFOFR, (https://sect.ij.adjp/d/2013/03/225209.html) T L < &L TW 3,
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LTWET ZDOLSBRERIRSENTIHTENWSDIFT
EHDFETAN BEAERICEWTKRERFEEE RIFTH
BEENH D CEBDDE T, e SEINHAEUS U fzPony
I&.C&CH —/\Uh 5Harddisk Antivirus& WS X T 77 =
eI OVO—RIBZIEEHABLE L. CNIFROE
FaUFAVYIRNDIT7 T AI—HVEEBUCEESHREZE
I 2XILT 7 TY o2 U, Bk DBHEK2 DEERE & [A
BRIC.Ponyh\Mi x4 o > O— K9 2 M EC&CH —/NVEID
REICKET BcH . —EOHETREMOTIL T =7 HIA
TUTHASh WAL EZ 5N & T,

B XEORHHEBS ADIRH
WebY 4 kD E AFiE

WEEHMNWebt 1 b cDarkLeechz 1 ¥ A =)L L T
redirector& UTEIES B2 e DICIE BE T —/NNDE
BEERNMDEBEARDE T, ZDH. SEHIAINT
WeWebT 1 M E FRIICASHDFRICL DKREBE(C
EEEERZERNIN W EEZSNE T . HS AN
feWebt « k D % < TPlesk Panel& I iEh 28 —\&
BY 7RIz 7HFIAEINTWCEWSERNHD. 2D
Plesk Panel DS N BR S N ATREEDRE I T L
FI AT HEASNETRTOWebH 1 bk TPlesk
Panel®FIB S v TW e IF TIEE Wiz 6. sshftpt —
EANDOHEREL.CMSOBEADMEIHEDERL E. i
DFETHIAINLT—RAbHoEFEZISNET,

DarkLeech D ihEHaE
DarkLeechld. ¥ 21 U T r HYEPMHREGE ICL DR
ZREORBECRAOIEB. EROT—NEEEICLSDTE
Va—)LRHEGE RO T DThIC RO & SRR = s
ZATWEY (B-1428),

SN CIE A G 7) NANOE GVE 787 D vl Iul €223 7 vin
IPU X k.HTTP CookieZ FB\WT 1:BEFIRY 2)

- Web7Z7 O—ZREDKENKADT 147> hAD
A>3 73 Vhik(User-Agentz HI7E)

RN =2 {OR AR N E GVE £7872= i |
(B—=7IUPZ R L ZH5 O#EfE AdMinXFF 2 &80
URLAD Y 7 TR hutmplc YR hEnficJE—h
IRARDSDERICIEA VIV 23> UiEW)

- #7E 7 0+t X (tcpdump. rkhunter. chkrootkit) &)
ERD-1 > Yz 7Y aVphiE

Ffc.DarklLeechDEETIEH D AN EnkdE Dinfector
CEVWTHEUTOELSBIEENMERINE L. INHH
B BAOHEEZEML TWEHDEEZSNET,

XNz EERZ VY LARF—TCIYIA—-RULT
FovO—RI€E3

cRBAUERTIPZPRLANSOERZIES T %
(HTTP502/5%)

DarkLeech®#iti

DarkLeechldApache®¥ 2 —J/L&E LTA—REN 3D
T.Apache DR E 7 7 1 JL(httpd.confia &) Ic&FEh
LoadModulefTZ AN 2 C & THREZHER T 2 2 &N
B2 T 9, 7272 L. DarkLeechldfEBED 7 7 A LZTA Y R
R—ILEN3h. H5NMUHBELTA YA N—ILUICE
Va1—-ILOEMEITRTEEL TWRWESIR. ZDHAET
DarkLeech®Y 2 —/LOEREHET D ENTEEE A
H231D2D®EAEE U T DarkLeechh’ F T 5 & E
T7ANC—RK7 7ML ERRT 2HEDEFENET,
DarkLeechid/var/tmpI{ T icsess_ & WS XFHTHE S
771N EREICERLET . CNIFPHPOEY 3> T 7
ANDTT7AIKIRIATEINPHPZRIBL TWEWES
PHEALTWTHEY Y3 Y 7 7AIILDNRRZZEELTW
3B AICIF DarkLeechDRIfiEEZ 5 ENTEET,

X PHPEF 7 AL hDEY Y 3> 7710 )L/IKRATHIHA
LTWBIBEIFUTD T 7+ )L%DarkLeech® ¥ (T F)
B33 ENTRETY,

*52 JPCERT/CCIZIH/N—¥ 3 > DPlesk Panelh' @9 % — /N TARIERApacheEY 1 — L& REBE T 2WebH S AEFNERERSINZE LT TANRN=Y3>0D
Parallels Plesk Panel ®F|AICEE T 2 FEME, (http://www.jpcert.orjp/at/2013/at130018.html) ZAF L TW 3, % fz.Cisco SystemsidPossible Exploit
Vector for DarkLeech Compromises; (http://blogs.cisco.com/security/possible-exploit-vector-for-darkleech-compromises/) TPlesk D—&D/\—3 3 > (T
B L TWeWeb X —)L OV R—% > b (Horde/IMP/y & —) D5 ENBRA S N A HEEZ R L TW 5,
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e /var/tmp/sess_d0c94b5412e3494afle7d
b042c59afa2
iframe¥ VORAZ LY A— R U TRES S 7 71 )lo

e /var/tmp/sess_dbd2e9556e489478954a3
af93b797244
B — /R OPHARICHIBET 2 7 71 b

e /usr/lib/libbdl.so.0
EEY—/N\ORARNZZLIYI—-RUTRETZ 77
TINZDT7 7AINBEFELBWEEDH D),

W R

DarkLeech®ZF#E (Z. 201 2FE8HEMNSHE I NIE U &
F U™, BREATIK.BHEK2Z BWcREDKEM
20131 AENSH/WES N TR D™ NINOBEAICEWNWT
£.2013F4 AR R THENMEEL TWD T EE2ERLT
WERT . SEOELOEN ;T 2 N TFREND T
. Webtr o hEEH PCEEE I ZNENDILIGTEY]
BEAEEEEL TV RENHDET,

Web27 317>k (
YA M EEAYA )
O Webt 1 hzRETZ &
KBS —NICEESI N T
}%% I7 % /;/iﬁ;y O 12 S k9% (redirector)
2E5ND °

Web¥ o R 2B ADSFBhHDIEK
WebT 1 S ATIIRABFENANSNBTcH XK
BY—NDOREEENS XY NT—UBHRERE. H5 W\
X2 UTABIPEF U T A BEBEOBALBRESIRICK
VXTI ITRHEEANLBRRE U TRDIRZHRET %
CeEmHEERELET,

- EEEEBRUCREICER, AR 77U —
AV TSIV TAT IV ERBBEDORVR
RBICIRD,

TN T A —ABBICHA BHEBNXT—R%E
JE U e LT BEBIE OERITHIR & EimRaER
TOHIBRZITS,

AT —EROOVEES L CEREH L.
NEH S DHEHTZIBETEZ5L5ICLTHEL,

e, RIEABRAT « VIS —EXPI SO RY—ERGE
ZRIA L TNEEGZWebT 1 b ZEEL TWBIHERTH -

Darkleech®DiEiaEnfcWeb FIELY—/N(K4TIIBHEK2 C&CH—/\8 KEELS

ZfER)

7547 hinfectorlc ULy IUSATF VRNV T =TIV

O— R &3 (infector)

@ —Einfectornizkd h
eV 247> M AL
redirectorlc B#E#E L T

by T

KEEHT ATV N >

B UYL MI—RIF )
EESnBW

@ —Einfectorn5 <L
DrF7EYIYO—RUL
0247 MDD
redirectorZHTRES msn iS4 7 Y b
infectorlcEfHEL TH. ¥ RUL1e7
LY7o raO—RiE

ol g

A

BROEE? GRERER .
T Hoen)
-X@-—8

#npksinfectordE L&t

=—
—
. _—
_
=

FHELBW

\5'7, | FELL FEIRDIE(E BT 7 1 VAR E o

3 DarkLeech® YL = 7 RIFDEBITIER K & OB S nicinfector DF &Y. redirector.infector, YLD = 7 ZNZNICEBY —/\WEETH L ERERT S, U L. ChSOBEEIY
K=Y D E—OEFICE > TERAS N TS & IFBRS AW BHEK2 ¥ Darkleech($SaaSORAFETEBIRS N TWS e BERZEHENFIAT 2 IV R—X Y M BINICHEAED

ENBIETEHORBEEHBAL TWBAREENEZ 5N 2,

H-14 —EORSATINAF I O—RKEDOFin BT EHET B1EH

*53 Unmask Parasites. Blog. 'RFI: Server-wide iframe injections, (http://blog.unmaskparasites.com/2012/08/13/rfi-server-wide-iframe-injections/) . "Malicious
Apache Module Injects Iframes; (http://blog.unmaskparasites.com/2012/09/10/malicious-apache-module-injects-iframes/) % £ M i2FEh'DarkLeechic D W\

TERLTWS,

*54 AEORI ABRERVBEESBRICOVWT. ALY RYA20 £¥2 YT+ JAOTTERNCE T 2Webt —/\(Apache) DRIEEY 1 —I)L%&E - fc kS AEE, (http://
blog.trendmicro.co.jp/archives/6888) & U* 'Blackhole Exploit Kit (C & %K%, RIRED Javad it 5514 % FI A, (http://blog.trendmicro.co.jp/archives/6840) THEMN

SNTW3,
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TH, T—EALEKRPEREORAFILG EZ A, BEYENT
BIEATETVWENMER L TR ZEZHELET,

95472 FPCZXIVY T 7 REAEDSFBcHDXE
I—HYRETIE. OSPY—RN—Fs 77 Vo—>3>
DEH. TAIINARRY 7RI 7OEANEZDRF/N—
VI ViR ERET S ENEETY, ZLDERERE
HEWEITH. EMETARE OIEFHEENY —ILOBAYY 7
RO FHIRRY S —BREZREIT DI EHMENTT,
Fl BT T75 00 v aRRE UVKRBICEALT
I&. Mozilla Firefox¥Google Chromelc E%& 11 T L)
%Click-to-Playh’ B TT ™, EE55D TSI THH
HRETIEENICIR>TVWB DT, BT 2 LHICIEHRTE
EEHBETT,

1.4.3 A N—KEWHES
AETAIC, —mREBIEABART -5 BEHRSTL LT
1Yy U #EESE (Telecom-ISAC Japan) D+ JN\—I
BEWIGEZT T —F VI 0IIN—TILL BT A N—KERE
BEMNEHINF Ui, 2OEBIF IVZETERDOKRF
BEEEESH L BROBEA Y 7 SHEENSMT
DRIBEBEDEBRDE LT BF. 1V —F Y MNMCE
BUCEEIERRMTERIN TR D, ZOFAMENR
HEINTWET, AR TIREITAN—KEFINEZTOHE L
RETOFM. EREZOMRICOVWTHENLET,

B =LY A N—KERIGEY

AV =Y MNCEDLIZEBTAN-—KENEEZ
FK-TNCRUETHBELBHDOE LTI KEOELLZLRF
fE4& (DHS) A'5EH L T L) 3Cyber StormA¥d 0. 2006
ENS2ECEICEBEINTWE T ,,Cyber Storm Vi,
201 TFEDMHA 5201 2FIC T TERS N BB ZNTT
ETLTWSA Y YTy M U, 20BN E A % 3
HMICHERTEZETE L B> TLWEIEUTEETDNT
W 3Cyber Europe®2012F 0EE TIE.EUDBODISP
60D 2RMHEZ ZT3I39DMEMNS57TANSMU &

*55 Click-to-Playld 7571 v Z BBETETI—HICHER (VU v V) 2RI

U fzo 7 ¥ 7 THAPCERTH E 9 ZAPCERT DrillhVE
MBI THh.SETBICITONIZAPCERT Drill 2013
F18 7 ED22DCSIRTF—LMNEMUL TVWET HAT
HZ K DRHFTEENMTIONTE D HIZIF REENFE
BI8EENSINFCEBLILMERBEEEITFICKIT
ZHAN—KESEE | TIEEBOA VI —%y MR
BEENRAUCEEA Y 75 0EORY N T—U %KL
BENOKEICN U HEZITSEEZT>TWVWEIZ
DESICHEROHELRMHTY A N—KEICHT 2B
MEESNTVWET,

W EEORE &R
HEEEZRET 2ICHe> TIEFRABEBBNBRELAD
FI, I TIHEZZREIT 2L TERERDIZFOHE
EZFDEBICDOVWTRILET,

BEHORE

BEERTRICHI> UL FITRIICERERLUS
MECBMZREICLVEBEZITS>CETCInSDENE
ERTEDLSICEZEOY S YA EBRT 2HELNHD
£, @Ult&t\/ﬁé?h_&3TE¥iW®%%iTTE¥HL§®ﬁEm
MEADKEWEULETWEWE WS BHINSG - 1235

B YFUALICZENEZERTEDARNY N EANDIDE
NHBHDET DD, ¥ F ) AERDRICESINEDBN
DEEEZTAICITS>C Db EBBEERDET,

EEOEEAY
/E\ an‘l‘&%ﬁﬁkﬁo‘b\T(i/)\@Jﬁ')7&&%”7'3‘373Di@“o

C VFUARHE BNOCRET ZBENSHKET S
AR N ZREDIBEYF ) AZRET S

- TA(Trusted Agent) ‘SMEBOMRFK E LT, KETH
Y FIAIRDVWTT RINA REFTS

- Ta LU Y IRBRKEREL, EITETS

- AV hO—ZEZOBRICT LAV —ICH UIEERD
RHEPHIEDREERT

B RIATNAF I YAO—RTRTZ7 4 Y ORTEIDRBRNEND Z &S W oo FE

FRY VEEREINBWV, COHI—FDE>TI UYL TUXRS ARSI 135,

*56 EREFRVHIDEBDICAARGY —ERZRHLU TWIHEEBDOC &, RE VOPFNEE( V7 JICHEES N TS, REE

BERtEF2U7 125 — (NISC).

BB V7 IREF—LOPE EEA ¥ 7 F &ld) (http://www.nisc.go.jp/active/infra/outline.html#infra) o

© 2013 Internet Initiative Japan Inc.

A1VI7ZANS09FvEX2UTa



AVIZANIIVFvEFaVT«

TLAV— EBOHRLERZSME. EBROX
SZ1T5

- FHEE: LAV -DERPITEREZZXRELEL
FHE =TS

INSOREEYFUADARIKIGU TEEIT B &N
BOFETMMAIF T FUALETARY MDREIRFICEEFE
ETBL5BBEPREVERRE. ANV AT EITELOD

AV MA—2P 7 LAV —%ZEYTRREL.VFIAD
EHICEENERVWESICLET,

BEHOEE
—BMICSEBICIIARELL DT TEEZB LN LEEZLHD. %
DEZBOBMICL > T EESNETRDDERVE T LE
BEREEREORERESD UL RBRERDORIEICH > THEESINL
FLIRBEDO T CEBEZEMT 2D REICKET 2RN%E

F.”H

-1 15—y NEEDOFELEE

FtaE | RiEkHERE RiEER wEAM ELS AR B ®

19964
20034
20065

20064

20065

20064
20064
20094
20094
20104

2012%

2012%

20124

2013%F

2fFzE

BE

BE
(20085 % T)

oz
B
Bt
B
oz

R

BE

=ES
BA
BA
ZES
EU

BA

BE

BE

BA

DEFCON
E+R2{REH (DHS)
E+Z2REE (DHS)

APCERT

NEEREREZX2Y T+
>4 —(NISC)
—MREAREEN BRI
NEEREREZX2Y T
>4 —(NISC)
—MEDEN BAT— 5B
TLAL FAYY IHERS
B Ry N T — B EF 2
7+ (ENISA)

Web Application Security
Forum Hardening Project
NPO BAXRY RT—U+F2
UT 1 = UNSA) SECCON
ETEER

REEXE

RAERE

DEFCON CTF*57
Livewire*58

Cyber Storm*59
APCERT Drill*60

BRBEFEENTICETZ
Yo NI IEEE * 61

BEAVTICHITING
HERTREE (CIREX) *62

BADBTICHT BT /\—
FRE*63

75 —llig* 64
HAN—BERES
Cyber Europe*65

Hardening*66

SECCON CTF*67

CTFFv Ly IIv/tv

BA-HR-CLABOYA
N—tF 2T EB*68

HRAFELLZTF—L
BETRILF— 2R
#TER

AT B, SNEBU.
RE®z

FEDCSIRTF—L

ISP.EE V7 SHREE,
BhE&MIA BhEET

BEA(VIIERHOLT
Y- BB VT THREET
BARURUBER
BEAVISENBOET
YL BB VI TREET
ISP.EE1 V7 THREA.,
BEE & A BIERT

ISP.EEBA VT SHEE

S PR HRACED
F—1Ls

FHEHRANCELDTF—L
(PAEER)

HRAFELLDTF—L
(HAEAER)

BAHR EILDEEE
N

BHMOKE - BRI OME. BHREF2 VT A
OB HER

WIS DR R IAHID R ICHERE S 2 HMREE
B 6 & e &SRO Y 1/ — BN R D
BE=RAIE

SINF — L & OIERIEE LB HERAD LR
DIREE

ERITAEERKEBAEE VAT LADMEHEEDEE. K
B L BIBEDORE. RRWBEHIDERICEEEY
BHEDRE ZREE

BEA VT SEEE LRI RITEECHTZERD
TEERILA SER EHE DO DR DEIT I ERIT
AV IFY ML RARY ZFFIPEREF 2V T«
KERORFIH & R DME DS

TEIRLFHH OHERE 7 &

BEEMEEORER AMBR. RETH
MBEEEMERLcI—Oy /KDY A N—( >
TV MG T T v R

Web# - h DR2MZBRY BEIMOBERE AM
DB KIcZ 5 U T OHRMIRA DM L

RENBEREF 1 )T« AMOFIE- B EIiTD
KREDH DR

BAORENBEEREF 21U T + AMORIE- M.
BT DOEEDIFZICKH SN BCTFHRERDED Hic
DWTDIRES

HE S 27 AT BBIEAN DI TERIE

*57 #@EDCTFICDWTIEZRDDEFCOND Y ~ THERRTE %, "Capture the Flag Archive" (http://www.defcon.org/html/links/dc-ctf.html)

*58 Dartmouth College ISTS"ISTS Bulletin Volume 1, Number 1, Spring 2004" (http://www.ists.dartmouth.edu/docs/ists_v1_1_04.pdf),

*59 Cyber StormiZ DWW TIFROKEETZLRES (DHS) DY MaEZESHRD Z &, "Cyber Storm: Securing Cyber Space” (hittpy//www.dhs gov/cyber-stormesecuring-cyber-space) o

*60 APCERT."APCERT EMBARKS ON GLOBAL COORDINATION TO MITIGATE LARGE SCALE DENIAL OF SERVICE ATTACK" (http://www.apcert.org/
documents/pdf/APCERTDrill2013PressRelease_AP.pdf) .

*61 ZOBEBICDOVWTIERDOBEBEEDOWebt 1 h THROEZEOEFRENETFARBAINTWVWS, " EIBEEES

soumu.go.jp/menu_kyotsuu/media/080401_1.html) o
*62 REBEERREX2UT Y5 — (NISO. TEEA( V73 ICE T 20 HHEITAIEE OEREHMEICD W T~ [CIREX 2012 (¥—L v 22012)] ~ (http://www.
nisc.go.jp/active/infra/pdf/ciirex2012_2_press.pdf)

*63 —MEEIEA BARRIFFF (http://criepi.denken.orjp/) D "R 1 QFEE B N RIFFAIAFTRERKS

ITORRY =ty a Yy OMHFE—KORKEKE

TR DY A N—KEBFEE 5 (http://www.

ENRFICHT

2HAN—FEBOBE, (http://criepi.denken.or.jp/jp/civil/result/presentation/report_shakai_risk2007/37.pdf) THERTE %,
*64 WEEBERBHREF1YTrtE>5— (NISC). "7 ¥ —jlfEx & &, (http://www.nisc.go.jp/conference/seisaku/ciip/dai31/pdf/31siryou04-2.pdf) .
*65 ENISA. "Largest cyber security exercise 'Cyber Europe 2012' report published in 23 languages" (http://www.enisa.europa.eu/media/press-releases/

largest-cyber-security-exercise-cyber-europe-report-published-in-23-languages-by-eu-agency-enisa) ,
*66 WASForum Hardening Project. (http://wasforum.jp/hardening-project/) .

*67 JNSA SECCON(EFa1 V7T« IVTANERTEESR

*68 RAEXE. '8
go.jp/press/2012/02/20130204002/20130204002.html),

2. (http://www jnsa.org/seccon/) o
BH AR ELDBOFAN—tF2 VT HBZEBLEITVEZAERY AT LZAWCERTOY A /N\—tF 21U F HEEB~ (http://www.meti.
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BRUYPILKARDFET, U U EROREZFFAT 25EIC
IFAREBNDEEEZERT DRERENH D ET LB
BRIR T ECXTHREDRBICGEDF 2MC & D HERT
ZREPEEEEIRNRENELLET,

NEBEE G REORETS U BRUNICRESNE
BBIRATEREL TEBZTSDDTIMNHLERETIE
KBRICERIET 2EVPHIS EOFKINBZ W, o & XL
ERICEFERICKBD DD > 2 O B AHEIKINH B
MERFTEXIREANLEE TEERRICHLDOEEZ
RELBRWH T U AERICIINIGE ZDERZEED
FHENRHENET,

Y FUADEKE
BMIASRET 2 EEANGY U ADRSICAD TIT . ERIE
BPEEBNEZEE L. Z N5 BEANLRKELHRET D
BEEGEZTROTVWERT . BIC.SIEBORR xRy kT —
VBB EREM YT 7V —y 3> DIN—T 3 ViR E HHER
LD FUADFHBZESD TWE XTI,

I TEEELRBDDEFSMEEN SBEEINBTA (Trusted
Agent) EEN B EE T TARESMEORKE LT,
VFUABRHENMERT BV F AN BHOABYP R Y
NTD—URIB EEFIERE & Wo o BREEBOEHE & E
WHABRWHAER L CEEN R LA—XICETIT 2L SICT7 R
NARETVWET ST 2BEEICLD HIGT 2HE L

—FEBRDEITIEFORNZ AL —XICT DI
FARY N DIDERHOBRBICEDLE . HMART 20
ENBDFEITNFICHN LEEE TR ERICHABEOEREZTD
RTEBWH ABEBERPREDNE. BHDOTL AV —
MNEZHINEZDIFERBES VT AITHAADHENH
DEIAREBEEEBRDEITN . COEENEZFOVFHY
AICKDIRERZFLE. TLA TV —DEEDOES A
CREITRE ZNZNOREICEDVWHIDZITS T &
[CEMND T,

VFUAFVN—TIIGEZBC. BICEELTVWEET,
=AM (T (EMSEL (Master Scenario Event List) & FE (&
N2ARY NOFEMBRY A NCEEHFETMSELICIEA
Ry hDFBEABEPZDARY N TTLATP—HEDLS
BITBZHFENTVWENBICPRAOFERZAERER

REEEZETI D LTRERBHERMNINTADET,
TFa LIV O—ZRIhzE>TEEZ

KT VT UARHRBFEBICFRERENINIDBIEETT
MY FUADTERENZDRDOBMRICHEZ RIFTT o

ABRBERIDEERD XTI,

EE DXl
BER K150 & 5BEATERLEI BT EHRR E

(EEW At & W EF o 72 D AFE OB A % S it 9
25DTEHDETACDRIFESMBICHSHUDHAE
HMUTHEFTTALIFILLDARY NDEAPHIG
THDOEEENDEENBERBEICIE. HES5HUHESD
SNIcERFEZAVTKEPEVWEDEEZITVWET . C
NICEERAOEZRRY —LZFAALED BOEREEE
BA922&dbHBDERITTLAT—I \,,\Ek?sm'cﬁ?ﬁ]
BRIGET 2D TER BEROBDOEBCHBEICE
WTRBRASNARY MNMIHLTT 723 v Z2TVWET,
I hA—FE 7 LA VP —ADBHRDIBRPERADE
EREZBL T )V AZED TWE XTI FMEIE. T
LAVY—DERBLEF VY3 VP ZOEBHABKEZRLERL
FIIBEECTRH. TLATV—DPRBEL WG Z TR
WREVFUAICHENRIFTLSBEBED L HKEL
LI T LI YRBEFEORNZHRL. EEEEDOIV L
A—Z&RMBL. LAV —DEEZRADBNS. 2+
UADHBICED L SICRLTWERT,

EROED X &6 ERRDIME
HERICIEDITHEROWMD X EHERRDHE % T
I, CDFICITSEE TREVEHEZORBEYRY M T —

AR TALYY

71,417—5\
s

g avhOo—3
BEEA

TLAv— m
n&hﬂ

FfiE v hO-3
BXRED

rjjlxrv—
ﬁﬁaﬁ

avhO—3 FHfE
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AVIZANIIVFvEFaVT«

TBRBRE.VFHIARBEN T LA V—ICERERINET,
BUSICYFVADEBERER L. EDQLSBER. ARV
RDORELTW DO FeZDARY NOBENREE
AV EA=9DRT LAV —EHICHERLTWELI . ZD
BOBEERORSNLBEISAEEDL S ICHBTL. ED
KOBEBRTT VY3V aEBLILRE ESNEDTE
ZHMEDORFBEBERVENSHBEL TWEEXT FE
ICEELETZ 73 VIEDWT . RELTWEYFUAD
KAERDREOBHICEVWSI BN, B EZSEZ chz
EHTHERPERZIT> TVWEET,

BREF. &ENICITEEOSIMEMEARTZORNRZRHS
2D EBREE (After Action Report) * P& LTH E®
FI . CNIF EMEBEBOT7 Va3 >vadkeh . ZOFRRZE
BTHETZLDDEDTIT HRICIIEIENVERIEF
PREELGEENTED. NI EBRDOEBNDEERER
ELT HEZRLTVWEET,

BEHOXU Yk
BEETIEVEEREETCEEOHONIBREBENSFEEL
RERZCPBICER TEEFIEE TREIEZAINRY K
D% FEBRICRE UBRICITRABERERE R DO NRE
Hho ZDELSRIRNZE FHRELNICHERT D 2 & T AR
PEEECHT MY YT Y MRIGEEA DR EVED #H
DREICEN > TWET Bl L EEEMEEDE ST
ICHEBRO>TVWETSMBFICOVWTH BEHRZBEEPEL

HEE:
BEEHEWES £63)

KU THLERDORLBSHZEDSIED R LIS T 215
ZBU CREWVRFZR > Tt AMDBRICESLE I,

mXEH
CCERTRFULTELLSICVEBDORETEERMICH T
TELDHFANBETI HBORENKRELRBIEEY
FUARMRBEIDEREGD Z<OARMBEERD
LT LML ZDESBIX M ZEPUTHEETHESN
HREBPABICIE M TEREEDN WD DB D XILIITIE
SERLEBREDFEDHZEU T EEXEEREECHBAXT L
(A T RBIE D ICEBRICSIML TWE R,

1.5 &HOHIC

ZDOLMR— NI NDBHIBZET oA VTV MIDWTE
EHREBHDTT SEIF. B ICEETRE U RKREEHD
BEE AARENTEELLABRIAILELZTILT T 7R
FE2O. A VYT MRIGEENA ECAMBER TEEI NS
BEBICDOWTBNALELITIR ZDOLR—hD&LSIC
AVYFYRNEFORBICDWTHESMCLTABRLTW
KzeT Avs—%y MIBOBRBAEEZEZSLSIC
ZBALTWET . COLSHBAIEICDOVWTSEBWLE,
DEBNREHB U LT REDDROLTA YT —FY K
ZAATERLSICBHEMEL TEWD FT,

I P—ERERE £F 21U T BHRHEEE ERIAEABTEF 212U T+ P —EXRRICREDER 2001 F L DIVT I —TOERNIEF — LIJSECTD
Rz & UTEE L. CSIRTOEREAT 5 BFIRSTIC N, Telecom-ISAC Japan. BAY —H — MMg@ER BEEF 2 U T ANRL —2 3 VEEER

RAN Fe MROFEOEREEEED S,

TE BE A EE 2N A2V FYRFTY)
T2 EE, SR EE BN AHO3 1 VIFTY R TF—RT)
iRF fE5E. $87K 8%, &L BE(1.4.1 BE3.20KE)

B0 A $K K (1.42 BAREROWebY 1 FRSAERTITNA T rO—R)

T2 K143 0 N\-—KEFHES)
WY —ERARE £F 21U 7« BREGEE

%7

hnEk WE. FE thia. DR B, B R B EIE U U —EXRE £ U T« BRREE

*69 EEDOHRIBEMEOHTOHELEINE I EHEL AFETNTVEHDEFDRBRVWA HTEHSRTE ZHEMDOF & U TR ROKEELZLE (DHS) TEES 1L
7=CYBER STORM llIA'% %, "CYBER STORM lIl Final Report" (http://www.dhs.gov/sites/default/files/publications/nppd/CyberStorm%20I11%20FINAL%20

Report.pdf) o
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2. Xyte—yvI7v/0I—

DMARCOA V7 —%XY MR ZT7MCDOWT

SEIF. 2013FEF 1 BN SH1 B TORBRA—ILOEBZRELE T,

BADERMRY 7 I 7B S DREX—ILEIGH, £ED64.8% L KEAZLHHTVWET,

SlERmE. EREEDN S DEBRA —ILEEICHIT MO EHANEETT,

F7c. 2013F3A31HMHITIETFIZRHEESNI=DMARCOA V5 —%X Yy KR T M DWTHRFHULE T,

2.1 BFUSHIC

2.2 EEA—ILOEME

COLR—KTIE REAXA—)LORFEE® X —)LICE
EY D EMERHR IO BE D BRABTEEICDOVWTHREDHT
WET,SEIF. BARADLZ < OREDEIANFEIICH D
2013FE1:H(2012512A31H~2013F1H86H) 5
#1368 (2013%3A25B~3A31H) £ TOI13BEHE 7D
F—YEFAETRE L THOFBREBRSELET,

HEEAX—)LOEAEICDWTIE EEX —)LEIG DR & X
ETHIRDEIGDATICDWTIRE U F T, Hiffdim Tld.
EERAA YRR OERRRICOVWTHREL T, &
fe. STNFETREN RS U TEFEE N X 1 VR Z
> 7231 U WE TR e 28 ¢ 3 SDMARCO 1 >~ 5 —
XY RRZTRMCOWT#ERULET,

20 T T T T T T T T

CITREBA-ILOBAEE L TINOX =LY —ERT
RELTVWBEBRA—ILT 1 LIDRA U e EIED#ER &
EEA—LDXETTCEE T 2 MTERZROICHRELE T,

2.2.1 EBZEA—)LEIEHEIER
SEIORELME(2012412H31H~20134%3A31H) T
DREBZEA —LEIE DFIMEIF. 45.5% T U feo BIEID L R—
~ (Vol.18) M 55.0%DIBINE R D £ U feo BIERKFEID L
A=k (Vol.15) £ HRZ E1.7%DFATT DT, BIEITD
FAMERD SLIETDOKEICRD DDH D F 9, BIF DR
H(Vol15) i 55 EDAEHE TORBA—ILOEIE DK
BER-1ICRLED,

ZOWE. BLHAHED > O 201 3EDE VAT,
62.1%T Lo T DRI EREMOIRBIARIIC 57 0
BE DA —LEDDED S o T, R ERA — )L
DEANBAE UL, T DREIBE. TOKELRD E L
foh%, 2013E3A H SR BA — )L DEAIER TET W
£, RBICKBA—LELHBATVETOT, SHEHE
PRETT,

2012.1.2 1.30 227 326 2012423 521 6.18 7.16 8.13

-1 EEAX—ILEISDHBE

T T T
9.10 10.8 115 12.3 1231 2013.1.28 225 3.25 af)
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2.2.2 EBEA—LXETOEHE
SEORABIHE TOREA —ILEETHIHONITERZ
M-2IcRLET . SEORHETIE 7I[E 5] = i =+
ML EBD EEXX—)L2ED21.7%%E D TVWER U,
AIEIDEIE & KT 5 &4.9% R LR U . 2 b REIE &
BEkIcHAUP) T15.4% &, 255 BHRIED 53.2% /A
LTWET, 3MIIFEE (KR, 8.7%) T, BIEID4UN S IE
FUBEEDL ERUFEU o Mz EHE(HK 8.5%). 567 1F
N2 T 2574wy a(BD, 6.7%). 646003 77 (RU. 3.8%)
EWSHERT U

SNDINY T ZT7 1 v ald giEIO6MAIS D LR T, El
BH35REINE FIFEE L TWET, giE. EIER B
2ZEEFBIRLUTVWELN SHOREERTHSIEH
ML TVWEZENDDFE U, 5% BENABAT
WEZHBRFLUITDRE ASHDORENDERMIZEE S X
XTI —AT. NI TEEXETTH > KEUS) K 5
Bl 76, 3.6% & KIRITHA UE UTco TNETKETIE.

Z0fth 10.8% CN 21.7%

PE_0.8% ~—

ID_0.8%
FR 0.8%

JP 154%

BD 6.7%
HK 8.5%

B-2 EBEX — LEE RO S

(%)
35

30

25

Ry bRy b OBEEEE P AFBEFEECLZR—H
2570y F VT DEABREDID AL TONTVWD ED
BENG DXL ZNSDOHMREMNMBRENTETVWB DN
HLnFE A

—A T, LUGHIEAWT N BADERIIRE > TH
D.OYT7ZEDRT7 IT7EDEEA—IILHRIEIT+D &
WX ET, COEUCHIBDE G ZRET 5 £64.8% &R
D BENRET 2EREX —LIXEFETOREBD (&, B
BNSEFEENTWEZENDDDET, I, 6
15 (CN, JP.KR\HK.BD.RU) ® 1 & 5 (2012F4H2H ~
2013F3A310) DEIGDOHBZR-3ICRLET,

INETULIRFRSKEML > TcHRE(CN) 5. 2013F D E9
BHSHE10:B(2013F2H25H~3A108) OREIF247IC
BRU.BUPBEUP) ICANEDD XU, 2D EE
(HK) 2201 3F DELBIC2MLIC R 5732 £ SEIDFHEERRH
FLOWSODDEENH D K Ui,

ECN
mJpP
KR
WHK
mBD

P i = @ <
< _— — | =

il T T U U U
20124.2 4.30 528 6.25 723 8.20 9.17

-3 TEEXEA —LEETHUHRDEIG DR

T T T
10.15 11.12 12.10 2013.1.7 24 34

© 2013 Internet Initiative Japan Inc.



2.3 X—)LO#:ATENH

Z TR X—ILICE D 28R4 BEAMTAEI B IC D W THESR
LEI.SEIF. X—ILRERD S HIEE B A1 VFREE
BT RIRR & IETF IR E S W 7cDMARCY 0D 1 >~
=XV bRZITEDRRBICOVWTHERLET,

2.3.1 IJY—ERTOREE R X 1 VRIEMOE RIRT
SEORERHE(2013F18~3A) ILRELIcX—ILIicD
WT.SPFIC L 2 RALBERDENEGZH-4ICRUE T X —
JVEEAID R XA VHSPFEBAL TWRW(SPFL JI—
REZEEL TWERW) Z & 2RI FBEEHRER None) DEIGIF
25.8%T U 1z, BIEI (Vol.18) DFRAEHE N 52.2%F 4 U,
FRREFIBEE o Fe X — LD BB BIC2.2%E ML e &I
BODERTDED RELTWVWEA—I)LDXEERTDSPF

ENEF SEHOREHE TN742% T TEZcZ LI
BHERY,

BT, AIFEORKE(2012F Vol 150 #H) & L& T 2
EVEFERTOSPFOEASRKFT0.7%BML TH D —hE
FEDEEE (20114, Vol.11 D HAR) A 5 1324.4%3E 0 L
TWET, X—)LOXREQTOSPFOE XKL, IEFEICH
UTWBEVWXET,

RIC.DKIMIC & 2 FAEERDE G ZR-5ICRLET &
EULIA=ILDS 5, "DKIM-Signature"~\v ¥z <,

permerror 1.0%

none 25.8%
neutral 0.9%

softfail 27.4%

hardfail  1.8%

pass 43.2%

E-4 SPFic & 2BEERDEIS

*1 IETF:The Internet Engineering Task Force,

DKIMEZEEN T E #h - fe "nones DEIE£88.5% T U Tzo
B1[E] (Vol.18) DFAEIEMN 50.1%IBMMUL & L 1h', g4 [E]
Mol 17) D5 IF1.8% AL TWET, DED. SEDRAE
BRI TIE. DKIMTRREERIBETE o e X — )LD EIF 1F11.5%
THO.RIEINS1%DRED FILEHNS5T1.8%BEMU o Z
EICEDEFIT DKIMERERRICFEM TOEAEZ LERT
% &L BIFE DR (20124, Vol. 150 Hif) H 5 1£3.3%
D&M, —REFE (20114, Vol.11 D HIRE) H 5 (£8.6% D 1
icEEFE>TVWET,DKIMIE EERAMOBEAICTIR b
DNHONBZEEHEHD BHIENMERENMBROCEFEA. LD
HLET(VOLI7) 2T L72BD . DKIMZEBA L TWBXE
TTEFHEDRAAVYDIREOKRBADZHEHOTVWET D
T A=ONBEELEDISHNIE BRNHEDEAT
WRWEWZ F T, DKIMIC [ESPFIC bR TRl R & 72 B 58
DELZVDT HEMICOWTEULSKEBRBULTES W EE
A= JLITIEFDKIMEENR TN TWD LSRR EE
BIEREHNSHEBEEEZITVWET,

2.3.2 DMARCOA1 %9 —%YMRKRZ 7k

I & TVol. 15K U'Vol.16 CDMARCIZ D W TR L T
= F U fco DMARCIE, BElcGmailt>Yahoo! (yahoo.com)
BRETHAINTVWEI D ZDLERIFdmarc.orgd ™V
THA R TRAHAINTWRREIFTUR. 25 Wo eAt
. MARORHICEHBZEYI LD B RRICERYT S
EICE > THERBREEZRF L. ERZEZEZITVWI S, &
WSdmarc.org® AsHcEDILKHDTULR. SREK 5 <

neutral 0.2%

none 88.5%

pass 11.0%

-5 DKIMIC & 2 RBEHERDEIS

*2 DMARC:Domain-based Message Authentication, Reporting and Conformance,
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DMARCOHKEN. A V& —% vy RS 7 K& L T2013
FI3A3THMIFTUETFICRE S NFE U ThickD . S
BIZETFTAKRPREFEN TV HEDERBWET,

A=Y MRITNTBo T EICKBDERRIF. Z
NFERSBHBDEH D TELANDMARCL I— RITH
ULWIRSA—=F o ABIMENTWVWET, CD/INTAX—%
(&, BEEDNKRLIcEEDLR— MNERICED B &M=
EULET CONFTA—FITEEY BERUTOEKRZE
EXTTI7AIMEAEOIEBS>TVET,

0 IRTOFIHEED KB L Ici5E

1 WIh D DORFHEEN KK U 135S
d DKIM DFREEN KM L 1o i5E

s SPF DRI KK L IBE

HEHEDMARCD LIR—F « V7 ICId, %8 R A V385

%17 (DKIM SPF) h FHAE I REEIC KB L e 3mE D RA S
MOERDB D FUfco SEBMENT/NTAX—FF ZD
AL DTV T KT BIHOEKDH 2D EBbNET,

24 &DLHIC

HATHHRESINFE LA 2013F38IC R /NAXTHRE
D Spamhaush'DDoSKEZZ T, 1V F —R Y hD—
O TELEGREDEENRELICEDRENH D F
L™, RBICH HBED. SpamhaushS R/VAEZEE L

EE:

TWBZEIRED AFZVTDEH/ET SV I U ANCE
Uiz EleUTOHEL > ek > TI . 25 LT E
FohFEFThbRETW e ETIN SEAEHKES N
feDiF. WEDRIENE — 7 KFIC300Gbpsic £ TEL
Z & TY, Z ik Spamhaush CloudFlarett &7 L.
AnycastD i & E > TAEAEEIC L > T LS
LT KENIRAL—MUERBRODLSTY,
DDDoSOKEE (AT F N)Id.4B25HICARA VD
NLEOFTURBICL > TRBS LS TT™,

AVT—xy M ETITONS IS5 UIcHER. ZDOENE
ICRZABETRNABWRD  BHBHERT B ENTER
TBho BICRIAE, EXa2UT 1 LDV TY NI BBN
CBMeBWE SEDCITONSERD S B FREDH
ICRABETHENBETRIBIRERELIEAL . HELK
EEDWERMBEDHTELEH LW —XDHBD XY,

BE. R THISPRE DX — LY —N\EBEHEIC L THS
A—=)VEKET BT —AMEBITETVWET, D%,
EEBRIE(SMTP AUTH) ZE 5 A& LI ETHEEL TW
e, BIAEDHDIDYI/IRAT—RKRNREZOTZ ALY
WO P)BEICEDERENTWSAREENH D FT, ¥
Wz 7HNIDP/IRRT—REZFERL TWB EWS 2 &
BELTWBPCEP 77 AL TWRMOY—/\EDEE
RIEROERBREICH D AREELH D 9. RAZTNIZ
EFXBEHINELIBEDDDHEZEEA—ILTIA, 250U
FEBRAZEFRR HBDI LD KDKRELBREF2IYT v
LoEEEicOVWTEN DL ZERBEIbULNEEA,

ﬂﬁﬁr@‘?ﬁ‘ﬁ%&tﬁ%ﬂbh%ﬁiEE?’EFIBQMSAAWGX//\ RUJEAGIN— R X 8= KRB X — L RHEERBR R OBRELBME. EE R X VR

HE FR(E<5E LwSL)
5 1) 70% 70 NAS BIEHERI Y2 IV I 2T A=Y VIV R T AICET HRERKICHS. FICRBELBX Yy E—I Y TRBERREDH, 1t
> 4
-

FERMWGER.

*3  draft-kucherawy-dmarc-base-00 (http://www.ietf.org/id/draft-kucherawy-dmarc-base-00.txt) »
*4  "Firm Is Accused of Sending Spam, and Fight Jams Internet" (http://www.nytimes.com/2013/03/27 /technology/internet/online-dispute-becomes-internet-

snarling-attack.ntml)

*5 OPENBAAR MINISTERIE."Nederlander aangehouden in Spanje vanwege cyberaanvallen op Spamhaus"(http://www.om.nl/actueel/nieuws-

persberichten/@160856/nederlander/) o
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Tamias: ZEN DT FAR—MGEARITAEHANL—Y

AL R— b TRNIEARAER TREROEARIT A ;L —YTamiasic OWTRBAULE T,
Tamiasld. HEZRRLEBHSTIANY—ZREL. AV FA VY T— I DREFEREMILT S
BARIRBERM I ZA—T VY —-ADTL—LT—-ITT,

3.1 BUSHIC

TAIFTINARNL—INDBITIRERICEELTETW
FIHBERI. COBTERTT « YT ILEEZ—RICH
BT2L3ICBD. ZNICBEVWT. BESA T UPEAD
BESMLD EAABRT « V7 ILT—5D2IFBINICIEZ
TWET,

COBRBEABT A VINLT—F E . REICHRET D00
ENBODERINBASHOKEBICRSETTNY IV
DREREHEDRBRUBAVWED T E BAR/N—R
TFTARVIET—=HATULTWTH . T AIVHBELTL
ESTREMEE+DHDET,

niEHL AYSFAVYAML—=YY Y21 -3V (REAT
E7ZTRANL—=YYVa—yaV)E FRIERS
HEREDERAISEAAI—YIESEVWATZETVET,
Fle. Z<<DBEMOI-—FEDTFT—FHEBEEHBZ TW
. ZOMHICIFLZ DEEDNRRICSAL TWT EFHM%E
PRWMEIR MRV U1 -3V REEZSNTVWET,

LAhL.ZNS5DYYa—yaVIcidF2DDRERBAN
BHDFITZNF BITONATNDIKGFEE T T4/ —
FREORANTT BHTONATDBEE. 1=y NORER
PH—EXRTICLZT—IBRBEDRRNHBDET,
—HTZANY—=DERICOVWTIE DA MNCERELTWL
T BN FCFEMETRBEINTVWIZRANL—TJDEF
ERENEBEREESZA Y TAVIEEICE > TWET L
> TUARSEERFICY -7y NEERO7A7 741
ZERT BIcHIC. I—FOBAFT—Y 2R 1=V
ICAIALTWE S, T BAAT—YZRET Z0H. O

*1 Dropbox (https://www.dropbox.com) .

Ry hDBEEERBEOARTH BB T EVWRFEAL

HOEE Ao

Z TR TRAER D, T Z 4 X— MDD DE
BOEARRANL—YTamiasZBD LiF 207 —F770
Fr—ICDOVWTHEBNULE T TamiasiF BEDA >V T 1>
ANL—YDHEEDMIT. T T4 RX—KTEDMIGHE
BB TWEITHLFETEERNOINL—YY U 1—
¥ 3T %.Dropbox™ & DB EITVWET,

3.2 Tamias7—*77Fv—

Tamias¥ A 7 L& 2BBEOBESLICE D 751NV —1R
EORBZBRUTWBAHBANL—YYRTLATY,
P—NICREFESINZT—YRIBESEINTWEDT X
ML= —NZH—RN—FTATRAMNLTHET A
NY—ZF2IENTEXEI . ZOL BT —FFT7
F v — &M KETIERS (erasure coding) D FIFAEICEL D,
MMEE LA TVWET L7 71 ILIEGHKITERS I
SOTRARAZRTOVIICAE L TRESN. —EHDOIER
O7AYINEFZET IO 7AILDETRINET,
Tamiasid. A — 7> Y —XDTahoe-LAFSH# 7 7 1LY
AT LENR—RIT HA DRET BRI & HEHEEESE
EULTWETD,

3.2.1 EES1k

1EBORSLIE WMBEICE > TEFIOATY 7 S =
FTZHDT AN L —IVREEICL D2 TDELRENTZ
BHIE U £9 . Z DH%EE (L. Tahoe-LAFSOY 7 b oz 7Y
R=XYMEEINTWET . TR T—EU T+

*2 Hakim Weatherspoonf & U*John D. Kubiatowiczf. 'Erasure Coding vs. Replication: A Quantitative Comparison. 25 1[Elinternational Workshop on Peer-

to-Peer Systems, 20024,

*3  Tahoe-LAFS Foundation, Tahoe-LAFS (Least Authority File System) (http://tahoe-lafs.org).
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L2 BBO7 IVt AHHZFE > TVWEIT I TD
T=REVT A @F ATV NOREUBBREBSE
@%ﬂ—( 7-50)7} /f}bﬁfgng_%fg&)@mff‘ibﬁ_% E—(g_o

Tahoe-LAFSTIR. 7 —/NXEUTF s ZEI I E&TT 7ML
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