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IHTEIFATHTY

2012%F12R 158 IC #HBE IERBETBERA (TR) DREXENDEL Z RE >t EER UK UITREIZE
BREXBEERBORE - ZERICOVWTO—RRAZRE Ulc. REBUTZENICHRT SERENTIRITOITR
(F1988F TS nlc. £ & UTEREOBEFRBEICET 2RET UL SEIDHIETIEA VT —% v kDAL
ERUTWBRRZR R ACREDEERENERSNTEH L.

BHEADFERTIIREDARIF. EF 21U T« E. R/ ATEICET 2REDBIN. EHEZFOENAO—I V78

SICEATIREDEBIM. A V5 —FR Y MCET ZRBORIRDIDEBR > TOWEITHEXNA VI —Fy bodY
T Y IREIPCREERTR & DBREBRILIC DA B IR D H ZRFICE > TWB EWSERT. BAYCKEEKR S
ETBE5HENERZERESIcEDIETT,

AV =Ry hDHAZESHDLSICERDKS SN CNIFEXTERLDIRHETHA VT —Ry MMTERL T,
BRICHANTES EWSA—T VBRI LS E I BDREVD TN —H. 27 2HSEEDRHPEASHD
EFRRIREXD RO UITIE WS EWSEHIREDMR TR B2 D TIRBVWNERL SNBDHENTT, BFEN DR
ENTEHRTAZEEE T D DOEBETRREDH21TAZH VA SN BIC AEICEL CERTRELREXZES
DIFKRERES C EITFEVG D FEASERUFS B IOLSBESITERL TR TWKBENH B TL £ 5,

RLR=KME CDESBIRRDRTINA VT =Ry R EWSA VT TEXRZ BERICLD-REICHA Uk
TWIE < e HICHRIERYICER D #B A TV S IRA GERE - BT ORER® . SIBR O MR, 05 U ER G KifTEHR%Z
EHPNICEDTED CRETZHDTY,

MY T7SANIFvEFaUT 1 1DETIR.2012F10ANS12BEXTO3IABBICRELERAVITY
N ERERINCHENR DU B EITBEZ X EH D EHIC HHLATOME EBTERZCBELER I Fle.
FKEEFRDOT A —HAXVY—F LT EBBEZFEIRT 2 TorOME. £RIEEORILER=FIAEN SENT %
b A DARECitadellc DW T BESHETA NI -REICEHU TWSHBEOBEB EHENELRICDOVWT ENEN
RERLET,

"Xyt—Iv070 /AI— OETIE.2012F10AN 5 12B X TOEMR 1 3BEDEEA —ILDEIGDHB & E

BRETHIRONHOHEBERL FT,. Xe. BRI > ICERNAFESRMERE £ H e > e REX —ILOFEFIC DL

’C#ﬁi ULFET.Z2 L T EAiT@m & U TOXE R XV REELAN DRI T B TLSVYS/MIMEDEZE &3 (E R X
VIR E DEWCDOWT R L E T,

920 RIAVEL—T 4 VI 7T0 /AI— DETRIMITBCEANBRBEMFEED S DRFTMEE U T HEL
FRRAAER AN ARERORRIERFZ EHFATREL . KRED Y 7V Y REERERIRY 27 7 X
DY Z7 READEDHEHC DWTEEERL F T,

TR COESPFHEBL T AV —XY NORERZHE LD 5B HARELRRS B TIT<E Nz
FTEDFTSED.BEROEFEEZHDA Y T7ZE UV TRARITERAL TWe RN KRR BY Uz -3y
ERHELRITTSDET,

nEE:

LNy 7R —> ORESE, RE&HIHE. BRSSP & DR R G & ICE3, 19994 & D BUfF&. 20044 & b BUE&REILR & U CHAfTBARERM
%= 1. ZOOBEGE [CHRARIINA / R=2 3 VA VY RT 1 T 12— M2 ZRIL ARRIUEEALR ICHE, 201 2F48 LA A~ Z AR
7 « 7RI ARREERALRICHIE,

B BEEHR(BEE ELP)
= HRREHINA /R—=2 3 VoA Y 2T ¢ T 2 — b AREHRER. RRRH AT bR T 1 7 AREHRALR. 1992F. DRI &l Atk
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1. 1Y73A39FvEFa2UTa

Tor D1l

SaEK.ERBEEICHAZNTWBTorOEH EBNT B &,
MEEREICHAOSRBEEOANBAEENRICERINREZYILY £ 7ZeuSOEECitadel R U,
EESEMZAW7O0R )L - REICZHEULTVWSIBBICOWTEHHLET,

1.1 BU&HIC

1.2 4FV YV

COLIR=KEF . AVF—Xy FOREERDOHICIIE
BB LIE—RIBR. 1> 7Y NOBAIBR. Y —EX
ICRET 21ER. B HERICH 2 EEPRG, SBLIER
ETIC DG UM YT MCDODWTEEHZED
TI.SEDLR—hTHRETZ2012F10AHL1 5128
FTOHE TIE. KA & U TAnonymousDHacktivismic
SBWENEHEEL THED . EVOCBTRARERZHE>
EENAETELERNVWTEREL TWET, £, BEHOE
A=K MY ZLRILRAA Y OBRGKEBICTT 2 KHE
& D ERABRERBEVEETRAA Y DOESED PR
SANREELTWET, BERERICE WTIE, ERIRED
AIAEZNICEAET 2 —EOEHINREFEEERD
F Ul Tl ERNBUFEREEICE T2 YILY 2 7REES
BHELTCWET ZDLSIE. 1V T —Fy hTIRKA L
ULTEL DAV ITY MDRET HRADHENTNET,

Z0ft 29.5% ME3B1E 29.9%

E$ 0.8%

BEER 0.8%

EF2UT 14 39.0% _—

-1 A7V 5ILEE(20125F108~12H)

22T 2012810A N 5128 £ TOEARIICIIAELD
WolcA VY ITFT U RE ZORGERUVUET 9. ZDH
BICE Do TeA YV FY RO HEER-TICRLET™,

B Anonymous# & D;EEl

Z DHIFIC & W T HAnonymousIc {3k & 11 % Hacktivist
I & D2ESEETIBE L TVWE T, IRABRBHPERICE
U T ZHOEDEEPBINEEY 1 hMCxd 2DDoSKE
PERBAVWEEIRELE U EREFEE & L TE /N
LRAFFOAYPHRADS AT ITIEICLDEEP
HEAOIMBEE L TiTbN oA X T T/VBFEEY 1 b
NOKEL ZNICNTIMEERSNZ A AT ITILHS/
L ZFFANOKENFKLE L TWET (Oplsrael) %, T 7
AT KBEICLDAMBETORATPEEIERZDE
EREZKZRIAHNS. TEICLD2ERGZERIAIE
WTHED. ChZzXEITZ2EMNISITIY T NOBAEA
BEYAMNCRTBZ2HENTONEL(OpEgypt)o
ZOMRE, RV =TV, T I VIEE QBTG EIC
U THEHEMNTONTWE U, £, Anonymous® k
L—RY—7 &7%>TWBGuy Fawkeslc BIRATEERED
SR HDGuy Fawkes DaylcHht T, 1TASHICEH#HTH
BRI hE Ui,

10BICiE. hF T THREULLSNSICE D WU HIc K DD
INBERUCEHICOVWT. IIEELINIEREEETE
ULAFRLED (OpRIP)\12B . AxF Ay MHDNE

1 ZOLR—RTREDESTeA Yo7y M Bk BEFEREL EF 212U T« B4 ZOMOSEEICHEL TV S,
s>y —%y NPRHIAEDRETCIKFAINTVWE R Y NT—JHEROY — /B VT N 2 7R EDRBEANDRIGZE R,
BFER EACL2ERRFB L. BRHEICERT 2HEL L BRNOBRCEBRNGARY NMCBEET 21 Y YTy MMOKRIEZERT .
B EELELOTERERE TOBERICERICEEL THBNIEEVHICE T TR -BR. 1V YTy N OB WHKREDEEERT,
EFXF2VTFAEH T—LREDTILY = 7 DFEMHP HEY 1 MADDDOSKER E  BEMICHKELIA VYTV M EZDORIEETRY .
ZOMARYNMCKB NS T4y VERREBEFELF 1Y T ICELZEOTEBRVWA Y Y FY P EF 2 U T BREBE RS,
*2 Bz (&, Oplsraellc D W T, R MHackmageddon.com & THEDEENE & H 51T W3, "Timeline of Opisrael' (http://hackmageddon.com/2012/11/25/timeline-

of-opisrael/)
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RTHREUVICRIAFABMHICEEL TREBEDEEERY
BETOESHZE FE U CBHBRERETS REEERAD
WEZT5%ELTWEI (OpWestBoro)e 2D LS I
AnonymouslE kA & U TRREBEE Z1T> TWE T,

F7z. AnonymousUAD T I — I LK 2EHHEHRREL
TWET, 108 ICIF. TeamGhostShell & & 2 AE D IC &
. BRZECHEREEDOKZOY —/NICHULREF I X
SNBEHEIREEL. BENLTHOY MERZENLH
SN E U oo TeamGhostShellld, 128 I b R K E DK
DEZEPHAFERE R L ICH U TRRICTRET 7 2 2% 1T,
BARET IO MERBZENG0FHZRLTWET,

BREFMEETHLWRESNEEZRE LTV
ACTA(BERDEG | DRFLEICEE Y 21HE) ICDWT, BHAT
IF. 2012596 ICRFBFARZTIIRL TWE LAY
10B5HICE#REEZR CRHESEFTELE LI ACTA
s L EIEBAD DO TERDET, UhLARAS,
DOHBIC B> 1 KEFE 2 & BBRlShETATUL .

W fE55E & Z D3t

Z DEAR A T 1. Microsoftit dWindows™*5*¢, Office™"*®,
Internet Explorer*®'%%z & TIEEN TIoN £ L fzoAdobett
MAdobe Flash Player. Adobe Shockwave Player: &
THZL DIEFENRE DN DIEENTHONE LT, Oracle
HDJavaTIIEFIDEH M TN, % < DIEFFHEIMEIES
NTWET, INSDMEHEDOWV DMFBIENTONS
BIICEBANMER SN TWVWE T,

Y—N\F TV Tr—2 3 TlE T—IR—=ZH—/\& LTH]
HEnTw\waOracle TH¥H T & ICITOhNTWBERNE
I, BHOBBEMNMEESNE Ui, £7o. DNSH—N
OBINDTIFRFEDY Y —RLOA—RICLD. H—NDEHE
FIEES|ERIITHREDHRBEMNMEEINTNET,

Web7 7o —>3>7L—LT7—0ULTATDEWL
Ruby on RailsTIZSQLr > ¥ = 7 ¥ 3 Y ATRER B 1&
MNEOMDEESIN. ZORREETHZRUbyTH/\Y
Y2 BBOREBEMEESNTVWET,

B ccTLDADKZE

COHETIE ccTLDICH U TOHEE ZNIC KD R X
AVNATv Yy IDEBHKELE U, £I10BICTF A
WY RDODRAA Y THZie2BEBLTWBHLIYZNY
IEDRA.FIABL TWCMSOEHBUENSRIEF 7 E X %%
IF.Google.ie®Yahoo.ie"m EMR A AV INA I v v o EIh
SEUNREVFEUILITBIRIEISERI VYD RAA VT
HBpkEEELTWVWBL IR KN UPKNICD Y — /NS, B
BFHENSSQLA VIV TV Y a Vv HEBICL DR ERAZR
F2B4D R XA VICDWTRAASYNA TP v IEND
EUMNMRELTVWET, 202B%ICIF. V- =7 (ro)
THRAKOEHENREELIC I EDREINTVWET, 128
ICIEBILEFDRAXL Y THBrsTLIRNTHHES
NIETETRAAMYNAI Y Y I EINDEHEIRKELE
Ufco WTNOEHTH, & <H SN 7=GoogleYahoo!,
Paypal& W 7z RIAREFED R X1 AR T, FIA
ENMBOTA MIFBESINDBEDHENEFE U,

*3  ABE TEHEICKL D REROIGI OB LEICEY 21E (ACTA) 1 DfF#E (http://www.mofa.go.jp/mofaj/gaiko/ipr/acta_teiketu_1210.html)o
*4 Y40V 7k EF2UTc1ER MS12-075 - 22 Windows I—XILE—R RSIA/N—DfEFEHEICLD. UE—RNTI—RHAETINS (2761226), (http://technet.

microsoft.com/ja-jp/security/bulletin/ms12-075)

*5 Y40V 7k %2 YT 1B, MS12-078 - £2 Windows A—RILE—R RIAN—DEHEMHICLD, UE— N TI—RHETEI NS (2783534); (http://technet.

microsoft.com/ja-jp/security/bulletin/ms12-078) ,

*6 'R0V 7 b £F2UT o ER MS12-081 - B2 Windows O 7 7 1 JLIREIYR—X Y hOEHHEICE D, UE— R TI—RMNEITIN B (2758857)) (http://

technetmicrosoft.com/ja-jp/security/bulletin/ms12-081),

X7 40OV 7k £F2UT 1 BR MS12-064 - £2 Microsoft Word DfESEMHICEL D, UE— R TI—RHETE NS (2742319)) (http://technetmicrosoft.com/ja-

Jjp/security/bulletin/ms12-064)

*8 Y40V 7k £F2YT«EHR MS12-079 - B2 Microsoft Word DfEtElc kD, UE— b TOA—RAETEIN B (2780642); (http://technet microsoft.com/ja-

jp/security/bulletin/ms12-079),

*9 a0V 7h %27 ER MS12-071 - R Internet Explorer AORBENAtF 1V T« BH IO Z L (2761451), (http://technet microsoft.com/ja-jp/

security/bulletin/ms12-071),

*10 '™*420OV 7k %2 U7 1B, MS12-077 - £ Internet Explorer HORBEN G EF 21U T« BH 7O 5 A (2761465)) (http://technetmicrosoft.com/ja-jp/

security/bulletin/ms12-077)

*11 ZOFEFHICDOVWTIFHHPKNIC (http://www.pknic.net.pk/) h 5 FEEEASE T W e, RIEFIREL & THEBTE %,

© 20313 Interpet Initiative Japan Inc.
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@ 1 B EFEASEICHEVWGEBERY U Y O— RORMEEILICRIBERE—HICDOWTHETS hico
XALF. TER24EEEES  EFHERRIEIC D W T (http://www.bunka.go.jp/chosakuken/24_houkaisei.html)

2 -
2 H :"TeamGhostShells i€ & D HEREEDEBDKFE DY —/NICH LRIET 7 EADMThh. BENBERIRFS Nice COFHTIIAARTEE
3 HBDORZTHRENRELTWS,
Bl Z L RDERARFEDHFKERTIIEHOWeb —/\NRIEF I X% IDPX—ILT RL AR EDERMNTH U & UTWDEHRKE, TEEADR
E7 7RI & BERFHICDWT (http://www.u-tokyo.ac.jp/public/publicO1_241005_02_j.html),
4 L
5 4 H ENISADQEIC L D HIB00ASINT B KRBT 1 /\—KEEE "Cyber Europe 2012, KM S i fco
ENISA. "Europe joins forces in Cyber Europe 2012" (http://www.enisa.europa.eu/media/press-releases/europe-joins-forces-in-cyber-
europe-2012),
6 L
71— | 7 B SERRIEVAIRBRE IR L DWebH 1 RMADREAEZAHITONIBEROBHICOVWT EBRRBHIEEL TWeZ EDREICKI DBASH
IZ18 > feo
8 -
9 B :Adobe Flash Playerlc. RIE& TP AFED I1— RETOREMEN G BB ORBENKE I N BIES hi,
9 TAdobe Flash Playerfdt+ 1Y 7« 7 v 77— N 2R, (http://www.adobe.com/jp/support/security/bulletins/apsb12-22.html)
9 H :Microsoftitid, /N1 F UANDBRICEDNc—E DT I F VGEREIC DOWTGBYRY A ARY Y TRIEDN DLW TWAWZ &lc& D EF 1 U T+
10 B 7OV ILBENMELSA Y AN —IROT VAV AN—ILT 2HBEICBREZS52 5 LTERYITZERN OV LDOBY V-2 %fTo T
R0V T K £F2UF 1 ZRINAHFY (2749655)FBESNYA 70OV 7 N N1 F VU ICEE%E 52 2 ERMEDRE (http://technet.
11 microsoft.com/ja-jp/security/advisory/2749655) .
9B :FAILTYRDieDLIYRKNYTHBIEDROIRIET VR %Z(F,Google.ie & Yahoo.ieht/\ 1 I v v I SNDEHENFKE LT,
12 SIS DWW TIE RDIEDROIREICFEL LY. "IEDR Security Statement" (https://www.iedr.ie/wp-content/uploads/2012/12/IEDR-Statement-
D-issued-8Nov.pdf)
13
108 :Microsoftit(d . 8BICAR L cRE1024E Y MRBDRSAF —%ZEH U cFEBAE OERZHIR T 2WindowsFDEH 7O S AIKDWT B
14 EEHIC L DEREMBL I,
RAVAV TN X2 YT 7 RINAHY (2661254)FEBBZOHEOR/IMEICEY 2F# 7045 A (http://technet microsoft.com/ja-jp/security/
15 advisory/2661254)
108 :Microsoftit (3. 20121080 EF 1 U T 1 BEREZAF LU MS12-064D 14EDRR E6HDEEREHZ Y U—A LT,
16 2012 £ 10 BotF 2 U 7 1 B3R, (http://technet.microsoft.com/ja-jp/security/bulletin/ms12-oct) o
10H :BIND OXICRHEDT—F I & D AL 5 Y — E B ARSI (CVE-2012-5166) N EDM D (BIEE hfc,
17 Internet Systems Consortium. "CVE-2012-5166 [JP]: fAlICHIZ S 1 /=DNSDF—% I & ZnamedD/\> 7 7 v 7 (https://kb.isc.org/article/
AA-00808/0),
18 m 108 :ASEANEE & OEFRMARERE - B %8t s 22 £ 2 BIE LB S OA -ASEANBEREF 1 U 7« BUReZ M BATHESI N,
NEEBRRREF 1V T Yy — "E5EH-ASEANEHREF 1 U T« BERRE DR, (http://www.nisc.go.jo/press/pdf/5th_aseanj meeting_
19 result_press.pdf)o
20 T1E SEEAY T OF Y hT—0 H XS OWebBIREREIC. BIEEMIC & D EMOEZEIC & > TERDRIEEETE N5 RIS B MBS
Rahi,
21 JVNTIVNVU#265532 EED XY N T—20 HXZ IR OIETEIE (http://jvn.jpo/cert/JVNVU265532/index.html)
22 178 :Oracle # k. Java SE JDKIRUUREDIIEI T £ DEFIT v 77— M EABLEEO I— KRBT IRARSEE 800 ORBIUEEE L,
"Oracle Java SE Critical Patch Update Advisory - October 2012" (http://www.oracle.com/technetwork/topics/security/javacpuoct2012
23 -1515924.html) o
24 M _ _ N
m 238 EREEET 7 OMARN EHmANDO T I L AFUEBICOW T EZEICRBTE D LS CHEDH D BB EOERZ R 5745 ERNEYIIRE
ENEHEONDBEE RS .
25 -
26 248 :Adobe Shockwave Playeric EE2®D 1— RETOAIREEZ S BER OB ENKES N BESI N,
TAdobe Shockwave PlayerfBtz¥ 1 Y 7«1 7 v 77— k235, (http://www.adobe.com/jp/support/security/bulletins/apsb 12-23.html)
27
I ([ 258 :Microsoftit & D, 1—H+ V9 —7 £ R Pt 1 YU T 1 BEEDIEFE T > /o3OS, Windows 81553 1ufc,
28
278 TY X7 AOREEBRMENEH > F2 U T 1 1> b, Hardening One  h'BfES iz,
2 SHEIC DLW TIE RDWASForum®dHardening Projectz S8 D Z & (http://wasforum,jp/hardening-project/)
30 -
30H (YILY z PNRICEAT DARBMROERL . VILT L PHREITSILODAMBRZETST7—0 23y A RILY 2 PRHRARAMBERT—7
31 ¥ 3v 7 2012(MWS2012) RS 1z,
TRILY = PRHRHARAMBRT—2 >3 v 7 2012 (MWS2012), (http://www.iwsec.org/mws/2012/index.html) .
LA @ mse LEEUESE T B E = B zow
AN BRRER
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ccTLDZEBEEB UL TWALIYRAMNIYPLIZANIANDK
ENBINUIEBERICIF.Z<DANEBRIZRAMNVES
DEHDORAA YV ZE—EICE D I ENAIRETT, BT
Kaspersky Lab#t® 7O THES W TWEEF ?D &
Slc.Google Public DNSIRENTDETBTED EEZS
N3DNSH—/\\EWEhbtEZ{ToBEATHHDIPF R
LZADNRZ e BEDOFRETRETIN DN RN EE
ZAENFETULEDLSIC.ccTLDZERT 2z RET
22T ELDFAAERC.[ISCIEDTERVWEEEZR
FYENTEZZEDS AROKEEFSEDREL T
HHond I ENEZSNET,

B AY—RT7AYDF7TVTr— 3y &Y —EREERKEE
A2 =49 —>3>77YDSkypeTid . Webt - ~ LD
NAT—RUEy MEEICRSEEDROHDD EESINE
L7c* "3, Efc. SkypeTIEA Y RI Y M Xy -V %F A
UTIEEBT 27— LDRTHHRES N TLEI Y, 032
Z—>3>7 7Y DLINETIE AndroidiR 7 7Y o —
Y3 Y OBEHICHEWN RIESBENEMD ™ 710N EEICHE
Rt BEROEFARDL S BEIICLINEICRIEEHE
MENTUESREAMFELEL £ LT1*'° Facebook & D
EEHLEETld. Facebook 7 717 ¥ N TORIE &AL

FIALTHERICABSNBVWREADEELE LY,

AR—=KNTA>DF7 7Y TIEHNEBDSNSEDEHEIC LD,
BeADF77Vr—3vaXDENICFIETE 31260, B

FBATETVWEI U UL—AT FAENERIL R WE
EPESIAAZIT oD, H 5 W EInRADOEANIEHR Z INE
LichizE BRZEMNE ULIcBEX 7Y bERSnTL
I ZDESB. 77U DY —EEEEENBA SN,
SNSTHICRADBWRIBZENEBREDWENFELEL T
W2 & UTIPAL D ZDEAFH) & REREREY —EZDER
D3H LA EDINEE R EDLIFUNIMNTONRELE,

W BAFEE D ER D
COHETHHRAKERENDKEN WS DMEBEE I
DEUR I0BICIF4BICHKE LU IcNBENZFERLZEF
A= D BREShEZEENBUORELELL Y £ F
BNz TR EERE (JAXA) TIE BEDOmARN IV E 21—
YIOAIINRICRERFEL. OF v SNEEDEBOABICKZ LY
U TREMN B 2 T DRI NFE LI, ARICEED
FAETZ/Y IRV E1—F 71 L RICELET 2EH
FEARTOMRHAREETEREL TVWET,

BUF#E OB E & U Tld. BUFEEo 1V 7 1k %
HELTWREREF 1V 7« MFHEERFEDOE QIS
HFfE S 1. SHA-1T R URSA1024D BFALICH > THES
S5NTWSBAFEBEORS 7L T XA ICHRZBITEIC
DWC EFNLGHEZERT 2HENMTONTWET, &
fo . OB ICHRAE U BT HEBE ICN T 20 M N\N—KEBICET 3
WECBREAICE T 2BREF 212U T WEOID HHH
RRICDVWTOMENTONFE LI*,

*12 FHMIC D W TIE RDKaspersky Labtt ®SECURELIST Bloglc & U W, "Google.ro and other RO domains, victims of a possible DNS hijacking attack" (http://
www.securelist.com/en/blog/208194028Google_ro_and_other_RO_domains_victims_of_a_possible_DNS_hijacking_attack) .
*13 Kaspersky Lab SECURELIST Blog."New Skype vulnerability allows hijacking of your account"(http://www.securelist.com/en/blog/208193933/New_

Skype_vulnerability_allows_hijacking_of_your_account).

*14 Trend Microft.Th LY RY 420, AL ARBRFEET Y XU —LKR— K [20125F 108 E], (http://jp.trendmicro.com/jp/threat/security_news/monthlyreport/

article/20121105073724.html)

*15 NAVER LINE. "AndroidhRLINE 3.3.0TH4 U REBDRFEV EEED T3 (http://lineblog.naverjp/archives/20587620.html)
*16 NAVER LINE. "AndroidhRLINEIC & (F % Facebook & 72 & E#E#AE(E LE D HH1 5 1 (http://lineblog.naver.jp/archives/20601519.html)
*17 IPA.T2012F10B DIFEUH T SNSICH T2 —EXEEICTER ! 1 ~ HBLEOGRTHFICELNTLEVNET ~)(http://www.ipa.go.jp/security/

txt/2012/10outline.html) ,

*18 WREF. 'TWERZER>cEF X —I/LIcDWT, (http://www.cao.go.jp/press/2012101 Tnotice.html)
*19 MZITECEA FHEMZMAZFTRREMERE UAXA) VAXAILR T2 Y E 21— 71 )L ARBREORKE R VERRRO ATEEMEIC D W T (http://wwwjaxa jp/press/2012/11/20121130_

security_jhtml)o

*20 MIZTBUEN BARFAOMRRAAEE. IV E1—F TV RAERIC L ZEHRFA VDO ATREMEIC D WT (http://www.jaea.go.jp/02/press2012/p12120501/index.
htmD o ZFDH X —ILT RLZADNRA WU ATREMENH 2 EDNRARI NI TAVE 1 —F T IILABREIC L ZEANEHRFZ VO A BEMIC D W T (http://www jaea.

go.jp/02/press2012/p13011801 /index.html) .

*21 NEBERBEHREF 2V T Vv —"BHREF 1V T A EHEERE (CISOFERKSER) BESRIKACEM 244 10A 26 H). (http://www.nisc.go.jp/conference/

suishin/index.html#2012_5),
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() 18 :2011E7A Il UTe, " 1 N—ERICET 2RI DEDS N,
ABE. T N—IERICEET 254 BEFR: 1 /N—IEFREM) 1 (http://www.mofa.go.jp/mofaj/gaiko/treaty/treaty 159_4.html),

2 B #BA LD FAENTLL TEFELANZFIAY 2/ HICRIERINSNEW R Z L U —RABENL O L TRELANZFIR T 3 el iz ARSI N,
T—RAAENZO U TERLANZ MBI 2 2 IcaDARK, (http://www.soumu.go.jp/menu_news/s-news/01ryutsu03_02000029.html)

6 B (1Y RXIFDISPT/\— R = PEEIC & 2BCPORIEEEE N FALE U, Googlett D GoogleAppsi & [CFLEMNE U e,
FHIIC D W TIE R D CloudFlare Blog T S 11T W%, "Why Google Went Offline Today and a Bit about How the Internet Works'" (http://blog.
cloudflare.com/why-google-went-offline-today-and-a-bit-about) ,

6 B &R EER S 7 4 v YV TIERT A MCOT A Y VBRI RERBERANZRI R Y TT7 v T Ay £—IDRRS N BH/cBFOHLFER
Snfc& UT 2L Eh SRR Th .

BIZEERTHSROFEMEEITON A V5 =y MY F Y TRBEZOEAEREE > L BFOOERICH T 2MEIC DV T (http://
www.npa.go.jp/cyber/warning/h24/121106.pdf) o

7 B :Adobe Flash Player(c . RIEM& T P ERD I— RETORREELH 2BBOMHIENRER S nEES N,
TAdobe Flash PlayerBDt+ 2 U 7« 7 v 77— kA (http://www.adobe.com/jp/support/security/bulletins/apsb12-24.html)

|@ 7 8 xEcarmrmmaEsTONL.

8 B :Adobe Reader X/XIT. HY KRRy & Z{F#E#AEZTO L TERD O— RETHITON D REBOBEBENARS N,
RIS D W TIE RDGroup-IBOFERICFE U LWhY Adobett TIEFMIARBHRAMRHI N TE S T ERIBNA WD ILBERTARVE LTVS,"
Group-IB US: Zero-day vulnerability found in Adobe X" (http://www.group-ib.com/index.php/7-novosti/672-group-ib-us-zero-day-
vulnerability-found-in-adobe-x) »

9 B :Twitter T. 7 AV Y RHMBES N TREEL B D1 HIC/IKRT—REY Y K UTc & T 2BEF XA =LA ZHOTwitter 1—HICE < EHHH D
FAEOE TREL U .
Twittertt, VXRT—R Uty kDX —)LIZDWT ; (http://status.twitter.jp/post/35279010388),

108 :ruby 1.91c./\v 2 2 FEFIKEIC & 2R IEFIED AIRERAESS 1 (CVE-2012-6371) AR DM D BIES e,
Rubyd = 2 =7 « Mruby 1.9 IC&IFB/\v > 1 BFIKEIC & % DoS fed81E (CVE-2012-5371); (http://www.ruby-lang.org/ja/news/2012/11/09/
ruby19-hashdos-cve-2012-5371/),

148 :Microsoftit(d. 2012F1THEOEF+ 1Y F 1 BHRZ AR L. MS12-071-MS12-075%2 EVAHDRR ETHOEER VN 1 HOEE ICEFNIEH
ZJYU—R U
2012 £ 11 BotF 2V 7« &4, (http://technet.microsoft.com/ja-jp/security/bulletin/ms12-nov) .

158 EHDAndroidiiR T Linux A—RILDFRENE LUK BWMEGEREDY AT LT 7AIVIET V2 A UIBRICRERAEVBIRIC TV ERTZ T
EIRED REFLETZFREANRONDEES NI,
JVN, TJVN#74829345 Android OS % E# U e BB DR ICH T2 Y —ERERHE (DoS) DAEFSHE. (https://jvn.jp/jp/JVN74829345/),

18H :FreeBSD.orgh 9B NS RIERAZZIF T\ EZ2RNRUTc. REIFHRKE DSSHEIRE UicZ &L &2 EHEAEN TV S,
The FreeBSD Project.. "Security Incident on FreeBSD Infrastructure" (http://www.freebsd.org/news/2012-compromise.html) .

m 19H (INSAK D SNSOtEF 2 UT A P75 NI —|ICBDhBMHEZ F & DIcREZESNSORLBHE A NARI N,
TSNSORLBHEEA~EF 21 UT 1 & T4\ —DFBEEX T~ (http://www.jnsa.org/result/2012/SNS-WG_ver0.7.pdf)

208 KEBERIXADNTPY —/N\TEENFEE L B R ERRUILI EICL DV RT AN T TILHFEE UL,

FEMAIC D W T Bl Z IR DMicrosoftit Dblog#k & THEFR T E %, "Fixing When Your Domain Traveled Back In Time, the Great System Time
Rollback to the Year 2000" (http://blogs.technet.com/b/askpfeplat/archive/2012/11/26/fixing-when-your-domain-traveled-back-in-time
-the-great-system-time-rollback-to-the-year-2000.aspx) »

m 208 (BT BEBEN S LY I T —N\EEE KT 2T I HRERERIT. [T -9 Y5 —FREXEOY - EXFBICHET 2BRFREE

B B ARS nc,
F—5tyy —FRELEOY —ERFBICET 2BEEBEEEREME] ) (http://www.dekyo.or.jp/pmark/sinsei/data/tyuikanki.pdf) o

L LA

26H ERMEBIAT S 2T AORRICIEE U TWeEBRTAREOHEN Frvyah—REBEL TREZ5|IEH U L TR BE .,

27H :SamsungttDEHD T Y Y FICSNMPIZ 2 =7 « XFFIA/N—RI—RENTWB T Lic & O EREEETEMNICREL TH BRI BENR
FREB>TUERSHBEFUEIRR S N
JUN, FUVNVU#281284 Samsung 87U > %I SNMP X 2 =7 « XF5HY\— R O— R & TWB R, (http://jvn jp/cert/JVNVU281284/)

28H )L—YZTFDroDOLIXKNUNRET VX %2FF.GoogleYahoo L Wo e HEB R XA YV EELBBD RX A YR NAYv v I EIndE
BDFEL .

300 :FHMZEMFRRAAEE JAXA) I BEDHAN IV Ea—F I )LRICEREL. AT v NEEOEHRNFZ VWU ARENH 2 2 L e nKR LT,

TIAXAICHF 20V E 1 —F U+ )L ARBRFOFEER ERRRO AIEEMEIC D LT (http://www jaxajp/press/2012/11/20121130_security_jhtml),

CAe 1 |@E mewe LEEUESE T LR R R E % B zow
AN LB ARRLER
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EFEEDOERD A B ML TIThNTE D 10813
5 H- ASEANE®REF 2 U7« BEREBDVHATHE
SNEREF 2V T« BRERICN Y 2BUEOHE. 5K
¥V T ¢ BEEBREEGH DR CEREOETDE
BEREF21U T ICB T B —BOEERLREDID
HAZHEEL TV CERENMER SN TVET,

B HEY AT LATOER EME

BV AT LF THOEERFERE TELNTWS T
TG EEPHRFHOREBY —EXTH D KEDH
MY AT LAEBPERIVPHABREDIRILF—DE.FIC
FRFNEERERESELEENERINIZRFECHE
BT LEUTHRANEDN > TVWET,

— AT BRBE M E B WHIE Y R 7 AOFBEIEDIC
DNTHEY AT AICEHE L&YY 7 by = 7 D5
HAERINEEE R0 HIEY 27 L% B > L HEY
NI T PREICED N TTILOERERI N TVWET,

KEOHE Y X T LKL L fcCSIRTHE T % 5ICS-
CERTA.EHHICRITLTWE 12 —ALY—ZRTH.
BEY 2T LCHT 2BRSEML TWE 2 EHHERT
EFXTCDESBRAL S HEATHHEY AT AICKT
BEFLVTAYRIAY NOBEEIELTETVWET,
NEZF IPADSTHIE Y AT LAICE T 2EF2 YT
NRIAY NIRRT LOBEICH T o SIS X T LICHF
B2EFIVTANRIAVNCEITZERBEEZRELR
IEC62443-2-1 (CSMS:Cyber Security Management
System) DfEREI DRI NE LI,

N ERREVILA

COHBTIROERIRIEY IV RICEEY 2 —EDEENE
BERBRDRUTL2012F86BEL D A—ILPIETRIRG EZ
FRAL TREFEPERTFENMTON I EHNLHAELEL

R Ulco NS OEH TR BUSHEE P BIaADEH. 8
BOSEPANRY MBICIEASRRE L TEBEBPFED
TONFE U W DD DEHTIE Ihic & D BRIt
PR EE TS DD ICRITEDEM Z &P TIP3
EVS ERIEATONE Lo UN U T0B IR D RIS
NIEBRFREDPCHIAIILAICBERL TV ENS. 2D
PCEBAEBE LIBE=ZEDLTICL DTTREMENBESH &R
DEUIEIC.EIRA LT 2 AU 5 FELTEBICZ
IA B E DIRBEEERIC A — )L TIRITFHAMNEW I & T,
BEOBANGHEVLPEZAHD . COANACLDHDTH
BOEEENTTEX U

SEHOEHRRELL2DDEFHENEITSNE I 1 DEIBTR
ROBEZAAPA—IDXEREDRERKEERILL.
fIREOREZREICT 2V —ILTHdTorhFAEI Nz
EEZENZZETI,TorlcDWTIEM.4.1 TorofE £
HETTSRIIEE W,

HI1DEFLRTICREROKEFENMAINE U 1D
FI7ORYA NV TZRANT74—Y 2 U (CSRR)T.BA
DRBEB/RIRIC A AEFEDOR—LR—I DETHA
7 A —LICBRITFENEZAENZIEOURLZEZAH, &
DUy EIY Y LEBRIRFIAENERE T YUZER
ICFEERTBL TWE LIS 1D2IEBEDOV T ILRICK
DEBRIETC. 7=V I MNREEE S TE=ZHFEDPCICY
AIWRAZEA YA N—)LERROBTRIRICEDINIERICEL
BIEBIRIET. ZOPCHSBITFEZB/RRICESAAT
WE L,

EES5DFELHMUWVWFETRBIUFINS LK< fEbh
TWBFAETICSRFICDWTIE, Bl 2 1F20054 ICSNS
YA hTURLZZ Uy I LcFIBAEOHENBFICES
RENZBHLBENREL TWRIERIBIEZITOD
AIRIEDVWTH EL [FT9984F ICFERE & 74 > fcBack

*22 2010FICHRERSNIEERHEY X T LAZZENE LTIV T 7 THDStuxnetid EDYH %,
*23 ICS-CERT."ICS-CERT Newsletter the 'ICS-CERT Monthly Monitor," October-December 2012" (http://www.us-cert.gov/control_systems/pdf/ICS-CERT
Monthly_Monitor_Oct-Dec2012.pdf) o IPAN SR M HTWSBICS-CERT Y Y XY —-EZ¥— (20125F108/118/12B&H#%5) #E, (http://www.ipa.go.jp/

security/controlsystem/pdf/MonthlyReport_201210-12_r3.pdf),

PATHIIEIY A7 AICHB T2 EF 2V T A YRIAY NV RT LAOBEICH T @RHE D AR (http://www.ipa.go.jp/security/fy24/reports/ics_management/

index.html) o

*24 —EDBEHICOVWTIE, 2013F2RICAFENRBSNZ XTORE BERT DR—LR—IPFacebook’s & TEHDFPHERIZHDOIFONI DTN,

© 2013 Internet Initiative Japan Inc.

A1VI7ZANS09FvEX2UTa



N
1N
o
|
s
p
i)
H
AN
N
2
X
N
N
A
\_

12BDAL> 72k

1

20

21

22

23

24

25

26

27

28

29

30

31

AN

=

m 3 B [IMTUHREBRBESEESEWCIT-12)07 5 JTEREERD R/\+ THES h. EBRESEERA (TR | International Telecommunication
Regulations) IEICHEW. 1 > 5 —X v N DOBHEREEZECERORERNMRESNEBE B> o
KRB CTRHITROFEXENMFIRS NIch BRRBRETORD > . RREIC DOV T DHAZIEROBBE DD F & HITFEL W HRBA. ITURERR
BEREESHE(WCIT—12) 4 (http://www.soumu.go.jp/menu_seisaku/ictseisaku/cyberspace_rule/wcit-12.html) ,

5 H :BIND OXICHREDT—F IC & D4MERA 5 ¥ — £ RS IEFIBERR B 5514 (CVE-2012-5688) R D H D (EIEES N fec,
Internet Systems Consortium, "CVE-2012-5688 [JP]: DNS64%F|F9 3BIND 9Ot —/\HliTShic/ TVIC L >TY Ty ¥ a29 3 (https://
kb.isc.org/article/AA-00832) .

5H 74y YIURERERLD. 7 v IV THROBERAREZBI U ZONKRERULDEBERIT 7 « v I Y TFEREEA A RS > ih
ARSI Nz,

74y IV IRERBRR THEERT 7 1 v VY TFERNEA A R 51 V) (http://www.antiphishing.jp/report/pdf/consumer_antiphishing_
guideline.pdf)

58 EIEFDrsOLYRXRNTDIDHRIET V2R %%(F, GooglePYahoo b WH e BB R XA Y ZELEBDORX A YNNI vy IEInD
EHNRE LT

SHIIC DWW TIE RORNIDS DR ICFE L L, "The official statement from NiNet Company given on 05 December" (http://www.rnids.rs/en/
what-s-new/%D 1%82he-official-statement-from-ninet-company-given-on-05-december/id/4035) o

108 :"TeamGhostShelljic & O R DB OMEFHEREHEICRIET I L AN TN BENLT AU Y MERBRE160AKI RS
(#ProjectWhiteFox)

118 1O 7 OBRBOBEICT LU TRED, 5 DFENEBELTOhh TWeZ ENRES i,
SHIIC D W TIE R DFireeyett dBloglc 5 L W\, "To Russia With Targeted Attack” (http://blog.fireeye.com/research/2012/12/to-russia-with
-apt.html),.

m 118 :NEERBREF 1V TtV —DERT BB V7 LR 29 THEIHET 'CIREX2012(Y—L v ¥ R2012) i hEiES i fco
NISCTEE A > 7 J L& F 2D BFHEIHIEZ OEBRZICDOWT ~[CIREX2012(¥—L v 7 22012)], (http://www.nisc.go jp/active/infra/pdf/
ciirex2012_2_press.pdf),

128 :Microsofttt(d. 2012F1280F 1 U 7« EHRZ LA L. MS12-077-MS12-079%2 &L 54D RRE2HDEEREHZ " Y —RA LT,
2012 % 12 BOtEF 1Y 7 « 1, (http://technet. microsoft.com/ja-jp/security/bulletin/ms12-dec) »

128 :Microsoftit Dinternet Explorer versions 6-10(C fEEDWebX—IA D JavaScriptic & > T.Y T X - H—VILOEELOMABENEERTE S
BHENARS N,
SHBIC D W Tl R R U 7cEEspider.io®Blogit 5% L L\, "Internet Explorer Data Leakage" (http://spider.io/blog/2012/12/internet-explorer-data
-leakage/)

128 :Adobe Flash Player(c. RIEfR TP ERDO I— RETOTEEMENH 2EBOBHUENEKR SN BES i,
TAPSB12-27: Adobe Flash Player (CB89 % tF 21U T« 7 v 77— M2 (http://helpx.adobe.com/jp/flash-player/kb/cq11281733.html),

128 HLHENFEL TWATHEDOHT 5 LT 21T o e

148 : 7 U —X—=LO/XAT—REREICIBU XA —ILEDZERLE VT AEF VAR IBRERBR CHEENER S N, TOEHTIE. /N
2AT—RESNABED O DEEZBAL/NRT—REZRELILEINTVS,

| 168 :macmrmEmaRRENTONL,

178 :&ESamsungD#FERIHARFACPU Exynos% #&# U 7z iR IC. rootiERZ S S N 2 BN D % 2 ML RE S ic,
XDA Developers, "Dangerous Exynos 4 Security Hole Demoed and Plugged by Chainfire" (http://www.xda-developers.com/android/
dangerous-exynos-4-security-hole-demoed-and-plugged-by-chainfire/) .

[} 208 :IPAL D 201 1 FEDBEHREF 1 U T HEOHEPHROEMBRRE £ L7201 1£E BEHREF 1V T BHRERRAE RSB/ MBS
e ABEDRETRICLDWBICLDEEP AN NI A Y BRETT— Y ZRET DIcHDRENIRT9TH D & W NI TV,
2011 &£E BHRtEF 1Y 7+ BRESWRAZTIRE S = 28, (http://www.ipa.gojp/about/press/20121220.html)

218 :Microsoftttid, 128 ICAR U RIELZWebR— Y ORE(IC & 2ERD 11— RETZELWindows DEHDIEFHEICE T 2EH 707 7 A
(MS12-078) i@ H>fc&E LTHY U—R LT,
ROV 7K %2 Y7 1 1EHR MS12-078 - B2 Windows H—RILE—R RSA/N\—DIHEICEL D YE—NTI—RHAETIN S (2783534),
(http://technet.microsoft.com/ja-jp/security/bulletin/ms12-078) »

22H :Ruby on Rails® XV v Ric, Y E—kTSQLA > ¥ £ 7 ¥ 3 VERERAESME (CVE-2012-6496) 'R DH D EIE S N fc. RHESE M E. RYICVE-
2012-5664H 2 W\ T LW e A'CVE-2012-6496. CVE-2012-6497 Ic HEN S iz,
JVN. TJVNDB-2013-001006 Ruby on Rails F# Authlogic gem Ic&13% SQL 1 > ¥ =¥ > 3 > DHEFE1E (http://jvndb.jvn.jp/ja/contents/2013/
JVNDB-2013-001006.html) o

318 :MicrosoftttDInternet Exploreric, RIERWebX— Y DR EIC & 2EED O— REITHAIRERIEHBEI AR S N,
R4V 7K EFa YT+ 7 RINAHU (2794220) Internet Explorer s3It & O, U E— h TI— RHEITE N3, (https://technet.microsoft.
com/ja-jp/security/advisory/2794220). C DFEEIF1 BT~ 20V 7 k €% 21U F 1153 MS13-008 - EE& Internet ExplorerADtF 21U 7 1
B 7O 5 L (2799329), (http://technet.microsoft.com/ja-jp/security/bulletin/ms13-008) TIEIEE S 11z,

Cam 1 |lE mse LEEUESE 1 R R R E % @ zow
KB4 AR
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Orifice™® ¥, FFEEE & /3 > /cShady RAT & (E N %5%
FRIREHBEE > 1o VIV D = 7 IS & DB R /2 E DS
S5hEITE,

SEOEH T WRED S EOHAIFBTRIRTBN SN
RV 7Rz 7EMALES LI ET UAILR
ZAVAN—ILTEOSN. BOTELOHEZZ T TN
T DL SBWEICEDRWHICEH o & BRI
BZERE> TWeE UTH HBEDADSBWIT 7AILER
Sy >yO—RUED FALED LBEWZ EY. VY
EDOWTHRADIKT VLA UBWREEET Z2LEN
HDET T BERXNBNEKE LTI OSPT 77—
YAV IAINARNEY I NDOERT 7ML EEBICRM
DIREEICRD Z LR EDNRETT,

B Z0fth

TMBIRIE. YU TP TA vy —2y NPEFTEFEDERNZF
FLEMICRIBR I ENEBERDE LY RE I
DWTEHYE. 7AYZANC&KBT—TILYIME RS
NTWEULH 2BRICEIBUEEBRICRESNEE
fefeh EDFAMNTONE L. YUY 7 TIE.BRICHT >
=Y NCOBDSBRLBZERIEELTE D, BT
IC & BERBEHOAREEN IS N TWE TS,

AT =Xy MIRITBEHTIH 12BIC R/NA TlTonic
rwm%lw K[BERBEWCIT-12) T 24E 1D ITH
BESEE BB (TR: International Telecommunication
Regulatlons) HRETZDENEEERDFE U, ED
ERUITRIFWE SN E L ich BMIRE NIcERRRE
Ny =y hOOAY TV YVEHICEE R E DRFIRL

EDBHD M RIGEVE LT BEPKE EUEEE W e
Ez&ST557ETIERBERZRE> TWET,

R Tld XBEEEICNT ZDDoSKENFEAELE L
rﬁét@bibt”ﬁ:@%#ML%MA®W§?mm
<WebT—/\PX—=)LEWo e/ Y F—Fy N EOBEY
ATLANDBEETURN AN—MX =5 —PAY—K
Uy RFODERAED SNTHED. SHRRY NT—TICD
B> IoxBRE SN KESI NS OREEINIEZ S I &R
FAEhTVwWExEd,

KETH NV DY REBHRE L TDA—=ILTHIY MR
ERFBMLTT MR- MERERE S B & LT.201 14
DI0BICARET 7V ERIGEIDDELRFERE TRIFBINT
W AR U R T 0EDHRNENEShTWET™,

AX—=J)LPSNSZRABLE7 v v Y TEHDMEEL TH
ELUTVWET . F . SRMBRICEET 254 Tld. ERY
A MCRTA Y URBICVERDOANZRT RIERNY 7

Ty TRy E—IDNRRINBDALCBFONERSINTL
FI.INSIEFFEEDPCEII TV T P ICEREI G 1Y
-y hNYFUIREOFARKIC. ASEVILKRER
EDOE_RIADERZHFWML &S ERHADHD T HEEUD
FORLBPUBENEBROSREETERI L TWBEL
TOERBEENMTON TWE I . COEHTHRENES
N7y T 7ICDWTIZSpyEye©ZeuSOEE L &4
BOTILDz7iMEDbhTWeeThTWE T, ZeuSD
WREICDOWTIE1.4.2 ZeuSOEEECitadel; HHE TS
B E L,

*25 Back OrificeldV E— R EEBAYV 7RV FEEONTLEINEEL TWR Z ENADERVNESICHEZRI E— RO FIAZCINODMMNTICA VA=)l TE

BB EDSBUED TV FUAINAY TN TRIILT I ZICHEINTWS,

*26 FEIC DWW T Bl ZIEMcAfeett h 5 HFKFR SN T LS, "Operation Shady RATO 257, (http://www.mcafee.com/japan/security/rp_OperationShadyRAT.asp) 7

ExBRDIE,

*27 CloudFlare Blog."How Syria Turned Off the Internet" (http://blog.cloudflare.com/how-syria-turned-off-the-internet) ,

*28 Renesys Blog. "Syrian Internet Shutdown" (http://www.renesys.com/blog/2011/06/syrian-internet-shutdown.shtml)

*29 The National Electric Sector Cybersecurity Organization (NESCO). "News reports of attack on 50Hertz" (http://www.us-nesco.org/tac-diary/news-reports-of-

attack-on-50hertz/)

*30 BE-HEMEREZ MU ILEBAG AV X —9 —REZTFAL TEERHIEPRE

REREEHEL ATADENM,

*31 FBI."Florida Man Convicted in Wiretapping Scheme Targeting Celebrities Sentenced to 10 Years in Federal Prison for Stealing Personal Data"(http://

www.fbi.gov/losangeles/press-releases/2012/florida-man-convicted-in-wiretapping-scheme-targeting-celebrities-sentenced-to-10-years-in-federal-

prison-for-stealing-personal-data) .
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1.3 12IFVhY—~A

1.3.1 DDoSK%

BE. —ROLED T —/NICHT 2DDoSKEN, HER
ICHRETZLSICHR>THED. TORABIEF. ZiFICHRZD
F9, U U . HBOZ E BHEOBERMESERAL
EHbDTIIERL ZEDBEZREI T TBELRZIED
bt —NOWNBEBERICLIEZEDTZIETH—ER
DHEZRSTZHDICIE> TWET,

B EEFHIC X 2RI

M-2ic. 20121081 5128 OEAfEICII) DDoSK g —
EXTED K> 7zDDoSKEDRRERLF T, T T,
[I) DDOSH R —ERDEETHE LHE LU CBERSE
DHEHERLTWET T, Z 2RI MU DDDoS
KECHNLL TWERIN RBOXREZ EEICERY
5 ENRERCH, COEFHDSEBRALTWET,
DDOSKEICIFZ K DHEFENFEL. KENRE A
FEBRBEORE(QRBEP T —/NNOERE) IcL>T. ZDE
BEANERDET, M-27TIE DDoSKER 4%, EIRE
BICNT B H—/NIHT 2HE EERE(1D
DHENRICH U, AR ICHEBEOREZT>HD)D3E
FICHFELTVWETD,

(50
30

25

20

2012.10.1

-2 DDoSKZE D FL 4

2012.11.1

ZD3n AETINEZ 9014 DDDoSKE T I L F U feo
TH® D OXHEIZ9.794 T FIIHLE A LSFIE D
LiR— N & BEARTEML TWE I, DDoSKELAIC
EHZEREREREEICXHT ZBEN.3%, U — /NI
WY DHENT.7% EEHEN20.0%T LT,

SEONRAB TRAS NP TROARELBHEIR &
BREICDBELICHD T RAIH8TppsD /{7 v bic
Lo T212MbpsDEEEZHRESETIRETL,

WEO#RGRE L. A D84.5% D K ER BN 53070 Kk
THT U 14.5%H%3070 LU E24BF R B DEHHEIC DT U T
&0 2485 LG L BB E1.0%H D XL 8RB 5
BliRbR U LKERE U—/NICNT 2RECHES N
5HDT. 1HEARE 102 (288 109) ICh e D KU,

BBTOAHE L TR ZL 0BE BN BN Z-HDIIE
BILZLDIPTRLADERASNE Uco NI PR T —
7427 OFBEP. DDoSKE A TS IcHDFERE LT
DRY bRy NPDFIBICLEBDEEZSNET,

HAWE
EifARICHT 2L
WY —/ T W E

2012.12.1 (Bf)

*32 WEHRICH U ARRTBDERRERTA XDIP/Ty MOZORFZKEBISED DIFZZET BN ROERLIROBEZEB T 2KE UDP/\ry hafIALILBEICIE
UDP flood&MEEH, ICMP/ ¢y hEFIF U5 &ICIEICMP flood & IEIEN 2,

%33 TCP SYN flood*TCP connection flood.HTTP GET flood%{ 272 &, TCP SYN flood K (&, TCPERDRIA DA RISYN/AT v hE KB ICEN T2 & T HEX
RICKBOEROEHE ST T ROMIBEEN P X E 128 % FEEKICFIASE %, TCP Connection flood (&, ERRICAEBDTCPEEEMII S 2, HTTP GET flood B E
(F. Webt —/\ICi UTCPEGZREZ LTcDE HTTPO 7O K JJLOVY RGETZ K BICK T 2 2 & T ARRKICKER ROMIBEEN P X EY ZBEKICHE S T2,

*34 FEETTIP7 RLADFEM MANSDEEICRENNI 0. E ABDSOBIEEICRBEMNI DT B1hic, B/ Ty hORXERIC. LEENRERICHIBLTWBIPT KLLMD
FRLRERMG Uy N fERL =T 52,

*35 Ry h&ld BERBICHIBOCKCH =\ 5D EZIT THEEZRETI DV 7O—FE Ry MISEEF > TERINIcRY N7 —0% Ry ARy REIE3R,
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B backscatter(c & 28l

RICAITOXILY 2 7FESER 7O 7 SMITFD/\
——Ry ¥ & 2DDoSKE DbackscatterfiliE R %
R~UE T backscatter 28T 5 Z & T AMOR Y b
T—J THELDDoSHED—HZ. ZNICNTET S I
EIRKEZFEL U TRAITELT,

2012F10B 5128 O HAME A I &8I U fcbackscatter
IEDWT RIETTIPT R L ROERBIDEEK-3c. R— h 3l
DTy NEHEBER-4IcZEh2RUES, Billahiz
DDOSHEDHRR—KNDSERHEZH >HDIFE. Web
Y—EXTHAEINZ80/TCPT. HRPEICH T B2/
Ty NDA4B8NEHH TWE T X/ HTTPSTHES
NTW2443/TCPP ETAF v v M ETHASZhTWL

Z0ft 15.1% US 37.3%

RU 1.9%

DE 4.2%
TR 4.9%
CN 8.9%

®-3 backscatterf il ic & 2DDoSKEXN KD 4%
(ER 7. =HAR)

SG 19.5%

Uy b (66,110) (49,693)
30,000 —

25000 (57,968) L2

20,000 [~
15,000 [~

10,000 [~

5,000

0
2012.10.1 2012.11.1

%5100/TCP.SSHTHIFAENTW322/TCP/GZ EADK
BHEASN TVWETX-3T.DDoSHEDIR & %4> 1z
IP7 KL R&EZ 5N BbackscatterDHRETOEBIN4E
E B2 & CKEI7.3% VY HR—IL19.5%HA LK E
REGZEHTHED UTZOMOERDHTLNTVWET,

FFIC% < Dbackscatterz 88l L e BEICD W T HEE
DOR—RBlCHB & F T Webt—/X(80/TCP) N DB E
EUTIK1TA23BNN5T11A24BICHhF T KED R X
AYVLIZANSECKREORREEDY —EXZRHLT
WBREEEDWeb Y —/ANOKENERINTVET 11
B19HICIFEHDWebt —/\Wh 5 Dbackscatter Z #38l U
THRD AT VT DWebt —/\ KE DT — LABEEEED
Webt —/N\CKE O —/NEFEEDOWebT—/ MLIOD
FEILRTFA K EWS TcWebT —/KNOBEZEA L T
FI,12B21HICIE. LN/ ¥ O SRR KE O REE
K DWebt — /N Dbackscatterz AL TWE T, Z D
BidZhUACHKEE O 7 OEBDOIRR T« v TEE
EDOWebY —/ \NOEEMNRASN TV,

10830511 B8HICHh I T Webt —/\(443/TCP)
NOKENLGCHKEL TWEI N CNSOKEEY VA
R=ILDRRT 1V TEREEDEHDWeb Y —/NICH T
BPHRETU o COHEBTIEFEY—NIcL > TIFTABRM E
MbackscatterZ 8 L TR D h iR h KI|ELKES 5
e ENMREINEITITAI2ZENSTTAIBHIMIFT
IFFEOT—/NICX T 25100/TCPOKEZ &5 TIAH

other
m25565/TCP
W3724/TCP
W3389/TCP
m5114/TCP
m53/TCP
W6005/TCP
| | | 3 22/TCP
| ] = [ | W5100/TCP
HHEEEHH 1 W443/TCP
m80/TCP

2012.21.1 (B1)

X-4 DDoSK % (c & backscatter#Rifl (BRl/ S v M. 7R— kBUH#ER)

*36 IOVILY T 7EBERATOY I MMITFARBLTWS/N\Z—RY K, 11.3.2 YILY 7 DE# HESRE,
*37 ZOFRIFEICOWTIE AL R—~DVol.8 (http://www.iij.ad.jp/development/iir/pdf/iir_vol08.pdf) M 1.4.2 DDoSK % | L Bbackscatter DEA THAEHEZF DR

FAECLBERAFERDO—ERICOVWTBNLTWS,
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P

BLEBAIL TWETL,12A190ICIFA U < REO S —/NIC
W B5114/TCPOKENSGLBAEINE L. INSD
R—MEBEOF7 7V —> 3 Y THREY %2R— b TER
Weh  ZNZNOHREDRRIEFRETI,

£ SEIONRIPEFRICEBE 2> cDDoSKED S 5.
IIJDbackscatter@BI THRA U KB E L TIE 10AICH
£ UcAnonymousiC &K 5 EEZSND2EHD AT = —
TYBREEANOKE U 108 ICFKLE L The Wiki
Boat Brazilic &2 & ZEZX 51277V ILDFEEPESSN
ZERADOKE 118 ICHE L fzAnonymousZeikolc & %
EEZSNZEHDTorrentty 4 hADKE FHUCLT]T
BICH4% U fzKosovo Hackeric &3 &EZX 5N 51>
H—IR—ILANDKE 128 ICHE L fzAnonymousic & %
EEZOSNDBHBITEZTS>RBAGRNDOKEICL S
backscatterz ZNZNRHML TVWET,

E4%83.3% ER16.7%

Z0ft 26.1% 1) 4.5%

TH 1.8%
DE 1.9%

CN 26.2%

-5 #ETO2 % (BRI E. £HRE)

Uy N )
1,400 —

1,200 —

2012.10.1 2012111

1.3.2 QILY 7 DiEE

CZTIRIUDERBL TWAIILY 2 7 OFEHER 70O
I MMITFRIC K28R RERL 9, MITFTIE.
—MFAEERKICA VI —Ry NMCERLU/N\NZ—RY
N¥ZFBLT A YT =Ry b SEIET 2BEEER
UTWET, ZDEEAENTVILT T TICL ZEIEAICTE
FHEBARBEN WBEZRDIBODRROHEAST
HDEEZSNET,

B E{ERBEDRR

2012F10B A 5128 OEFRIC, NZ—Ry MMCHE
LIBEDORETIPY RL ZOERDEER-5IC, D
EEIBNTY N OHERBRZRK-6IC. ZNZNRUET,
MITFTIE %< D/NZ—Ry hZFAWTERAZT> TW
FIM ZZTRIEBHBEDDFHERD BEL/NT Y
NOEE(EM107EME) L IcHBZRL TWET, Fiz.
ZDEATIE MSRPCNDKED & SIFEDR— NI
BHOOERZH S KRG EHOTCPERZ 1 [ DKE
EHRABLSICHELTVWET,

NZ—=Rvy MCBIE U BE D% < (E. Microsoftit @
OSTHAEZNTWBTCPR— K ICHT BERITHTL
foo £lc AL DSQL Server ¢HIHE 11 %51433/TCPH
Windows® U E—hOJ 1 Ve TH 5. RDPTHIAS
N %3389/TCP, SSHTH| B & %522/TCP, telnetT#|
&t %23/TCP. ICMP Echo Requestic & 2FRETH
bEBASNTWET, I 5ICNX T, 38327/UDP &,

other
m23/TCP
W3306/TCP
W38327/UDP
m3389/TCP
W 139/TCP
W135/TCP

ICMP Echo request
W1433/TCP
m22/TCP
W445/TCP

2012.12.1 (Bf)

-6 N\=—Kvy MMCEBELEEOHEB (BRI-5EER— K- 188B7D)

*38 Malware Investigation Task ForceD#&, MITF(E2007458 M SFA L IEE T /\Z—Ry RZRAWTRY N7 =7 ETYILY 2 7OZFBOEAZTVN. YL Y 7

DFATIRRZ IR U WED T OEAMIER Z E o) MW DB IF B Mo

*39 EHBUEDII 2L —YaVRBEDFET WBZRII DI TREBICE S 23Dz U KEEDITRAYVILY 2 7 OFEHENEZLHRY 558,
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—NBr 7V r— 3y TRAAShE W BRHREA
BEFELRAENE U .

HAfEH, SSHOHERE - BObnsBEBRELTED. FI
ZIF10R298 1 KAV TTATE+FEIT1RT1BIY 1 &

E291.2% ER8.8%

Us 12.9%
TH 13.4%

H-7 I REBONH

(RREUSIRIH)
300

250

200

150

100 1

50

0
2012.10.1 2012.11.1

K-8 #MESIREE D H# (ConfickerZz k<)

(a=—8Rt8)
45
40
35
30
25
20

2012.10.1 2012111

-9 1 =— 7 &E#H0## (Confickerzfz<)

*40 TR NZ—RY MRETRE LYY T 7 ZET,

NLDITAT16HICHFE.12B2BICY Y AR—=ILOETD
DIPT RL Zh5ZNZNEFNITBEIREL TVET,
F7z. 12A8H L. ICMP Echo Requesth Wiichy i 3810
LTW&ET, 2hiE EIC2DDIPF RL AN SHFHFED/N
ZRy MWL TBEMTONIHDTINEZIF RN
e EHL TWET,

B XYy NI—UVETOVILY 7 DiEED
EUHEFRICE T2 VILY = 7 OREREBTOAHZK-7
IE NIV = 7 DBBUSIREB OB ZR-8IC. ZD 550
AU REBOHEBER-ICENZENRLET . DS
5M-8&[M-9TIH. 1B H D ICHE U feE "  ois
RIS, REDEEE/\ v ¥V 1B THELLEOD
EAZ—UREHELTVET,

other

WExploit.Shellcode
WTrojan.Agent-71068
BWorm.Agent-194
W Trojan.Dropper-20397
W Trojan.Agent-173287
W Trojan.Spy-78857
W Trojan.Mybot-5073

I BMEmpty file
W Trojan.Dropper-18535
BNotDetected

2012.12.1 (B 1)

other
WTrojan.Agent-71068
W Trojan.Dropper-20397

BWWorm.Agent-194
WWorm.Allaple-2

W Trojan.Agent-71049

W Trojan.SdBot-9861

W Trojan.Mybot-5073

M Trojan.Spy-78857

M Trojan.Dropper-18535
ENotDetected

2012121 (B )

*41 BRABANICH U T—EROENZ T 2 —ABERKU\ Y > 2B8) ZAWTESNIcE, /\ v Y 2 BRIEER D AN U TERIRERRD RAZHNZB5ND LS
B SN TWS, HEEP/NT 1 VI REICEID BUILT T 7 THERELBZ/N\Y Y 1 EEH ORKEMBICERTETUES o /\v ¥V 1 ETREO—BUERITT

BTERTEBRVWASMITFTRCOERZER U LTERE UV THRALTWS,

© 2013 Internet Initiative Japan Inc.

v
I~
>
o
g
p
>
LY
NN
[}
2
X
[}
N
A
\_




AVIZANIIVFvEFaVT«

FleBREE VAL ZAIEKY 7 b THBIL, L6108 ED
RNRETILD = 7EIFRICER I L TRUTWET, k.
-8 & [K-9l3. BRI ICERD YA L AFEY TR Y«
7 DI & D Conficker¥l i % 17 L\, Conficker & 32
HoNET—FZRVWTESLTWET,

HEFRTOIHB D OFIER. BEUSREEN131, 1
Z— U BRBEH24TU oo MIVEREENEIEIO L R—
MNEEEBUL THEBL TWET, < NIEHIE O N RIEARF.
Trojan-Dropper”7 7 = U — DEEB A LLEBRIER L > 2D
IEX U, SEONREBEHHMREEL TEBHLTVWDHDD,
EBREMDERL TVWB I ENETFESNET AL KR—
NABF ST A ROA Y RRIYTH S DOREEDBREDH
BULTWET, CORBEOREZE L DFHLCHABELIE
B RIEE TERARICIRCY —N\THIEEINZ 1 TDRY
N2TESE 1 BASERISEEI L T W2 EDDD D F U,

MITF DM B DM T, SEOFEEIRRE T ICEE U gk
(3T —LB71.7% Ry h254%. 50> O—5H2.9%

TUTco EIeBITICEL DIBEDR Y b2y RC&CH —
INHETBDYILY T PEAT A N DEEEZERLUE Ui,

B Conficker®;E&)

AL R— BRI, Conficker2 & T 1R & 72 O DFHE
&, MERBREEN41,898, 1 = — U & F#HI1F899T L
Too FMEAEI CTOEBRZRDIRLGH S B MEINEREHK T
99.7%. A= — UV RETIT3%Z HEHTWVWET . 2D &K
SICSEONKRBETHXENBRADELS BV &
M5, Confickerz 8T RIFERE L TWE Y, MEUSREE
(FRIEI O REE R & LB U, F910%FHA L TWET &
fo. A= — VBB RIEID 56%HA U E U i,

Conficker Working Group ® & I 52 $2*°Ic & % &.
2012F12B31HIRET. A =Z—7IP7 KL X D #IZ
1,787,998 ENTWVWET, 201 TH11HADH320H & &
BRI 2 & W47% B LIl &R DERITMN EKAREL
TRBEICERFEUTIF WD EDDNDFT,

*42 Trojan:Win32/Ircbrute (http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?name=Trojan%3AWin32%2FIrcbrute) .

*43 Win32/Hamweq (http://www.microsoft.com/security/portal/Threat/Encyclopedia/Entry.aspx?Name=Win32%2fHamweq)
*44 Command & Controltf —/\Dl&, ZHDRy h TEEENRY XY MCESEE5Z 2T —/\
*45 Conficker Working Group ® #8152 (http://www.confickerworkinggroup.org/wiki/pmwiki.php/ANY/InfectionTracking) o
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1.33 SQLI>yzvyavRE

TIE WebD —NIZHIT2HEDSE.SQLTM YV
YavEEICOWTHE L THREZT> TLWETL.SAL
AVI I VaVHBEGBECHLOILLORTUEEE
BolBETYSQLA vy 7y a vREICE. T—F%
BOEHDOHAIS T—IR—=A =N BEFERL T
HORM AT VVEESRIDOHAADIDONH S Z EHD
N> TWET,

2012 10BN S 12B £ TICRA L 7e.Web Y — NI 3
3SQLA Y Iz VY a3 vREORETODHZR-10IC,
WEOHEBEZR-1TICZENRZNARLET. 2N 5EIUT
F—YRIPSH—ERDIITRFvICLDHEDOREIHER
ZREDRBDTT,

FIETTD DT Tl HAR33.6%. KE24.6%. K1V 14.2%
ERD UTZDMDELR A HEWTWE T Webtr—/NI(C

JP 33.6%

Z01t 9.7%
UK 0.3%

DE 14.2% US 24.6%

E-10 SQL1 v Y V2 a Y HEDRETDS T

(&%)
(7,025)
2000

1500 [~

1000 (6.954)

500"

0
2012.10.1 2012111

E-11 SQLA v ¥ = 7Y 3 vKEDO#H (BRI, BEEER)

$FBSQALA VY 1V Y 3 Y KEOFEEGFKIZRIEICHL
NOFEDUTWET KENS DEN2HL. K1Y IS5 DK
EHMIE LR U TVWETH TNIFFEDOKELNDKE
N—ZWOHICKELEZ LICKDFT,

ZOEEHF. 108 108ICEKE. RV AZ T DENE
NOKEDHETNSKHEDOKELICH T 2HENREEL
TWRT FAROWEFTOB26HICHEHKLELTED. L&D
AFRELBHET UL 12RT17HICRHPEOREDKETHL
SRBEOHEBENDRENEEL TVWRT . INSDWE
BFWIFndWeb —N\DESHEZHREHATH o EE
AbNFET,

CZETIRRLIER D RBOREFZZNZNEY)ICIRH
ENH—EXEDOHIEHTONTVET LA U KEDH
A EHET L TWB T, 5l EHE ERDDERRRTY

ZDfth
WHTTP_PHPNuke_Admin_Overwrite
WHTTP_Oracle_WebCache_Overflow
MURL _Data_SQL _char
WURL _Data_SQL char _CI
WHTTP_GET_SQL_UnionAllSelect
BMHTTP_POST_SQL_UnionSelect

URL_Data_SQL_Tequall
BMySQL Check Scramble Auth Bypass
WHTTP_GET_SQL_UnionSelect
W SQL Injection

2012121 (Bf)

*46 Webt —/NICH T 277X %&BUT.SQALAVY REFEITU. ZOBERICWET—IR—2AE BT IHE, T— I R—RAONAEERZCHEBE. RSAT I EICLD,

BEBEREROAFPWebIV T VY DESHRIZTS,
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14 7x—hA)Y—F

AVT—XYNETRETZDAVITY MNE ZOEEY
BENRAZREELTWET, 2D IUTIE R
LI YTy MCOWTHBORECETZHIT 5
ETHERICDOBIFTTVWET, Z TR INXTICERBL
CHREDS L. ERBEZERIRY 2TorOME., ENERIE
HoOFAEI SESROBREZATLOHICERAINLTIL
7 1 7ZeuSOEECitadellc D W T, S &2 AWk 7
ORJL-RRICZHUTWEHEORE L HERELD
32DF—XICDOWTRBNLET,

1.4.1 TorOHE
Torl3BEREZERLTZ2ENTHERINA—/N—L
A%y NT—=0" 9, 1995F @ BERRE DTS S
CETHNHEBELTWIHREEERTETCLESZ
ENBRIN. KBEERRACELERZERITZ2LHD
AERMEEENE Lo Ry NT—7 LIt/ —RZzH
BUT. INZZRICIAIZ L TERERDEREZHE
RIDZFARANERINE U, ZOARIE.RET 2EN2
hosik/ — R TRERNROBHEIFTAEIND &L SICE
BILESLAT—TL3ENT/NT Y AP EBTHITX
FOLSIKRATERBBRAT AZAYIL—T a4V
ERMITENFT UTco ZDHEEMTISHEEE S . 20024
BRI NIcA =AY IL—T 1« VT OE MR DRE
NToreEMESINFT U ZFDH’R.ZDY —RXO— REMIT
license TR SN G EME KA LBEBL S DESRME
ZZTBRHASEEIRITSNE LU, BETIE. The Tor
Project " BUS B VNGO, = DR A BEIEPEADL S
ERRBEZ T AN SHARKEMREL TVWET,

TorOE&ERIF KR BRALICFIAINLTWS L5TT,
The Tor Projectic &2 & Vv —F U R NNEEHE PR
*HE ERRICBET 2 LHICFHBLIED . NGODZ Y v
7HNEICHMEFRICABICK O T ICBEABDOWebY
1 MNCERTZDIE>TWEZESTY, e XEBE

*47 HBRYNT—U LICRENICEBRERSNIcRYNT—,

PERTHESBERNELEEICHNALTWSEDZ L
TY. ERMPEHADBVWETIE. BANASHBRFDOEF
BWARZREITD2EMOBIREIZHDEIERE. BFE
NBZIRTCERLTWBIESH D Z5T.COLSKE
TEZEGMIFIATES I LIFBMICEZTIAICE ST,
ETHEERIETIHREE. 7F7TOEEHENDH
BORENAVERICIE 512201 TELS S WS BBUCTorZ #ll
Be2HBEENMEXTVWET ™, NS OB ETordE
EZFA->THED FIAZMRIEL LS EHRABRT 1 )LF &l
DEANZHHAZE U, TDEICThe Tor ProjectTlE 7 «
LI INIEK WL S ICREZFH U BBV EREREZ
FRATESARBEZHRFLEISELTVEY,

BRTIR RS YT 7REIL D R T3,000EDF
M/ —RMERINTWET . Tory Z4 7Y MEEITA
BLTWE T LI NI —ERDOYRNETICT v L
RIS —NIZF7IECALTHBR/ —RDU X~ ZEH
UVES V747 MNEZIHhS3DDHM/ —REZEDY
F9.Torxy NT—UADAA/ — R (Entry). B/ —
K (Middle), ¥ > % —% v hADHO ./ — R (Exit) D32
TYExit/ —ROADBDURAKT &/ — RERELED
EOBBEEHFATEIMNKRELTVWEY, /— NERED
Exit/ —R&E U TBEZFTNLIGA TS, BERETIET
EOLSICVWKDODODR—KZHIRL TWET,
TCP/25(SMTP), TCP/119(NNTP), TCP/135-139 (RPC/NetBIOS),

TCP/445 (Microsoft-DS) TCP/563(NNTPS), TCP/1214 (Kazaa),

TCP/4661-4666 (eDonkey), TCP/6346-6429 (Gnutella), TCP/6699
(Napster,WinMX) , TCP/6881-6999 (BitTorrent)

H53h/—RERENBEDRY Y—CTIhoSBIEEH
ATBHIEEAETTI. DT 1)L IEABUSETAZRS
WD, 771 ILHEB TR Y NT =2 IGBRIBAFELII N D
DERSZHDBBEE DI & TY, Fiz, Exit/ — R THE
ANDBEEFESIKHFIURWI EHTEETT V71TV
NTiE &/ —RHExit/ —RE&EULTED K SRBIEZHH
LTWBHIDMBESICR>TED BEMMTVWEWEBEN
FoEnTWb/—RZExit/—R&EUTERLULED,

*48 YUROTOV TV N TREMREMEIN TV BIDAZA VI —T VT DEEZEHDEEIERICL D,

*49 PIZIF IITRDT ZT7EERBLTHBE2010FNSFAENMEZTVWSIENERTE S, X1c. 201 THF1H28H(ICA V5 —x Y ~OBEEM D S NIl (FIF0EE>
e ZDHEIBLTWSZ EREDFTHEN S, The Tor Project, Inc.. "Directly connecting Tor users" (https://metrics.torproject.org/users.htmi?graph=direct-
users&start=2010-04-01&end=2013-01-31&country=eg&events=off#direct-users),

© 2013 Internet Initiative Japan Inc.



IZA4T7 Y NI BEMNEARLIDD/ —RDSE RYID
ADOTHBEntry/ — RICEBSBEZEILEFIT R
[C Entry/ — RH 5Middle/ — R A% L TMiddle / —
R SEXit/ — RANECIERES(EBEEZELISEE T,
5 U TEntry/ — R 5Exit/ — R £ TOREER%E ZE
U 7ct, Exit/ — RITBAM U TRENBBELEDO Y — /NI
BERIENE VT4 T7 Y MY —NNTBETESRREIC
BODET, ZDEE Entry/ —RIFEDI A7 D
SBENKELLH A > TLWET I ZniEMiddle/ —
RICHBEN BT T RENICES STETOBEMND
FtH AoMiddle/ — R {E Entry / — R &Exit/ — R D[E
TBEENMTONTVWDONDMBEITTT Exit/ — R
MiddlefREHTH — /W TITBIEERI K £ 3D D
I ZNULDEETRADD EFR A, T—NNICES
T Exit/ — RO SBEERIRLLSICULNMRZE
BAE-12)e AZAYVIL—TFT 1 VI TREIS LTERE
HERELTWET,

b G

of

Exit/ — RS —NA\DBEEFFEXTTOh3cHBE
REDEAMR E ZBFEL L WESICIE BEFBEHSSL
BREDTIVR - TV ROBSHT7ONILEFAYT 2HE
NHDFET,

TorOFIAZBRELLS & LIEHBAE T LI M) —/tP
Entry/—RODIP7 RLRAZRAXRTC. 7V €A%ETOVI9 3
TEMEZLGNF T FUCERICTOY I EEBLIR Y
RO—UDHDELI#Z I T TorTldBridge/ —R&W>
HHEHEEALUF Ut SNIFIERROH R/ — R T #8EIE
Entry/ —RERUTIEWITAY F 7% B o6bIT
RAVANIHSRWT & T AHDBridge/ — R ZH1%
TeHDFEMN VL DM I TWET DN Bridge/ — KD
2YZAKNFERTERVLSHBTHEATERINTVWET,
FAEF. CDBridge/ —RZADO/—RRUTo LI K
UH—)\NOFfkE UTHIAT 22T 7Oy 7 Z0hEL
TToric & 2EREREZFIHATEZ L SICRDET(K-13),

i

FIRE Entry/—R

Middle./ —
=0

Torkxy k79—
1. fIAERE/ —ROAFHBTESLLTT—YZ*ET %,
2. %/ —REZIIN- e T— 9 Z BN OWERTES LRD / — RICXEET %,
3. B —/NEBIET B Exit/ — RO HBERNBHIHERARE (fBD ./ — R IFRAD),

E-12 TorDEEDIES L

—EBD / — RiFAuthority 7 5 /=5
&/ —ROREEHEL T ST 2459 3

AR/ —RERTFI7ER

BEOMNAEE

|2 AR/ —F

|- Bridge/—R

| AR/ — K (BadExit)

I | AR/ — R (Authority)

L
B=FICLORH/— R O
FORANTOAY I ENTNDHEE

I

BHElSnhTWBHEE

U R NC#E572\W\Bridge/ — RIEERTTZ 7R
Bridge / — R D& IE X —JLPWEB#% & TorAA D FERIC TG

|=—"1
!Q—»L?_ \

I ~

* VA VS RN

=1

Torry hT—4

EEDHAuthority &k D&/ — ROEHR(PF7 R L 2 /AF#/BadExit 7 5 7% &) #EET %,
FAE . BSNicERETICE / — RO%E (Entry/Middle/Exit) ZRET .
ZOBICHEAE UTREYR/ — K (BadExit) IZExit/ — ROBBIRN SRS 2,

®-13 TorOHE
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XYy RT—UOMERZEToric & 2BERRV ATV RE
Entry/ — R.Entry/ — Kk &Middle / — K Middle/ — K
EEXit/ — RExit/ —RETF—NTEELTVWBLSICR
ZETFo<KREDBWVWRY NT—JR5FXLEL B,

BIRDAVT—RXY DS T4 v IEPHH]R/ —RD7D
B, TorOf|AEHZEZ 2. INTOBENGERANTE
ELTH,. ZNZNDEDLSICEEL TWBNZEBIYT
BDIIHETL & 5. BEEAICH]R/ —RZERAITSICL
TH BEOIREZREI 2DIIRETI LD/ —R%E
MATZINNEI ATV Nk > TERENZD T H-
FBEZHRIET DRI AHEALRAETI o T FE
RLFIAEICE > THilk/ —RELTERBNICEL TS,
Entry/ — RTEFIBEOBETIPYZ RLRAEFA4H 25D
D.ETH/TICHBELTVWEIHLDMD £ A Middle/ —
RTRIREKRSZERITE KRS FERBA L Exit/ —
RTHNIPBELELPEBENRZRESNIT IV FIAENE
IHSBELTVWDONIND XA, FIRENEBSLE
EZAALTWIEE. BERAESBHBIRARETL &5,

TorlZZ 5 UTEAERZAAEICERHLTVWEI. 5
LALREENTorzfIBTZIEHEISNEI . Z50L
eHEA. —BOTorZz2BEETHIAERULSICERMKE
DRI N ZOMEHEH L BREZENT D & IFRE
T9,The Tor Project Tl D& SAIRRICK LT IETRHE

FEZLRTETTor D HERVWELMHEBOSND LS
KRTHD. ToreFElLT 2 & TASHES DILEFETAD
MHIENZ & FBEWTU & S, Torld—f D AR ICBHE

FEEREITIONENBROTI I ERHL TVWET &
ETorTIRFEICHRR L S ICEETWS DHOD T 1 LI H
EEINTHD. SPAMGE DXEEICIEFAL D5 WK

Il > TWE T, £/c.DDoSR EDKEDBEHEBICTE D
AEEMEICEEL TH, Pk / — R TIIEHRTCPEHRD HHY
il X 115 7z b, Connection Flood*¥GET Flood I #] /A
EN5AREIEIREDE DD BENBRKEFETH SSYN
Flood¥UDP Floodid T TE MR WM HICE > TW
9. TorOEREROKEL. RIEOBHZHERLLD
TZANY—PANEETFIRDICHEINE L. ZLT
ITNEREETDZARBERICKBVWSRATTINTIE
INSEEPHRDOBRAZHELDD.LODRVWA VT —
Xy MERORRICAFTEALTWEET,

1.4.2 ZeuSDEECitadel

Citadelld. B#£7%Banking TrojanT#% %ZeuS™ & &I E
5N, 201 TERMNS2012FHFRICHIR U I LEBAIFHT L W
T I T 7 TY,CitadelldSpyEye™' & #ic, 20124 IC
4 U ENSREE O SR BINEMS ICERI AN
HH2ESONTVET % IITIE, Citadel D#REEIRE
ICAFU. AV IFILDZeuSHh 5 ED K SBREEITON
TWBON &Y % &3, Citadelh'BE&ET 2EHIcD W
THEZITWE U

M Citadel DI E
Citadel® & & 72 - fcZeuS|d. SpyEye i & & R # i
Crimeware Kit® 12T, EIcEmEEDRILIBRZ EH
RIGMICEHREZTIL F9. FoEEe IS, R iﬁfﬁi@77'7
P EOWebI Y F Y YHE A TS IH FTPY 54
VRBRELHSNUDREFES NI FIFZEITASDL
CEREEIE R X U FTPYPOP37%: & DBEM SRR =
TWIT D ETY, ERBPABEBBIFET 52 & BRHH
D1DTI,

*50 ZeuSIZ2WTld ALR— Rk DVol.16 (http://www.iij.ad.jp/company/development/report/iir/pdf/iir_vol16.pdf) D 1.4.3 ZeuS&EZDIIEIC DWW TEHEUL MR LT WS,

*51 SpyEyelcDWTld A LR—bkDVol.13 (http://www.iij.ad.jp/company/development/report/iir/pdf/iir_vol13.pdf) D1.4.2 SpyEye,; T LR LTWS,

*52 BIZ L. Symantectt® 7O Tld. BAD SRR Z TR E UIcZeuSHEBMN B OMN /e EZHE L TWD THERDA Y 4 VNN F U T HIAEDHEIZMNICT S Zeus,
(http://www.symantec.com/connect/ja/blogs/zeus-now-setting-its-sights-japanese-online-banking-customers) ,

*53 HTTPPHTTPSOWeb IV TV R A U EREGINT B DI BIZIE A VT =Ry MY F Y TREDRIR—JICZERBI & U TRES N DEHK
RICEEENLEBESZEINTANESEZLSBHTIMLZBAT 52 & TERZENT 2. WEEIFZ. BHZOBREE > TEEREZHTWT 2.HTTPSIC L 2ESLBED
BRI EET—Y OBSILOMRELCRET—Y DESIELOERICT—Y ORS APHREITS T E TRBZRIIETWNWS,

*54  BIZIEHZZeuSOImEBIE FINDA >V 5 —Fy RNV F VT TLLERTNTVWSBmMTAN(mobile transaction authentication number) & WEh 2 ZBERDIE %= R
W BcHAN—K 74 VADTYILY 7 ERARL.FNS EEWET 5, FHflllc D W TIERDOMcAfeett DBlog#k & # BB D Z &, "Spitmo vs Zitmo: Banking Trojans
Target Android" (http://blogs.mcafee.com/mcafee-labs/spitmo-vs-zitmo-banking-trojans-target-android) . fiticH. R k & U TDoSKE % 1T S fc 6 DHERE%

Z5EERE ZIRITED,
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CitadelldZeuSZEEICESN T WS oo, Z DEKRI IR
BIFITRTELTWET AU I FILDZeuSE LR L T
IWREY 2 —LOFHHAAHEEEHRORY NITY RO
HIRBIN. DNSIHE DR AHRE. Google ChromeZi & D
HBRET U WERIR O B3 BV BE. WeblnjectlE I > 7 «
T OEREEFERE RBRELP Y Y KRRy 7 RRERAIC
K BRI ERRER ENEEIN TVWE T, FCEERREL
BEEELT.AOY TP IS4 FOEEBRET (F—R—R
RE) TREMELBVWLSICREFENTWVWE I EBEITS
NEJ,CitadelMERINTHSEABAERKITIFEE
TIH ARIFERICITON TWEITHZIE, 2012664
[cYU ) —XEhiCitadel 1.345&HBULT.ZD451A8
BICEREIN1351TEFHLLWARY RO Y KAWL
DHTR— K TN, ZNLIMCHHRL IGHEEEDEM. T/
FBIE SN TWE I, ®-14Ic, Citadel 1.3.5.11c&H T
% &Ry hAVY RICHIGL TERITENBZEHDO—F
ZRUET.Zeus 2.0.8 9B IEME NI FRBRET
EofcBaTHhh. FIROIREY 2 —I)LDFEHRAHZEIT

commandData COMMANDDATA <OE3h, of fset osShutdown>
; DATA XREF: executeScript:loc_4
: executeScrlptﬂGd;r
COMMANDDATA <0Edh, offset o

COMMANDDATA <0ESh, offset M-Z\’Lurl open>
COMMANDDATA <0ESh, of fset [NEH_dns_f i lter_add>
, of fset bE\’Lchs filter_remove>

COMMANDDATA <OECh, offset bothR

COMMANDDATA <OEDh, offset botHttpInjectDisable>
COMMANDDATA <OEEh, offset botHttplnjectEnable>
COMMANDDATA <OEFh, offset fs_operations>
COMMANDDATA <OFOh, offset fs_operations>
COMMANDDATA <OFTh, offset fs_dberations>
COMMANDDATA <0F2h, of fset userDestroy>
COMMANDDATA <OF3h, offset userlLogoff>
COMMANDDATA <OFdh, offset userExecute>
COMMANDDATA <OF5h, offset userCookiesGet>
COMMANDDATA <0F6h, offset userCookiesRemove>
COMMANDDATA <0F7h, offset userCertsGet>
COMMANDDATA <OF8h, offset userCertsRemove>
COMMANDDATA <0FSh, offset userUrIBlock>
COMMANDDATA <OFAh, of fset userUr|Unblock>
COMMANDDATA <OFBh, of fset userHomepageSet>
COMMANDDATA <OFCh, offset userFteClientsGet>
COMMANDDATA <OFDh, of fset userEmai IClientsGet>
COMMANDDATA <OFEh, of fset userflashPlayerGet>
COMMANDDATA <OFFh, offset
COMMANDDATA <100h, of fset [NEW_module_execute_enable>
COMMANDDATA <101h, of fset INEH_module_execute_disable>
COMMANDDATA <102h, of fset INEH_module_download_enable>
COMMANDDATA <103h, of fset [NEH_module_download_disable>
COMMANDDATA <104h, of fset |NEH_info_get_sof tware>
COMMANDDATA <105h, of fset [NEH_info_get_ant ivirus>
COMMANDDATA <106h, of fset INEW_info_set_f irewal I>
COMMANDDATA <104h, of fset [NEH_ddos_start>
COMMANDDATA <10Bh, of fset [NEW_ddos_stop>

COMMANDDATA <10Ch, of fset [NEH_webinjects_update>
COMMANDDATA <10Fh, of fset |NEW_close_browsers>

E-14 Citadel®Ry kA RICHIET 2EHT—T L

ST™module_*;. DNSIGZE DX & A % 175 Tdns_filter_*,.
Weblnject (75U EOWebd v 7YV A)BEIY
7« U ORI E#H % 17 5 'webinjects_update; 7 & D 1#
BENEBIMEINTWEZ ENNDFT,

INT. A YUY FILDZeuS 2.0.89& JHEICAFE U fCitadel
1.35100— Rz UL 2 5. BEOKGEINIFIET
BIC—HUTWE U BICO—RBIRZERBLIEZ B,
FRITEBMET T WSR2 IEFHR D Citadel DFFHIC &
UL OBESEOTZILITY XLICETDEWIHZEDD,
BEARWIREEEILIFIFZeuSOI—RERALTWS Z &N
HETHBELE Ui, 2D Z & 5. Citadel DEZ I ZeuS
DOEAEEEKIBICEET 52 L IEE T EICIRRERED
BHLRAMBEROGIEEDRISEAL TS Z EhD
MHhERI,

B CitadelZFIFA UL &4

2012488 IcFBIA 5. Citadel 7 L — A7 — 2, R UCitadel

&> TEBMA YA R=)LENZ T VY LY 7*0cwd
LERMEAREINTVWET Y 20z eh 5 KEBEIE

BICEmERAOTIFERZEINT 57217 T4 < Citadel T

BIEEINIERTY 2 —I)LOGAAAMEREEFE L, &5

BREEHTWELLS EHATVWBZEDDIDDET,

FlcCitadelZFERAUKEEICL > T HBEEBOHER
VPNIZBA S N izE6) b EE L £ 9% Crimeware Kit%{#
BUEHER REERCEEROTGENENTH S & —
BRITI, LA L. COEFICEL TIE WEEFSERTIE
BLAYTZZ B> TVWET, O ENS. KEEDR
BHZENEESRTIRTIERVWEEZ SN, 20 R THEE
BWEHFTHZEVWZFET, DK SIcCitadelld, H < F
TY—ILTHD . ZORBEDEMNICE > TERIWER
EBEDTHZIENDMNDET,

*55 Citadel 1.3.4.5%1.35.10 E R EE (C D LW TIE R DBlog#ki £ TF# U < #E 5% 2 11T\ %, "Inside Citadel 1.3.4.5 C&C & Builder - Botnet Control Panel" (http://malware.
dontneedcoffee.com/2012/07 /inside-citadel-1.3.4.5-cncNbuilderhtml) . "Update to Citadel : 1.3.5.1 Rain Edition." (http://malware.dontneedcoffee.com/2012/10/

citadelupdate1.3.5.1.html),

%66 TYHLIITEF TFAICTARIRTA T O Elel IR TR S U ABEICE > TEERT —FILTFV/ERATERVSLSICL T ZNE NBICEHEERTEVIL
V7 BERBDENINI P B U TIRESHETERVWARBES AR EZEBL TV EDOP BSLEMLTWSN T 7AIILERIEL BT TERVLSICLic ET

BEEBERLU LB EDBHFET %0

*57 FBIiE. 201 288A(CCitadel&E LVEBMTA VY AN—ILENZFVTFLY 7 (ICBT 2 ERMEZ E L TU\%, "Citadel Malware Continues to Deliver Reveton Ransomware
in Attempts to Extort Money" (http://www.fbi.gov/sandiego/press-releases/2012/citadel-malware-continues-to-deliver-reveton-ransomware-in-attempts-

to-extort-money) o

*58 ZZHEBDVPNADERAE R DTrusteer Blogii & TR &SN TL\3, " "Citadel Trojan Targets Airport Employees with VPN Attack” (http://www.trusteer.com/blog/

citadel-trojan-targets-airport-employees-with-vpn-attack) .
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EATIE.2012F10BH151TBICEBRTEETE
BOEFHEEICHWT, Citadele R 51 5ZeuSHE
SpyEyeZERA L L&EOTNEFIRES N TVET,
NI ZERBIAOH—RICEHINESEINT
ADSEZRYy TFy THHT LIk > TLRIABR
ZENT 2 ENFHMTIZCOFEF. BERICTIVIL
BETHERBINTEOD FRE Ty Iy THFARP
Bancos& M ENBNILT 2 PN OFEZBAL TWL
ZENERINTLWET™, BRNICK T 2EHRDOHINE
HiE. 201 1FEICSpyEyelc &K 2 & H D BFEEHENFEEL
TEDVIPANERIBEREH L TVWE AP DR D
20055 ICIE R/NA 7 = PRES(C & 2 SR BIEL IR

ELTWBZED S, SEDOHICRS T HENSERI
BEBCTHOREEZAET,

W RRHRRR

Citadel DREF#E R & U T 3. Blackhole Exploit kit*®*% (&
U & Ut Exploit kit"®Plc & B RS54 TR0 Fo>O—
RF¥MLENZ EDDD > TOWET, ZRITIE Gumblar*®
REEAFICERDOWebY A hDAVTFYYEHRI AT
B2EICEH>TEBRDHZTA MNIFEET B, £72IESNS

W NEHE

FILR UL Slc Citadelld ZDKEEDENIC K > TH
ERERDIIN TR EFHEANODBANDXNEK
ERFLET, ET FAT B5WebY A1 AT T 1 LI
AT—RZRHLTWVWBHEERZENZARAINETU &
S0, F o, SRMBENO Y 1 Y PIGI DEMRFIC X —)L
TBHMI 2V —EXZRHFLTWBEGEEIR. nZzfAYT
BETHREDRRARRICOBMND TT,

“ERDIA L LU TRAMEREL SO SEEINDEERIE.
FAECEICEBRZEFIEHSINTVET. ZOHFOD
WS ODERG|ICEICT VYT LICANSIEDRZET.ZFD
FIREAANTH 2 EeBERLNRT—RBAD—&
ENTHERDIRVICLDBRZERT 5HHATIZ
DIchH . —EILIRTOEFTZANSEDZ LFERRHD
ZETAFAEEENERIN TLIHEDREREZE X
THERATZIET. COLSBRERICTICIENTES
EOEBDET, Ffe. TRABEN DL SBEREICET
SARODEBEHRERDEUEREL TV ZEP BRICHL
R Z G L TITo TWK ZEHEBERD XD,
NIz 7RECEZDERGWERAKRICT v VT

DAY EZ—=IPA—)VEAXFOURLEZ Yy 732V —
v I)IITVIZT

LEZWMELMEL TER SN TVEIT . IS IEREFE

VYT OFAOTHEET 2R ERLBTF BD. BELOWebY 1 AIEELWHDTH S H. URL

EMMEDNTWETD, P —/\EEREE (X.509) THERIT 2 ENEETI 22

*59

*60

*6

*62

*63

*64

*65

*66

*67

BIZIERDCAISDR—I T T FIVIDRITEARC U Ty o T H A MCB W AR EH2009FICCDFHEE AW T —BERBAODABEREZEIMY EHIFHEL
TR ZORITEBSINIEERN IR TE S, "Fraudes identificadas e divulgadas pelo CAIS" (http://www.rnp.br/cais/fraudes.php?id=2261&ano=&mes=&pa
g=52&busca=&tag_extend=&tag=3) (RIL;HILEE) .

IPATIE. 201 1E8BD AV E 1 —4 I LA RIEFVZADEHERRIBASR]ICDWT, (http://www.ipa.go.jp/security/txt/2011/09outline.html) ICE LT, 201146
AhS7HRICHFTSpyEye N ERN TEEI U EBED TS eI L2 REUSERBEZETT > TS, /o IBMDTokyo SOC Report ThmkICSpyEyehNER T/EFKICTEE L
TWBRFEEZA TN, 'SpyEye V-1 L ADIEHEEIE Nz (https://www-304.ibm.com/connections/blogs/tokyo-soc/entry/spyeye_20110425%lang=ja) .
TSpyEye V-1 )L ADIEHIHEIENZRER (H:3R) 1 (https://www-304.ibm.com/connections/blogs/tokyo-soc/entry/spyeye_201108177?lang=ja_jp) o

BIZIE. 2005F7BICid. ENOSRMEENEE T B V5 —Ry N \YF VT ORAEESY —7 Y hEURR/A T PHEE > e & UTORDFEBEEDIPANS TN TS,
TZIA D 2 7 ICEBHEEDRF IEICHE T EREER) (http://www.ipa.go.jp/security/topics/170720_spyware.html) o

Citadel&Blackhole Exploit kit& o B & 14 (& 8 Tk R 51T W 3,"Citadel 1.3.5.1 Rain Edition" (http://www.xylibox.com/2012/10/citadel-1351-rain-edition.
html). Context INFORMATION SECURITY. "Malware - Exploit Packs, Zeus and Ransomware" (http://www.contextis.com/research/blog/malware-exploit-
packs-zeus-and-ransomware/) o

Exploit kitl&20104 DIl Technical Week Tt LT3, MlIJ Technical WEEK 2010 &2 Y78 2010 (1) WebBEREITILD = 7 DEE, (http://www.iij.ad.jp/
company/development/tech/techweek/pdf/techweek 1119 _1-3_hiroshi-suzuki.pdf)

RSATNATIYO—REF WebIy 7Y EHEBEURICHEEZERSN. VLY 7 ICRFIBR T2 MEBEDOERT IMKRICHEZEELHDHEIF. ZDOWebI Y
TV ERBUREITTIILI T 7RELTUE S,

GumblariZ 2 W T & AL 7R— k dVol.4 (http://www.iij.ad jp/company/development/report/iir/pdf/iir_vol04.pdf) DM1.4.2 ID-/XRT7—REZHZDBVYIL T T 7
Gumblar; & U'Vol.6 (http://www.iij.ad.jp/company/development/report/iir/pdf/iir_vol06.pdf) D 1.4.1 Gumblar OFERITI THE LU <#EHzE L TW5,
ZERDIABREAVZELTH COBODKEASTRICID IR & IR TH . RBRICOperation High RollerTld A¥—hh—RU—F—HHEVSHICBEICE W &
#FHEGI Uz D McAfeett itk > THRE S TS, "Operation High Roller; (http://www.mcafee.com/japan/security/rp_OperationHighRoller.asp) . 7z72 U, &L
BRICEDZERDIALDIEEF 2V TAHKRELM LT B, TV T A LISRAT— ROERMEREN SRESNTVWSDOTHNIFFIALIEAD LW EICED DR,

BIZIETrv oI EHBEE TR ERNESRMEBICR T ZEEMEE 201 2F ICERITo TV, 71y v ki@ s —1—R BAIER) (http://www.antiphishing.jp/
news/alert/)
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U.Citadel®SpyEyeD & ST IL D = P ICEFE UL 25
B Web7Z0HlcAvyzoyayanfcvILoz 70
I—RAZOHREETWeb IV F VY EHS AT B/ HE
RKOT vV IRERFETCEBICR I ZEISRETT
(B-15)0 2 T ZDESBIYILTFICRET DI L%
B ENEETT,

RBEEFSIEHICIF.OSPY —RN—F 4 7TV —
VavAONYFER(TSO9T TS 71V %2E80) . A8
BRPZ7ZVr—23 o720 75014 0 IR 71l
ZRKY 7RI T OEAERFIRBHMER T 71
DEHIRE ERO—BWREF 1) T HREBET 2
ZENEBETY, BlOBMAEE LTEMET* D & 5 7%
BESs MEAEANY — )L D E AN Windows DIZHEHLEE T B
UAC*AppLocker®7z(dV 7 b = PHIBROKRY ¥ —0D
BEZBYCITS ZETREDY RV ZRBICERT S
CEMTERS TR V—IvIIVIZTUVTICE-
THRSNTRET DI LEBSILOICIE. Y ¥ 7 PR
T7ANEDOHICHEDIEWN. 7 7AILDOF 70— R5%E
MELWIANTHZIEEZERT 2. Y7 yO—RUK
7 7AIIMERFBEINTVWARWI L EERT 0 ED
1DDOMKICIED XY,

1.4.3 BSEfZAW7ONIL-RELEHLTWVWS
FEOEEEHINEE

AETIH BESEMERWLZZO NI/ -REICEWTIEE

ZHRUTWIHEEZIND LIFXT,

201 1EMN 5201 2F [ChM T TRERAE O RIEFITR EPKIIC
WY DEHHBNOHENRENK LT, FIC2012F5R1C
FEDHS TR S ¥ ILT = PFlame TR S NN ER
SEEBAZE OB BIE CERE & WS EANBRER TR
PEERKETH > EDNDHD K UTc, Dt KE
TTIREICZ DHENBZ SN TWSAREDIERE NS
ESEBDEUIGCNICED RYT—DRHT BT
N7 H—(ERER) EPKINDOEREEL F TR T2T
BBIERHINTWEFZ TV Tr—23 v T3 oHREN
ER-EETEAVRRICHED Ul

ZIT AHTRREEB > TWeZ ENEIFZE S TR
Dol B AR - NEIT LI THBERERE L. 5%
RIDSZEBICENT I EEEZ LT Z ICIERETE-
EEE-ERAE.ZLUHAELEWSERBRZ AT —IRI
Y—ZREUL.ZNZNORAI VA TSHRTFEINDIKE
ANDOWEICOWTDEHZEHIT B 2T AFET,

:a"%:> =

X.509
( ) Ve

BROHD
HTMLZ#EA

Web7 5 7 HI(C
R EM]
EniCitadel

|:&(> [

Be{tahic | ESNE ‘etansi WX hShic
avFyy aAVFYY aAvFYY
EROWebd—/¥ Web 'S ™+ O IERLE

T—/\EEREEDF v U TR
EBzERTERW

URLOF v 7Tl 2
REEZRERTERW 3
4

BEBLTRAE TIVY ETESSINIRICITDNS o,

Web7'Z U ORREH
ﬁ EROY—NEBERTONTED HDIAVT VY ORE Al

URLPH—/\GEAE (X 509) R L TH 1 —FIFHBTTE R0,

FIRE

E-15 Yoz 7Ic&ZD T Z0FRIBTCOAVTUVRE A

*68 EMET (Enhanced Mitigation Experience Toolkit) (&, Microsoftit h¥ig it 9 2 i35 14 DA EEF T 27 DY —)L (http://support.microsoft.com/kb/2458544/ja) »
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B 'Z2eBoTWeZ EARREZESTRAED > I1EH ZPRO7 1 —XCHKITZHMBELUTHELTVWET, 2O
DEIE SEBHBOERICL > TRERLERSNDIMEEICDWVNT
R-IFIIHFEICBEWTHESKffzAW AN IL-E FEFERICE > THELF U HIZIE . Flame¥ /Lo T
KOBHEPENS ICERT 2FH - EXZ7ELIHD FEMD5F7ILT YU XL DEFRLE WS EEROAIC, ER
TIBSEHRILICKDEEDIFEN. FRET-REEFADZN TOMBEZERE T HESHNREHNDTI DT,

R-1 BSZAWECZ70M )L -REDOHRSEE E ZhICERT 25405

20074 38 APOP/XZT—R45ys  MD5IUY S VEEERNTF v LY VEREL J—/NeBD T £ T BEEN TR TH D T LA AHE N,  +69 %7071
MD5% A ¥z 2 h ERE L3 & 510 X500VEERBAD S5, 759N BRI 5T 7%
20094128 XG509FRICATEAEMEE L TX500HMCATIHEDBEE T o, CDL =, AHEDY U FLESHA VI UXY  *72
RUTHETSN TWTHELGT I HERTRETH - Tc e WS ERAEIOREL BRI T\,
. R 663E Y k& WS LEDRFEEH L. 80ADT Y EFIFAL THEETTE8E v FRSALEIRE
somm 2010 17 [08C 7 PRSALMRO  ommunmicsml i £ OBENB o2, 10248 y NRSAFE R ZLRENBEBNR TS #73
LR REMAE WAY, 2048E  RRSANDBITEBET 32X >MF D1 D ER ST,

Ic& B8
VIV 1 7EBALTC O— R BN DBE(C L 2Windows UpdateNDFREEBENFE U T2, MD5

e k  d 2T 3 U BEERWT, BihbMcrosoft S RITE N & 3R A FEBTERBI ETENE,

20124 8 A PFES#]V'IﬁB%_%ICﬂ@“% PKCSD#1V'| .5B%:§—L:ia‘a\‘%gx€@Padding oralcle aﬂack?&%?%ﬁ(g%ﬁiﬁ“@ﬁ%éT’LTCo PKCS#11 X75.%76
IRFAVTAZUINKE  OESHEA VIR— NEENEESINIC/N\—RT T PHSESHEEZHENT 2RENLRHETH 5.

20124 8 B EBR1024E v bR D Microsgft@;ﬁ%ﬁ:ﬁti?ﬁb"(\ 1024y M REDRSARZFER U IEREDFERZHIRY 2FH 77
RSA D F FEHIR 7O L0 Y —RShic,

2008118  WPAICHT 2aE/EKE WPA (Wi-Fi Protected Access) I & (F % $# 5 # 7 )L T U X ATKIP(Temporal Key Integrity ¢

Protocol) DRFREIC & O MICIRDFAWERE AT Y N DERD IR L 182 BN AR S N,
SSHV2BEFERICL 5  CBCE— RFAIRKOSSHV2ICHEWT /N7y hFIEANA hANERAWT SBEN RS i /U g

2008118 =y ozl Ty NEF 1y OLEHETBLTh 51 & T 5—%170, K 21 RN 5.
20094115 SSL/TLS Renegotiation  §#f&5#©7 )L TV XLDEEZY 7L v > 29 BrenegotiationIc 5 VW T HTTPST7 57X 0 o
331 VMNIBEFRA VYUY a v ETRRICT Z2HEERBEI AR S NI, )
20104108 IPsecic &7 2CBCHIFA  ESP trailerc g2 FXTF—FICH U TTOY I H A XRICKER D LS ICNFr v TEnfcF7— %82
R 8 YREEDRHICER LIt HBNM ARSI N,
SSL 3.0/TLS 1.0%ERALTWS 75U HDCBCE—RICKR U TRIRFEXHBEZTS52ETT S
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YA ZZBRIRNWT —RICEWTEXDERNBA WG D AEEEN RS 1,

TLS12(T & F B Truncated
2011128 [yacHImE obE

MS-CHAPV2#55"Y — )L Bruce Schneierh® 19994 (C /AR L feMS-CHAPV2 I I 2 EBEF AV 5V RHSFIATE S

20128 7R e RPN LT 88
SSL/TLSTCompression (&) #aE = BT L TWS 4o — R T, CookieZ HENT % T ENAH
20124 9 F CRIMEX® SN EARAUREDT—IEEMLICE LTH, BEfFRIT— Y ICRAUXFEZ ST N ESMHT  *89,.%0

HEORIHZEDZEWSEREAVTISAKIS—CTHET -9 E2ETTZ2FATH 2.
20124 9 g Oracle DBIE#133/XR  Oracle—5 N—2 D/ 7— K £ RRARAKEN M Lic, RET D L IO OME g
7 — RERKE ELTRBHES N TWS,
Debian®OpenSSLIc  DebianDHEE/N\— 3 VICH|F B0penSSL% £ > TRAEM 21T > B A Ml IC 2 4 W RZER]
FAMRREBERORE  HS UM BEREZEHL TWAWE WS BENABES Wz,
AV —2y N EDIPVAT R L R ZR&EHEICAF v > LT, SSL/TLSPSSHTHIAS N TWBHA
2012 2 A QNHBEVWEDLUME BRSEEIRAE. DSAB AR UPCPEZNE LIcL 22 BRI TMHOY A M EMBEREEZEFL T ¥93%4

2008%F 5 A *92

REDMHE BZENMIL2TIL—Th5HRES NI
20124108 ZS/S'E;; 0;;-1%%7 77V solsegoc & D, REEREATEAT Y KO REGT T ORENEEE N, #95
20125118 Huawei#Wifi7O4 7 ~  BERICAVWSNELEREESDESICEVWT. AES VY AICEIRENBEITOEY ¥ 3 VEN %96
IERFZ2EREDME N—=RIOA—F o rrInTWwicZ &R,

3B IC#2E feComodoHEfE TIdH MEEBAE A, X 728 B K I (£DigiNotarh 5500 £ DFERFEA
RERETEINTWBZENEBE U, BIC1T1BICIEKPNHAANEE T 24 5 V5 OFRIHEREY — & *97
RICBWT,GEHERITY AT ANDBRADRIN R D0 > felc HIABRITER 2L L T W2,
DigiCert Sdn. Bhd 4t DFAT/RY ¥ —DRIREIC & D FRICASEREZ |/MIC T 2 A D E Shfc. %98

Adobe THWSNTWed— NERFEAZEOREFANER U fcth, SEREZRMWEL TWS

2011438 HROBEBEAOEA
~118 SN CIRBRTHN
RSA512E v hSEBISE 5

2011% 98 moapmmmssm

S e (ORI D N THRAE L SRER TR AEL T 3), 9
R oo DKMTHASNBAME BT X —LORETERET BHEH01 D THIDKIMICHNT, (I E ARI024E Y RLE 0
20125108 zRsaBI2Cy hEAFIE  OREAFIAT ABRENSHZN. 512 € v FEEHAL T EEANEE S hiz,

EfEInfevro0Y 7L 2012567R12B, 588 14HOHRBIC I— RBESN/NA F Y DWW DHICHEE > = FIEIC
2012108 NAFVICHEBES5Z2 HIWTEEZSINTWZ EDFERE L fo, CodeSigniEFAEIC Y 1 LR S >~ 7B SExtended  *101

EifatE DR Key UsageM'&ENTWah o 1c 2 ENERTH %,
TURKTRUSTRREER NS  TURKTRUSTERIERIC & D *.google.com’z E T U THEEMDIEAENTRERTSI NI ENH
2012%12R DIEEEREST i, *102,%103

© 2013 Internet Initiative Japan Inc.



BE7IILTY XLDBFRE IR LBMEBELILLD S
BWIRNTEF2UT 1 LOMBENES < BBRAZE
U.CPUMIEEEN DIBA® I 50 RF|AICLZHEIR ~
DIETOIFH. BERFHROEBNER & B> TWET,
FORH.FILTYXLAORELIEEITSNBEVWEDTH
DIBEMNEINTWRZILITUILEWTNIFEZHD
FAZIVTTRIOHLWTILTY XLICBTT S &
BTY, R-NCURNINTWBISEHEICIE. /\v > 2138

MD5® LB WBR TRSATZIILITY X LA%FRAT 2 2 &
PNERERICIR>TVWEHEWS ZEEZHAMBD I ENTEET,
BARZEE UTIF MDENSSHA-27 7 2 U —*1%A0
B17.2048E v ML EDRSANBEFAANY 7T B &
TINSDIEHEANDHERETS ZENTERT,

RICEEHEET 1 —XDOREDOEHICOWTEZTHE
LS. RINCBWTHKADHBICHEINTWSHESEE

*69 Gaetan Leurent."Message Freedom in MD4 and MD5 Collisions Application to APOP",FSE2007 (http://fse2007.uni.lu/slides/APOP.pdf)

*70 Yu Sasaki,Go Yamamoto. Kazumaro Aoki. "Practical Password Recovery on an MD5 Challenge-Response such as APOP".FSE2007 Rump session (http://
www.iacr.org/workshops/fse2007/slides/rump/apop.pdf) o

%71 Yu Sasaki.Lei Wang.Kazuo Ohta.Noboru Kunihiro."Extended Password Recovery Attacks against APOP, SIP, and Digest Authentication".|EICE
Transactions on Fundamentals of Electronics, Communications and Computer Sciences. Vol.E92-A No.1.pp.96-104,

%72 Alexander Sotirov.Marc Stevens.Jacob Appelbaum.Arjen Lenstra.David Molnar.Dag Arne Osvik.Benne de Weger."MD5 considered harmful today"
(http://www.win.tue.nl/hashclash/rogue-ca/)

*73 Thorsten Kleinjung et.al, "Factorization of a 768-bit RSA modulus" (http://eprint.iacr.org/2010/006) .

%74 AL KR—hkDVol.16 (http://www.iij.ad jp/development/iir/pdf/iir_vol16.pdf) ®1.4.2 Windows UpdateNDHEERE%1TS <)LV  7Flame) 22 H,

*75 Romain Bardou. Riccardo Focardi. Yusuke Kawamoto. Lorenzo Simionato, Graham Steel. Joe-Kai Tsay. "Efficient Padding Oracle Attacks on Cryptographic
Hardware", CRYPTO2012 (http://www.Isv.ens-cachan.fr/~steel/slides/CRYPTO12.pdf) .

*76 Efficient Padding Oracle Attacks on Cryptographic Hardware FAQ (http://www.Isv.ens-cachan.fr/~steel/efficient-padding-oracle-attacks/fag.html) o

*77 Microsofttt. TechNet Blogs"1024 E'v NKEOBESF—%2 70Oy 793870V 5 L (KB2661254) 288 14H Ic2AF.) (http://blogs.technet.com/b/jpsecurity/
archive/2012/07/30/3511493.aspx)

%78 Erik Tews."Gone in 900 Seconds, Some Crypto Issues with WPA", PacSec2008,

%79 CERT/CC."Vulnerability Note VU#958563 SSH CBC vulnerability" (http://www.kb.cert.org/vuls/id/958563)

%80 MITRE, CVE-2009-3555 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-3555) ,

*81 E. Rescorla.M. Ray. S. Dispensa.N. Oskov, "Transport Layer Security (TLS) Renegotiation Indication Extension" (http://www.ietf.org/rfc/rfc5746.txt)

*82 Jean Paul Degabriele.Kenneth G. Paterson."On the (In)Security of IPsec in MAC-then-Encrypt Configurations".the 17th ACM conference on Computer
and communications security (ACM CCS2010) (http://www.isg.rhul.ac.uk/~psai074/slides/CCS-2010.pdf)

*83 Qualys Security Labs. "Mitigating the BEAST attack on TLS" (https://community.qualys.com/blogs/securitylabs/2011/10/17 /mitigating-the-beast-attack-on-tls) o

%84 Microsofttt. MSDN Blogs. "Fixing the BEAST" (http://blogs.msdn.com/b/kaushal/archive/2012/01/21 /fixing-the-beast.aspx) o

*85 CRIME vs startups (http://www.youtube.com/watch?v=gGPhHYyg9r4)

*86 Tibor Jager.Juraj Somorovsky, "How to Break XML Encryption".the 18th ACM Conference on Computer and Communications Security (ACM CCS2011)
(http://www.nds.rub.de/media/nds/veroeffentlichungen/2011/10/22/HowToBreakXMLenc.pdf) o

*87 IIJ-SECT Security Diary. 'TLS1.2(c & F % Truncated HMACHIBK D551 (C D W T (https://sectiij.adjp/d/2011/12/079269.html) .

*88 CloudCracker:Blog. "Divide and Conquer: Cracking MS-CHAPv2 with a 100% success rate" (https://www.cloudcracker.com/blog/2012/07/29/cracking-ms-chap-v2/) o

%89 Juliano Rizzo. Thai Duong. "The CRIME attack". ekoparty Security Conference 2012 (http://www.ekoparty.org/eng/2012/thai-duong.php) .

*90 CRIME: Information Leakage Attack against SSL/TLS (https://community.qualys.com/blogs/securitylabs/2012/09/14/crime-information-leakage-attack-against-ssitls) »

*91 Esteban Fayo, "Cryptographic flaws in Oracle Database authentication protocol'. ekoparty Security Conference 2012 (http://www.ekoparty.org/eng/2012/esteban-fayo.php) o

%92 Debian Security Advisory."DSA-1571-1 openssl| - predictable random number generator" (http://www.debian.org/security/2008/dsa-1571),

*93 AL R—kDVol.17 (http://www.iij.adjp/company/development/report/iir/pdf/iir_vol17.pdf) ®1.4.1 SSL/TLS,SSHTHIAS N TV ARRBOZ < HERE It
DY A N EWBERZHEF L TCWIHEI 2SR,

*94 AE . QARBOZHIERETITtOY 1 ~ EWEREE T L TWSEE.INSA PKI Day 2012 (http://www. jnsa.org/seminar/pki-day/2012/data/PM02_suga.pdf)
*95 Martin Georgiev, Subodh lyengar, Suman Jana. Rishita Anubhai, Dan Boneh. Vitaly Shmatikov, "The Most Dangerous Code in the World: Validating SSL Certificates in Non-
Browser Software", the 19th ACM Conference on Computer and Communications Security (ACM CCS2012) (http://www.cs.utexas.edu/~shmat/shmat_ccs12.pdf).

*96 Roberto Paleari. lvan Speziale, "Weak password encryption on Huawei products” (http://blog.emaze.net/2012/11/weak-password-encryption-on-huawei.html) .

*97 AL KR— b dDVol.13(http://www.ij.ad jp/company/development/report/iir/pdf/iir_vol13.pdf) D'1.4.3 AFBIERAEORERTEGF I 2SR,

*98 AL R— b dDVol.14(http://www.ij.ad jp/company/development/report/iir/pdf/iir_vol14.pdf) D1.4.1 ARBIIAERTICET 2\ DN DBE 28R,

*99 Adobe Secure Software Engineering Team (ASSET) Blog. "Inappropriate Use of Adobe Code Signing Certificate" (https://blogs.adobe.com/asset/2012/09/
inappropriate-use-of-adobe-code-signing-certificate.ntml) ,

%100 US-CERT. "Vulnerability Note VU#268267. DomainKeys Identified Mail (DKIM) Verifiers may inappropriately convey message trust" (http://www.kb.certorg/vuls/id/268267)

*101 Microsoftit, TN/ 270V 7k E¥a2UF o 7 RINAHU (2749655)  BEZ NN 70OV 7~ NAFVUICEER 52 2H DR, (http://technet.microsoft.
com/ja-jp/security/advisory/2749655) .

%102 Microsoft#t. 'Y« 20V 7k EFa2UTFT 1 7 RN\AHY (2798897) RERT Y FILGEAFICL D, DT EULHITHoN S, (http//technetmicrosoft.com/ja-jp/
security/advisory/2798897) .

103 TURKTRUST. "Kamuoyu Aciklamasi" (http://www.turktrust.com.tr/kamuoyu-aciklamasi.html) (~ JL358)

%104 A& L 7R— b D Vol.8 (http://www.iij.ad.jp/company/development/report/iir/pdf/iir_vol08.pdf) M '1.4.1 55 7ILTY X LAD2010ERED A, % S8,

*105 2013F1AET/NT U v 7 AXY MAMTONTWETEBFBIFICE 1T 2FEDHICSRI NEBESD U X  (CRYPTRECEES U X 1)1 (R) IFR2BRFEICOWT (hitp//
cryptrec.gojp/topics/cryptrec_201212 listpc.html) TldSHA-1 Id A RO o D IR Z Ba8 9 DIRRBICH D A D [CSHA-256/384/51 2RI T WS,

© 2013 Internet Initiative Japan Inc.

v
[N
>
|'1
g
p
>
h
NN
[}
2
X
[}
N
A
\_




AVIZANIIVFvEFaVT«

DELIF AT Z—ZEDIRIFED L IRV Z (SR
BR) 28T 2 & TAFBRO—BEA LT DR/AW
TEBFEICEE U TVWEIHFFICCBCE—RICHI 2/C
Fa T AS T IKECE Serge Vaudenaylc & > T
2002FICiERHEINIHETH D I CHEFICHREPILERN
ToNfcZ ETIRENGBERDFEEL S DMEICEL TV
BT ENAMDET,

ERICEET 2HELROY —N\OBREZER L. EHD
MSA&IT—%1T5Z & THRENICEXE2ETT 2F &
HYSSL/TLS*®*7 |Psec™”®, SSH*** > XMLES 5 1k 1%
ICEBRAINTWET, INSDFEDEERNT A T 7 I
Vaudenaylc K25 DT HENRERD/ —RDOL YRy
ADSIRF 4 VIR RETHZNESMERTAHLITD
BREFMLUTCWEEFT, BICZDI A KIT—DEZ
7 lE WPAN O BEIE KB *PCRIMERE " TH AW S
NTWET, EHERCTREBEEROLEBOXT NN
SOMEESIERILTVWSCEEEHT. 7ANIILD
RAZTODENH B ENDNDET, TLREBICH
WTHRETNEMBETHZ I LIFEBETY,

B L WEFEEDORBEA

BES@BRFEDIDICHA RF v RILKENH D XI MG
SFVIDLANITENPERRPUEBEREDRD HED
BRI ERZNE L BSUBICAVWSNTWSERE
DIERZIB T B AETIEICHBALIENTA&ITT—
ICLBBMFEBLINET 27— DHEEINERGZDEITTH
D EANICIERAUEZAAILLZHDTT U1 RFrRIL
KEOERIFZ. BS7ILITY XLDERFPERERRESE
DHEMLICKEBREEZRIFUE L. SB.INSOHMNREZ
AR T A=Y hDEREHCERATE 284D %
2EEZONFETZFDEHICIK BEST7ILTY XLKEE
7O EFFZRLRICTDET O TIREL BSHAK

DEFBRRCPEERBREESELTITANIIFEGTELPER
ICIER B AF—LADPRBRBEBRDEITBESFZILITVRLLE
LTk &RNIBA N DIIRAARELEEZE I 58 ED
REWUER/FONT VY RAOBNEFHZT7ILTY XLANEL
REINTVWEIT U U ZNZFAT 2BEOREREI AP
EELOMET. 70ROV AT ANRN=FILELT
BLEEUZRFLBVEWVWST—RERBRIFSNEI .+
ABRIVNOE—DSEBERZTDEWSHIC. 7LD
UZXLEEEEE FRESDTEHNICZEEUNMRETER
WEAHZ < BFIT 51 E U.Debian®OpenSSLic &
¥ 2 BESE M ABIRE L F o U IE* MS-CHAPV2X
BY — LA R ENFNICHIZD £T,

CDESBRAEHEH ZMANS HBEERT 52E7MN5
D=0 gy TSR IN D R L BERITNER
UTWBIRENLGREZFMACEEROMATHEY
BPEENROSNDEDICBD XU BATHEICERD £
([F7cCBCE— RICEET 2EHIEZIEL < ERT DT —
723y 7H2013F3RICHEFETT . CDOLSIBTY
TAET 1L & D BEEOHE CBEHIEH RANGER
ICIEVC DK T ENEENE T,

COFHFULWERZBEEICEW T RICHRIEOFEDR X
DI EEDHDINELEEZET BT BHHEOFEZHIE
g 28 H & LU TIEHBRBHTMEY R 7 LCVSS P L
MHSNTVWET, UH L. EROZEIFREDRIREG®
FARBICH U TREKEASINZ D 1 D0SEEZEL
UTHIEZENTWS EWSIRIRAH D £ 9.6 2 (FBEAST
WE*SZ & L\ TIF.CVSS Base Scoreh’4.3*''0¢ dig
DifEFE IS N TWER U\ /iR Z T o e —/\IcE
BTERWRRNREET 2R EASREEAMNEBIDEL
feo TNIIAETEEZ DB DICXH T ZFHMD H Tl < BT
ZOHDICHEDLZIFEEZELEL TWRWI EICERY S

*106 Serge Vaudenay."Security Flaws Induced by CBC Padding Applications to SSL, IPSEC, WTLS..."\.EUROCRYPT2002 (http://www.iacr.org/archive/

eurocrypt2002/23320530/cbc02_e02d.pdf),

*107 Workshop on Real-World Cryptography (https://crypto.stanford.edu/RealWorldCrypto/index.php) h'2013E 1B ICFREES N TW2. ZDRIB & B> fcT—2
¥ 3w Zls Cryptographic Theory Practically Relevant? (http://www.newton.ac.uk/programmes/SAS/sasw07.html) (£20124F1 B ICFfES i fz,

*108 The 1st Workshop on Real-Life Cryptographic Protocols and Standardization (http://www.nec.com/en/global/rd/event/RLCPS10.html) (201041 A (. The 2nd
Workshop on Real-Life Cryptographic Protocols and Standardization (http://www.nec.com/en/global/rd/event/RLCPS11.html) (201 1E3B ICFESI N TW5,

*109 PMell.K.Scarfone, S.Romanosky."A Complete Guide to the Common Vulnerability Scoring System (CVSS) Version 2.0"(http://www.first.org/cvss/cvss-
guide.pdf) . MILTBUE AN BRLBHEERE L 1 U T« £ ¥ —Ic K BMEHRICH U L (http://www.ipa.go.jp/security/vuln/CVSS.html) o

*110 NIST,"CVSS Version 2 Scoring Page (CVE-2011-3389)" (http://nvd.nist.gov/cvss.cfm?version=2&name=CVE-2011-3389&vector=(AV%3AN/AC%3AM/

Au%3AN/C%3AP/1%3AN/A%3AN)) .

© 2013 Internet Initiative Japan Inc.



EEZSNEFT . ZIT.OSY T Ty N7 A—AIKERET
—TTHINCIR S fo 6 B2 B BB OB SR IC X9 2 E—0DFF
MREZXIHMeeE " @AHROBE2E 70N/
TA—Nv MEERESBEICEAWD /I B ERALE
HBICKS T EDTESDBTIAXNIET ZFHEEEN D
BETHDEEZTVWEITBITICE DD B BN GEHRE-A
EROEE EHRIN- KBEAONEREN SBITITFEOA
HEWSFHIULWEZADRRICKES I ENATFINET,

B FAEOEHORED
RICCEREBEBCHAZFICE T ZHROIBHZIMD LFET,
RINCEBWTEROMBEICYR Ny 73N TWBEH
FITRTPKICEET 2HDTT. NS DHEBEDRREIF.
BRICHDDZAIICE WTRERERTY X T LA DM,
SFAERMHDOI A1 —R [EE-> TRROBWESZILT
DAL EE->TUE T ERE ZIRICHED £ ,1L
THIFICR I > EBBICT L AR—RS 0 VEHE R
2012F7EANSHTI AT &I L D SRMHEICHITS
HEITEHOR 5D Z2HF U ERLEDOE LT EPKID
BEREIBHEINTVET,

UHL20128F 128 ICIFTURKTRUSTREEE M 5 DFERAE
FERTEHIER U PKIOEEBEICRENNDZER
BREFHRZITENE UTPKIFFIAEIC & > TIHMEESR

nEE:
BEREEWES £63)

THHO AEBIAAENKITINS R EPKINEETER
KBBEERDOYANERERBYA MZET TP RETK
ATBIENTERLRBDEVWSIKRERBEIEELTL
FWET, ZDEE (K ULDANE* "2 Convergence™' *%:
ERFEDOPKIOEEHZ T TR MOEBRZERT S &
WOSRERMRESnTWEI . choszflATs2eT 7
FUHICEY—I DN DVNTNEDTALRIEVWSER A
ZHH.BSMMIDEETCE2TEAZHAVWTHBEIRS
HEEZHBDIENTEDLSICRDFTTFBEIRDE
EaEEENICHERTIDZEVSFHLWLWEZSZ LWHITRE
IEBZNBHRBFHOIXNEGEZHEIZTTHOOMNCD
WTDERNSETONBIRETHDIEEZET,

1.5 &HOHIC

ZOLR=MIIDHISEEIT oAV TV MCDWT
FEDLHBDTI . SEIFGERBEVAIRAEDREERE
TEESINITorOEMCOVWT SRIEE DS EE R
DicHICEBRASI N ZeusDFEEC Citadel, S E Tz FHE L
RRETHEAT ZMBORRICET 2ERICOVWTENL
FUITIF. COLIR=FDESICAVYIFTVRNEZED
WIGICDOVWTHSMILTRAELTWZET A1V F —
Xy NIAOBRGAAEZEI2 LS ICEALTVET,

I H—EZXXT X1V T BRAEREE BERSEAATEF 2V T P—EXFARICRBO®K 2001 FELDIVTIL—T7DRERIGF — LIJSECTD
RFEE UTEE U.CSIRTOEERATH ZFIRSTICHNE, Telecom-ISAC Japan. BAY —H — hp#ES BHAEF 2 U T AL —Y 3 VEEER

L\ Bo MHORGOEREEEBH S,

TEEE 2N M2 FURYTY)
TE EE, 89K 55, B A3 1V IFY R —R1)
$HK 185 (1.4.2 ZeuSDFE#E Citadel)

BB #Hin(1 43 BESRMZAWCTZON I -ERICZH LTV IHBEOEEBL HDHREL)

I —ERERE £F 2 U7« BREGEE

Tl H1(1.4.1 TorOHE)
IRy RT—OFRE Ry ~T—0 % —EREB EKAfiFHFER

%7

IR M. AR . FIL SR I B, S R W EE S AR I Y-EXAR ¥ U T BREEE

*111 CA/Browser Forum,"Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates, v.1.0, 22 Nov. 2011"(http://www.

cabforum.org/Baseline_Requirements_V1.pdf),

X112 IPAMEREF 2 U T« £ifrEhmaAE (201 146 L) 4. DNSZ R W e AR OECERIMT - DANE] (http://www.ipa.go jp/security/fy23/reports/tech1-tg/a_04.html) .

*113 Convergence (http://convergence.io/details.html) ,

© 2013 Internet Initiative Japan Inc.

A1VI7ZANS09FvEX2UTa



AytEe—=yvJ79/0I—

2. Xye—yvJ7v/09—

A —LEREERIT D E = & 158

SEIF. 2012F840BN SEL2BE TOERA—ILDEBZERELEX T,
EEA—ILOEER . FED L R— kD 55.6%DREL . FIERFHEN 5 66.3%DFHEASEERD.
LIS KEMEDDRD S IeREDERD S EICHMCEU X LD SEIED B IFfcL ST,
BEOAI—YZH 71y I VTR EEBRA-IICERT 22X 21U T GBRICOWTIE,

SORASEBUTETVET,

2.1 BFUSHIC

2.2 EEA—ILOEME

ZOLR—KTEEKBEX—I)LORFEE Y X —)LICE
EY DM DB DRABTEBICOVWTREH T
WET, SEd. BEADEZ OREDEIMEHRICH S
201245408 (20124108 1H~10B7H) i 58528
(2012F12H24H~12A30H) £ TO13:BEH D T —
YZRENRE L TOMBERZHRELET .

X — )L DB D W T I, R X — LB DTS & 3445
TR DEIE DA, SRS ER 727 1 v &> T DE
EDWTHE LT, BB Tl X —)L ORBIERITORH
B BE N A VRIERITE DEREIC D WTREL T,

20

CITREBA—LDOEFHEE LT INDA—ILY—ERT
RFELTVWBEBRX =T 1 LIDRA U FcEIEDHER &\
EEX—)LDOXETICET 2R ZHRDICHRELET,

2.2.1 RBEA—ILEIERBBAMEMEDERIZREZIC
SEORAFEHRME(20125F10A1H~12H30H) TO XK
X —=)LEIADFEIE. 405% T UL Tz, BIED L R— b
(Vol.17) " 55.6%DFHA D FUfeo REX—ILDEIE
(&, BIERFE (Vol.14) 15 56.3%FALTHE D, LIES
SERDDBI - eREDERMN S, BITHMICEU e &
SIBHRTYT, UNULABHAS, BTHEL GBRNRF I AL K
BA—VICERT X1 U T rNABREICDOWTE. &
DRAUEHEBLTVWDEBWVWET REX—)LIF. IhZE
TORSMNESHICEDSBVWREXENGZH DL S, K
RER>Te. EOWBFECELMLTETVWDLSICR
RIFS5NEI, FIFEORRH(Vol.14) b5 S E D FE AR
TOEBRX—)LOESDHEBZR-TICRULET,

T T T
2011.10.3 1031 11.28 1226 2012.1.23 220 3.19 4.16 5.14

-1 EKEX—ILEISDHBE

T T T T T T T T
6.11 79 8.6 9.3 10.1 10.29 11.26 12.24 (Bf)

© 2013 Internet Initiative Japan Inc.



222 RITER 71 vV Y

INETH RITOV T THA N ER 71wV Ty
AP RET DAY SAVNIFIITANDT I AR
HIRT2ARERRY 77y TEHEICELZ X1 Y T 18R
ORI 2 & SREEICEET ZRETAICD VTN
TEF U, SEIF. 2013FT1RICKEEXFEINC=ER
RUFJERITZBR S e AREX —ILDERFICDODWTHELF T,

2013%F @18 » 5 ™Mitsubishi UFJ Financial Group,%&
RO A—ILOREREDHB D FUTco X—ILOARIE. L
TNHEHTMUER &> TED BRI T 2 TH A hADY Y
THENDWEAIICHBERT 7 1)L (K-2) DiEHR == A
EHEDTUf BIRETIE. EET 2 RX A VEDRESNT
WERIH BREFEDY VIR EREMITSNTWS T,
ECDERZEY VYT ULTHIRITEFBERDBWNY A MC
BETDLSICH> TWELLGRERY A NBENFEL
TWRW), o, ZEHRURIRIT 2 SALERDORITH
5,25 UIEBFA-NIEOVWTHESINTVWET,

SEDREA=ILIE BERTRINEXEOHAREORE
HRERTY L. RETER L RER T o, XETIER
ICIFVRDRAA Y BEFEST2HDON T DEREICE < Z{E
ENTVE LT,

- mitsubishiufj.com - financeufj.com - ufjnet,jp

- ufjtokyo.com - ufjjp

© =zm=urJBs

HEFSMU

A BAVIA VAP IRRHED 2D R AL,
B OyPRECHSDERECED . Hh-REBNBILEL .

2A5FRLIAL, 2 BIRETHBLEDILIYM-FEFIVILBLNEE,. B2 B X217+ LORBHTIOVD
ENBTLERMBBENE,

DYy h- R ERRTBICE TOUVIEIUYIL THZEL
http://direct.bk. mufg.jp/ibg//login
CHRBOLESE HOPFOTENELE

The Bank of Tokyo-Mitsubishi UFJ,Ltd. Al rights reserved.
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ZDS55, Tufjjps RAA VY EBAEEEL TWE R A %
DIzH.FELURBVWRAASYDNSDA—IIZEEZEETT S
BREICULTWBX =LY —/IKTIE X—=ILZDHDHEW
TWEWETTY, B RIEDEENGZA =LY —NT
I ZELBVWLSICRESN TV TTIN X—JL
Y—NOEERET BEERLUTHATRUMTL &£ 5D%
Tl RETDRAAMVEZFASNLBETH. ZOR
XA VBZZRIT B LK > TREICFIAENTWS D
ESNZHERT B ENTEXRT, RIAAEPZDERRIC
DWTOFEMIE, 2.3 X—)LD#EFiTEIR, THEHEL XTI,

2.2.3 EBEA—)LE(ETOENM

SEIORAEHE TORKX —LRETHIRO D ITIER%E
M-3ICRL £ SEIDAE T ERBEA —)LIX(E TTHb
DIMLIFEIEHWTHECN) &R D KBEX—)L2ED
26.6%% H5HTWE LT, BIGHEICRIEH 52.6%EML
TWET, 26 IE & AFETHAUP) &2 0. 18.6% TEl
BHEMU TWVWE T MIFEEHK) T7.9% T, RilE D6
FIMSIBINL TWE T AL IFEEE (KR, 7.4%) . SALIEKE
(US. 4.6%). 60LlE/\> T 57« v 2 (BD, 3.2%) £ WS
ERTUl,

AIEI(Vol.17) T3 > e o Y7 S EF (SA) I3 £ ED
FETIEFITAZERD, BIEIF—RRNBBMLE > el &2k
NETZD—AT SEDHAETIFINY I ZTrva
MRIBICEMUL XU o 25, Ez63#35 (CN, JP. HK,

Zoft 11.3%
TR 0.7%
CO 0.8%

DE 0.8%
TW 0.9%

JP_18.6%

BR 2.5%
IN 2.5%

RU 2.7%
BD 3.2%
US 46%
KR 7.4%

-3 FHZX— L ETHROE G

*1  EBRT AV —RyMUFVIHREOSRMIBEREE S I RIBTFOORELEICDOWT (http://www.npa.gojp/cyber/warning/h24/121026.pdf) .
*2  AVI—RYRN\VFVT DRI —REEFRUBBRELRE T A —ICTERLIZE W (http://www.bk.mufg.jp/info/phishing/notice.html) .
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KR.US.BD) @14 # (201241 82H~2012412H30
) DEIGOHBZR-4ICRLET,

COVER T FEECN) FBICEETHIHTEICIATL
foo ZD—ATHRE(US) DEIGIF, BAZ &R LTVET,
SEHARICEEEEBY LNV ISFTc vy 2 BD) . &
FDTAMBICAMITEMIBETWE I EADNDET,
VT ZT 4y a%ZkETLET DRBA—ILERANRD &
HAZBTERSINICHEDNEH > DT HEAMBIT DS
DIV T ZT 0y aIfESNIcAIREREVE W E T,
KEPEING L UENEHBEREOE > TL\ S HIENRET
ELTERT U AT 2h 5 EEE S TOXMEN
EATRALTWE—AT HIBIOY I 7 ZET (SA)D
BIRESES BERENINNSEREL TLHENS
DERBEA—)ILHZ L IE> TETVWET  REX — )L EER S
B BITlE KBEA—LREICHT ZREEZ, 7 O—/NLTE
REIETWKZENSHIBETH D EBIEUET,

2.3 X—)LDEfiTEhHE

T T Tl X —)LICBEb B8R4 mEiTrE @ i D W CREER U
F9,5Olld. X—)LOFREEICEE T 2EROEMZ R LT,

2.3.1 A—I)LDFBEEHRAM
EENTLBA-NERETEINENE S EKEXX—)L
JURBEER SR &

MESHZHMTZ2ELEL LT X—

(%)
35

30

N2E5EB>TEF U, INETH RLIR—K
%EHX{zwﬁﬁmthSWbM@A%@HL&m
& UTCDMARCO#iZE U TCEFE Ulco T LIcEE R X
VAT I A — )L DR EBBEREZRIA T 27D DI
MTEH, X—JLICBEET DRIMICIFE. ENUNDREES
EDERE R A A VRERMMEIN S RESNTEH U,
SEIFE. TS ORIERMOME & RIS R A+ > BEEELAM
EDEVWPERBEZBFLET,

2.3.2 TLS(Transport Layer Security) 7O k)L
TLS™PZ DR —R & 7 > e #Kifi T&H S SSLIE HTTP®D
BEZESKLLD, E=ZERTAEEZMALTZOR
AAVZERIAT BHOFMEUTELELNTVWEY,
A—=)LOEXEZ7AKNIILTHBSMTPTSH, BIERDOES
EOWADRX =)L —N\ZRIAT 2 HICTLSZES
NTEETH,

SMTPTTLSZE S fc®ICiF . SMTPOty >3 Y BET
FSTARTTLS1 ANV Y RZEXED T, INICEDTLSD/\ >
Ry z—UpRERESN URRBESEENBERLET.
BEDSMTPOYD & O AMkEL £9,

XEEHPLOE U LSRMBEEOEE D TH ZBITS T,
X=)LDEF 1 UFT&KilT& UTOEEF R XA U FRERIN
DSPFYDKIME £ ICTLSOFIAZHE L TWE T, £
o KO BEDO—EETIE, BB 5D X —)L Y —/NCTLSD
MAZBHAELTWEEZEHHDET,

ECN
mJP
BHK
KR
mus
BD

201212 130 227 326 423 521 6.18

-4 FEREA —)LEAETTHUR DB S DR

*3 RFC2246.The TLS Protocol Version 1.0,

7.16 813 910 108 115 123 (8f)

*4 RFC3207.SMTP Service Extension for Secure SMTP over Transport Layer Security.

*5  BITS (http://www.bits.org)

*6  BITS Email Security Toolkit: Protocols and Recommendations for Reducing the Risks (http://www.bits.org/publications/security/BITSSecureEmailApr2007.pdf) o
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2.3.3 S/MIME &DKIM

A=VICEEC 7 T ) T5—2ayDTF—9 7 71 E%
—HEICEET B, WO BRMT 7 1 Ibid X —ILDERX
#L4% . MIME (Multipurpose Internet Mail Extensions)
EFRENZD/IN—KSEILRENTZD 74—~ Y MDRIKIC
Lo TERINTVWET NN—hDF—F51TIc&>T
EHDORFCHEMS N TWET A EAEBEIFRFC2045™
TRINTWET,

S/MIME(. 2 OMIMED#E#EZFIA L T, X —ILAXZ 8
FE LD X —)LDERBRERTT 2 IcHEEHZER
LTWEST™, D55 . BRIBERD/\— M ERITETZ I &
TA—IERILTZIEHTEET,

A—LORIAEICEFERZANBI B ENWS LTS/
MIME@DKIM™ & Hf Y & <BlTWE T, LA L. DKIM
DRFCOFTHIRNRENTWSELD, ZDF7 TA—FIC
FUATOLSBEVWSHD FT,

o XytE—YDEEMANYF EICRINDZ LICE
D X5 L TWERLWMUA (Mail User Agent) hA3Z
ICBENMN 2 BEEERRICERT 5 &HWN

o WMEEENFEFELVWSHEERICEAL T EEIN
FeFREER & W o T REICBRfR L AL

o NFROEAHICEAL THlchrryy—xy 70K
JLEEAT 2REHDRN

S/MIMEDMETF T & #1 ICRFC{E & v 7= D (&, 19954 D
RFC1847T9 ., ZD#. DKIMORHDRFCTH BRFC
48BINRESINTcDN2007FETI DT I2FF E DR
BNEBEL TWBDIFTTIDKIMBTELERICHH S
EH D S/MMEDZDREER U TRIEEN B ICF] B

wnEE:
HE FR(EL<5E Lp5L)

‘lh 7; '

SEEE KRG R XA VRERMWCER, () 1>V 5—xv Mis

ENTUNIF DKIMBREEINS Z B Moo & B
FIS/MMELHEDERL TIHBH > TcD I RBEEH
ORBE(EICOAR MG E) PRI X—ILZEEIFAYT
SZMUATITONTWS Z L&D RO &L 2 ZREETE
BUX—)LOBIRICHE O DN ARNT & BIHERZ & S 7
RAINRENDHMHZEEICESNTLER > TWEIER
EERLOMBENREN DL TDIFEEZTVWET,

PO MUADFIRER E[RZ DA —ILREENOFR%Z
BEDNTBLDIF X - ZHNAT2EEEF T EFELEZE
BEY DR EHZEILL TEBA -V DOEREZFEICT
ABEOBRBENDELEEEZITVET, ZDHICTIE =
E XA VR OER & ENZFBLIEETES R
AA VBOHE RXA Y DEREZHET 2 REAE L
HRELEBVWET,DMARCT UL ch5DBEE S %<
BNICZ2E& L TWSEFORMIEEEZTVEY,

24 &bbOic

A=)LOZEAIF. ChFETEEINZXA—ILICDVWTIE
EARMICRITES C ENRHREB > TWE LI, LML &
NETHARALIR—FTHRELTEEH D EKBEA LD
RIETDIAXA—INDOREBAZEEDDLSICHETcD A=)
MAEOEF 2V T HNBEINEE > TWBHRETIE. &
SULHRZEZDEFHMRFI DI ENHE L B>TETW
Y ZDHD A—ILDOFABAELAZEEIZIET/ILL
S A—=)LOFIBIL—ILZRE L. ZOREHDFRTEET
ZDHEFEEND D WIEBELET D2 ETILZIRET I NEHFH
METVBESICRUET . ZDRHOERE L TIE(EE
FERIT DEENAA VRARMEETITERS B IHLE
NHBEEZTVWET,

I 7O% 0 NEE 77U —> a3 VR BEHNRRE YTV I T AvE—I VIV AT AICET ZHFRFAERKICHES, FFICRERX v tz—
VY URERRO O HABERBE DR LI SEERZT S, MQAAWGX VIN—=ROJEAGR— R X Vv /\— KA — L FEHBER RS R UBE
EZA =L EES, L KEA—ILAOTEDED HICET 2RIWCHERE,

*7 RFC2045, Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies,
*8 RFC5751.Secure/Multipurpose Internet Mail Extensions (S/MIME) Version 3.2 Message Specification,

*9 RFC6376.DomainKeys Identified Mail (DKIM) Signatures,

*10 DMARC®O##lll. AL R—kDVol.15THEHt (http://www.iil.ad jp/company/development/report/iir/pdf/iir_vol15_message.pdf),
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BT ITBUEABRBEEMABBOEEME L U TCRILEMEAMAERIAMARE RRIERZERD
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3.1 BUHIC

3.2 ROY—ERETILEMER

RETK FTTHOL S B@E, LFHTRELL7Z IR
ERNHBEDOFTICHIRENESTETVET ZL
TSaaS& WS IcmETEFRGRY b7 -0 ZHAL T
P—EXBBITER LI

CDEIBAVT—RY NREOELICHET B HH
MITBUENBRBEM RS, SEERE  BOXARRARET
W ARy N =0 X2 5%y U= {REBIE
BEAMTOMFRR & U TR AR R BRI ST,
RRIERZPRGIIDMIZTECENBRBEMTHEBELD
EZXERTI T I RAMBI SV ROMEETVE U,

UM TIRERF FIRAEOT I ERERAT—E
2ERMITZIVIVRICERSNCREZRBT S
D7ZY NR—ALTT 77 ERWY > RETIE FIFE
ENSEA VY —RY NEDORY NT—UH—E %R
FAULTWRHBEEEDSRBRVWLSICRITWETH U —
EXARBHEEFF I/ ERAEROICZFETH—ERZE
HIDZEMNTEDLSICHRDET,

AEETRH. INEFTOY—ERDRBAEICDOVNTED
MADBHS FIEIAMI T RICDVWTHBNANLET,

3.2.1 EFBF—FEVI—FETI

POy —Ry MCRIFTZ2 AV TYVERER. 7 F41
PRI —NRETFTNICLK>THRREINTER LI V71
FYRG—REFILTEVWAT—SEU T« ZERT BIC
& SHERET —/ROEA LY —/NNOHEEP L TWDHE
NHD. ZHOY—NZETEZERRT—YEVT—~D
BENMMDBEEB>TEFIMAE. 7y TILOHT—%
TV ANOEERFIIOERILEDOBREEH D FT,

3.2.2 CDNEFIL

AV —RY MY —EADPEKRTBICON.ERADERY
N7 —2%EEY %Contents Distribution Network
(CON) EFILDERNE U o

CONETFILTIF. EXRBEFRT—Y V7 —ICRZ T IR
BOF vy aF—N\EMgNcaiiLicT—9ty 5 —
ICEBI 2FEZHALTWET, Fv v yat—/\Zihg
PESERZAUY NI N 70 v VEBRODBICIZ T,
ATV H—/N\-FIREROEEDIHEICH D £I,

CONEARFDAkamai Tl F vy ¥ah—NTcarvroY
Y-S\ T 7L EFKHTHM Fr v Pat—/\ - FA
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T Akamaildg 2HRICTI0OFEULE DY —NEER L. 7 >
=Y RNNT T4 v I D3EZEDBICES>TVET,

3.2.3 P2PETIL

v E21—5 OEEEEPEMECIED ICON FIBE
DPCH YU ZA4TF Y hEULTEMET 22T TR =N
EUTHEMETERRITOVY —XZFILIICEDF
Ufco 2NICK D, BERKDNER/ —RELTEET S
Peer to Peer(P2P)BID Xy NT—V ZBELTH—EX
EITSP2PETFI DY —EZINBENFE U,

P2PE L TEZGHD E L TEBIitTorrentic k23> 7Y
VEREVATLADHD £,

P2PEFIL Tl MEBEAIOPCERZFIBT 20 AT
LEERT 2 ETHRABRERLUIC.BWAT—FEY
FADYRATLDRRELEFHH, SH P2PIE X Y ~
T—O RS T4y ID3NDIEEDC FDRT—FE Y
TARBICEIEENTWET,

3.24 FEETFTIOMERES
EFRRF—F YT —CONWITNHEEXRBRY AT LR
BHABREER>TWET, Blo, FR30%EWS ~T
74V DBRPICHIGURIELEREDEERDFT, I
ZIE F=FEr I —DEKRIC L > T2010FICIFKER
DMBENHEED1. TN 522% % T7—5F 25 —THE
LTWEWSHENH D ET P, WThoF77O0—-FT
SEBOLRKRIIIKELBVWEEDIZZBETEAL M
AT HEREWeb 7 75— 3 VPERET —LADKR

TAVITBT—I Y I —RUCDNOEERY —ER &
BODDHDET DK SBRHETIE EBLEDEEIZE
ICRZT FT—F 2y y—oHgn g RH SN S 574
BRENERENKT,

P2PETILICH T 2R Z LB IIROES), T2 5
ERTRENFAEE TH O FAEOFRERREDOMH LI
DRMEBWNWTEICHDET., CORAZ, FIFEERPC
IC IS B ICEREDEVND DNEEL, P2PRY kT —2
MUIKUVIRARRENRT B & ZF LT/ — REBEMkRE
KECEFEDEESTHREEVWCENEIFOENET, &
NSDFEZRRAT 5T BRGREZVDELE UL
BFREEOEWIVTVYVEEYATLANERUET,

INETOPPIAVTYYEREY AT LR 7 71ILEE
Kb nicbDER> TWE LA HEEEWeb 7 7
UTr—oa Yy PEBET—LABEEERDDDOHNFT,
P2PERE 2 RIRT 2 NEMEER(ICIF. 2D LSBT —E
2 EBRBRERUICRAT « V79 2HBEbm kD5
nadz&Emhxd,

3.3 ZELT7I7EAMBIZIEAN

v Ea2—50/NBHE SRR BfEEWocb DI
INHSHEATW ZEDPFTEET, FREBLEE
Mie—MELTETVWET, ThICED. Ry ~T—T L
ICEHROIVE1—FT1 v/ —REREL.RERIBH
TH—EREBHRETS N TELBEABET 2 TN
NRZATEET,

X1 FHYA-TU/OY—XERASHDT LR Y —2Z (http://www.akamai.co.jp/enja/html/about/press/releases/2012/press_jp.html?pr=102612) .
*2 Open Networking Foundation, "Software-Defined Networking: The New Norm for Networksi ONF White Paper, Apr. 2012
RE*t, SER®, 88 —F, 'FRERERETOE T DEEA —/\LER/RO—&RE EFEIR, vol. 111, no. 277, NS2011-115, pp. 67-70, 201141148
*3  REER REF, EREM, BFE—%, 'FRT-2-Chord:one-hop&Emulti-hop® Y — AL RGBT AT AN DR BERICHIREEF ODHT 7L TU X Ly 52 R, vol. 111,

no. 469, IN2011-149, pp. 73-78, 2012438

x4 BNETE REXD, SERA 8 —F "R —Z 7RI —T 1 V7 ICmiFcBEERIEF A S22, vol. 111, no. 469, IN2011-170, pp. 199-204, 201243H
X5 EHMR BE—F (UIT7MBRZAVCOBIATLAOKRBIEY I 1L —2 3> FFEIR, vol. 111, no. 468, NS2011-272, pp. 529-534, 2012434
*6  ALR—bDVol.16 (http://www.ijj.ad.jp/company/development/report/iir/pdf/iir_vol16.pdf) D7 O—R/N\YRh S 74w 7 LR—RZDTEBD NS 74y J{BEICD

WO z2R,

X7 YRAVRATLAXEBREHORTA h—/{— (http://www.cisco.com/web/JP/solution/isp/ipngn/literature/pdf/white_paper_c11-481360.pdf) # £,
*8 IPA.T=a2—3—712&D2012578 %5, (http://www.ipa.go.jp/about/NYreport/201207.pdf) . Analytics Press"Growth in data center electricity use 2005 to

2010, (http://www.analyticspress.com/datacenters.html) Z £,
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