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WEITE, T—YZ2BZOHDHEMS, T—IR—I T —
NITBEFZREIIHORA IVT Y VESHMZ
DRADIDNH B ENPHh>TVWET,

2010F10AMS 12BXTICBRA L Te. WebT—/XNIC
WNIBSQLA v Y VY 3 VRBOHERER-10IC. K
BORETONMZH-1TICEZNETNRLET, NS

(&%)
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3 YR —YRIPSH—ERDY X FvIC L BHE
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164A%DIET. AT ZDMOER NN TWVWET,
Webt—/\IZX 9 2SQLA I 17 a VHEBORE
WRIFFIENSHEDENRZITESNFRATUR,
SRICEHZFEEEENS OBWEDOEIGHIEML T
WEITH InIF1I0BE6EMNS7THICH T TEICHE
VEEDSREDIOENDKIRIELRBEN D > fofe o
T,

ZZERTIRRLIZEB D, BEOKEFENZNEY]
KR Eh, Y—EX EOMIGAToNTVWET, L
U, WEDHEAFMEL TWD T, 5IEHmES TR
ZIRRR T,

Z0ft
WHTTP_OracleApp_oprocmgr_status
BWHTTP_OracleApp_XSQL
WURL_Data_SQL_Tequall
BWURL Data_SQL Declare_Exec
WURL Data_SQL_char_ClI
WURL_Data_SQL_char_char
WSQL_Empty_Admin_Password_Failed
WSQL_Empty_Password_Failed
WHTTP_GET_SQL_UnionSelect
WSQL Injection

2010.12.1 (B)

E-10 SQLr > Yz VY 3 vy IREDH#ER (A5, BEEEHRR)

Z 0t 7.3%

TWO0.1% CN 45.4%

SE 0.1%

PH 0.2%

KR 16.4% — JP 26.4%

E-11 SQL1 Yz VY avREOEET DS % (ERISHE. £HIRHE)

*48 Webt—/Nc I 277 2R %EU T SQLAVYY REHTL. ZOERICVWET—IN—RZRET DHE, T—IN—RAONBZERG<HE. K

SATBEILLD, WRBEROAFPWebI VTV Y DESHBI TS,
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ICH U CTERASHORENRASNTVET, 20D
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L _EdDconnection flood, EHFAREICK T 2K TIE
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FFREIC DWW TIE B—Webt 1 E THRE291RE & 765
TWK LT REDOEREI, FED S DERRAICIZ
T, FEUAOEPERMEISPA S DFRAS R S5h.,
proxyd —/\ZBRAUBEHAEPRY xRy MRS
NTWeEEZSNE T, SS5ICHRIZABNEDD,
TFT—Y DRI AEE-EEZENZSQLA VY TV
2 VIRED, FIPY—NICH T %/XR T — KL/
DEHRELFE LI,

B WEEDER

SEO—EOKEDHHE LT, BRITEIh TV
WWebt -+ RADKEDERNEFEIFSNET, Fic.
WEABOKEICIE HBE—BICBHINTWS
WebH 1 hM5 U Y7 ENTWE YA MCHBEDNT
PNELU, 2OKS) Y IHEDWebt 1 K& K
BIRTH>Webt 1 MBS T 2B E IFERD
HRICE>TEESNTVWEY—NTHH, KEEF
17 2EEMNMBEL DS WRIRTU . Eie. INEIER
Webt 1 k Tld. DDoSKEICXNT BEEfFEZiT> TV
BRWH—NREFERALTWZEHH D, BYRIIED
EHEINTVWRWRRE BZFSNE L,
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A © | BREARER/ Y —/ N T 250
u ®  BUEEARFRIR/ ERER i
| °: Hﬁﬂ”ﬂiﬁ“/w*
® A HEBR/ YN BEE
B - EE Y I B
W R - FHEE KEERRS

BEOYA MIHBENEELLBIEY—I7 0TV, 12084 MZ 1 BTEEEENSREL TWTHY—VF—2, HAKEDBAETH, HICROSNLKEBRICLDAELTWS, TIIER 1A%

SR RAEIC T 2% RY . "backscatter Bfls (& IP 7 R L RS N ICH T 2HEERY "

#H. ANOFFEZTRZNOEICE T 2B (LB PRFEAS) 277,

o Mtk IRES) FABHRICLBED,

*49 backscatterfflI THS TE B EROEHHE & T DEBKICDWTIFAL R—K~Vol.8 T.4.2 DDoSKEIC & Dbackscatter D&l (http://www.iij.ad.jp/

development/iir/pdf/iir_vol08.pdf) Z#ZRD Z &,

*50 NARERY —/NDDDOSKEN 5 DFFHIC DWW TIEAL R— ~Vol9 M.4.1 NEEY X7 L TODDoSKHEADEZ ) (http://www.iij.adjp/

development/iir/pdf/iir_vol09.pdf) # 2R D Z &,
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ENHREICARD FT, IUTIE SERELZLSBKE
OBEZABNT D & BT, EREERZE U TSP
& DOERERD, DK SBEFEINET BEEHD
BEZHEL TWEET,
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IV 7Rk
20108E9BKN S 11 BIEh I T, PV B ABIFT—E
AZRHBT Y —/\DHRNICRS AN, BEDH
YA MFEETZRIY TIMEDAENT L™,
CDIeH, SOY—EXZBALTWS YA ~(EHRD
BEYA N EEO)ZBBLILI—YDRSA TN

Yy O— Rk > Tmstmp &SN 3 ILY T 7IC
R, WEDEND F U™,

B SHOR

COEHORHIE. Wod Yy 1Ty 7(EHROY
ARNSOAVTFYYEEREL. 1202V TFYVICR
BBFR) TCERSNEAY T VY O—ENBRAI N
2 ETY, BE S FHRWebt —EZXTAPIH AR
SN, ENEBECTHA MNETT— Y2 EETED LS
ICB>TWET, —ROFIBENHENICSEY 2/R—
GIWHA N BRIVYY 22— NEETY
VATV TETO>TVWRIENEL BRETA EhED
AV TYDEEI N TWeb 7 T 7 HICRRINTWL
F9, IDeH. Xy 2Py ZIcHBEENnTWSIY
TV DTHRIAShD E ZOIAVT VY ZF
ALTW2Webt 1 hZFEBLERITT. JILT T
ICRRELTUESIRENELFT (K-12),

M EE

TIRA T AR —EX Web [REH—EZ
BH#tY A~ (B8 B) &ZA) H1L0)

“ YR AD ‘*ﬂhso) F1hCO
ayryvy aAvFoY aAvrFoY
(HZh)

I I I

BERET—ER HRIERAE E
(U~ D) HY—EX (¥ hE)
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DHBYA b
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Y~ DD YA RED Yr%ary7
aAvrFoy aAyroy gné \
aryroy

2.Xvy>ar7v7
(AVFVYDERE)

1.Web HIE

YAV TUVELTERR

B.FE(VF1LIK)

‘ 4. Exploit. ZIL® = PE#

1RMAENYY Y27y TH—ERZFATZY 1 ~ A%z Web HE.

2294 MANSEETOAYTYYNERKEENTHRAEICRS,

35UV Yy aTy T —ERERHETZ YA bD 1 DHBRSATN T
BE (KITRY Ak B). AAERBROHZY 1 MFFENnD,

4. BEOHZYA M5, 5BE%R< PDF ¥ Java 2% (1FR%, fIFZED
PC ICHEBMAFET BI5A. VIV 7ICRRSE SN S,

B-12 9w 2arZyZ7aAVFYVIKERLETILY T PRS

%51 JPCERTOA—F«X—Yyavteyy— FIUOEIABRY—EXZ2EALL Web ¥+ MNERTOREICET 2RI (http://www jocert.orjp/

at/2010/at100028.txt)

*52 RSATNA¥ o vO—REF, 770 F0MBHEEZBAL. Webd Y 7YY ORBBEICRADPNBVNLSICYILT T FICRESEIFED &,

*53 A YAR—IEINEIIILIITDT7 71 ILEADMstmpE > Tc 2 EH S, MEBFETEMStmMpE WS ETRDNZ I ENEZ W, XOTOT TR, BE
ERTLR EH 100U ENBRRBEELEZ T EMMERIENTWD, RLY R/ 70 £F2UF 707 ERNT004L ETRERE %R,
"mstmp” "lib.dll” @7 7 A JLA THE S 2ARIE 7 A7 Z A (http://blog.trendmicro.co.jp/archives/3723)
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WEBEICE ST, ZOFHFFRICHROBHZHDICHK
N EF, —FEEDGUMblarEH*>*Tld. KFEYA MK
EHEHLUTWWebt 1 hAS ASNIcZ & THE
MEXUE Ufeo Fles KFLEY A ORI AITES
T ZOLREZBHEL WY M EFEBEL 1Y
BRIV T 7 ICBHT 2EHBERREL TVET,
SEIOBHICENTH, BREERHIEREO S 5IC2H
ICHEMUERMESNTVWET ™, WEBE, B<FIA
EINZYYyyaryZAVTIOYD1I DERIAT D
T, ZFnNEFETZIRTOYA hZzRHSALEE
ZLASOHREBET, 2O ENS, BERMICID
Y—EXEHS I ENHERAITEEY,

Fle. PV AR —EXZFBLTWeY 1 M,
NILY z PEAERR U BT A K TiEa< — RO
YA Tl 2D, 2DHA RETZVI YRS
ETTAINIIVITERENREETH Tz H. W
EMMERUICBEREEZ SNEF T,

BT DRFEEZDEE

RILY 7 DRBRERIG. WebT 502D TS
1Y DMfEHEERET Z2BEDH 2T A NMc1—H
FEINIHTY, T R-2ICRTIHEHLE
AanfcezBERUTWEY, K-13IC. YL 7

-2 mstmp TERAI NN

REBOEEZRULE T, BHEDOBRICKINT B &
F971.1234567890123456.swi" D & S BR#MF & £
U RDBICIBHTOEFHL < IR F.swiD T 7 A
IWDEREINE T, ERICIE. COT 71 ILOF &I
DLLT. mstmpZE£R L TEITIBHD7O00 5
LTI, mstmplEWeb7 S 0D TS 71> & LT
EEL. AT — /D5 S5 (IClbdIFEDTILT 7%
FOYA—RULT WebT7Z9FDT5710&0LT
AVAR=ILULET, £z IUTIE. "Security tools &
WSRT 7oz 7 eblc, FIPPAIY N EEH
RIXIWLTz7HRA YA N—ILEh, ZOF AUV K
ZEALTEEENEEL TWBWebT 1 R EHHRS A
INdEVNS, Wbk ZGumblar R F— A% FDEH]
NHoe I EBHERLTVET,

B WEICEIFT

SR UWebY A M ZRBA LT ILY = 7REREY.
TA4IIEI Y TR DEE C 2 A REMEZ R L
T BBENS TSI UHED/\y FEA R RREICT
ST EN—FEOMREITHRD £, FFicJavaDiEiElE%=
EWCHENSRTIEBMU TWS EBRUSNTWS
1™ EFERDNEITTWS T REHORREE - #
ECRABNANEETY, £, BHENRELEIC
T77AT7 I A4—IILPIPSEDOV % IHDIF> THET

e—e—0

MDAC - MS06-014
Hee MS10-042
(Help and Support Center) . - %, HF 164 swf (DLL) mstmp (DLL) lib.dill (DLL)
mstmp ® Dropper, TSIVDTSTA v TSIVDTSTMvE
Adobe Reader / Acrobat <9.4.0 CVE-2010-3631 HRERT swilE— Ry le 3 L THfF L TEF
Adobett DFlash %I F) CRCH—/NEBEZT lib.sig mEEY YO~
<1619 CVE-2010-0094 AENZIETEN R W BRI %E R (IUTIERRER) -
BRI IEDLL, Fora—R,
Java (JRE) <1.6.19 CVE-2010-0840
<1.6.20 CVE-2010-0886

B-13 mstmpRELDOTILY =7 DEE

AVITZANZVFvyEF2YT 1

*54 Gumblar¥Gumblar 2 ¥ — A% #2ru:8080ICB Y 2 L R— M E. BEDIRTRLOZVED EIFTWS, Vol4 142 ID-/XRAT—REEZZLTIL T T
7 Gumblar (http://www.iij.ad.jp/development/iir/pdf/iir_volO4.pdf). Vol.6 1.4.1 Gumblar ® & it 1T (http://www.iij.ad jp/development/iir/
pdf/iir_vol06.pdf). Vol.7 1.4.1 GumblarB DK E X ¥ — L% FFDru:8080 (http://www.iij.ad.jp/development/iir/pdf/iir_vol07.pdf),

*55 ZOEHICOVWTERD ML Y RIYA 7 OKRKKHOTOTTEBNINTWD, AdobeEBEANDOEOF1KE, LEEEYRTLA%BEL Z"Webh 5
DBHE, - 2010F98DEREB A% RN KRS (http://blog.trendmicro.co.jp/archives/3700),

*56 IBM#DERSOCT I, #ElIChlc > TRIMICYILY = PREFEEIEMUcOZRAM L. BAL TWS, Tokyo SOC ReprotR T+ 7/ - o> O—
KRB TREPET 5" mstmp” 7 1 JLRICDWT (https://www-950.ibm.com/blogs/tokyo-soc/entry/dbyd_mstmp_201010277?lang=ja)

X567 AT T TER EFAVT AV IRV TPEERN FEUVBVWESEEZERI B ETLI—YEE U TREREZFNI 2BR. AT 7V T IDOVWTIE
ALHR—KVol3 ".43 257D x7, (http://www.iij.ad.jp/development/iir/pdf/iir_vol03.pdf) 2B D Z &,

*58 Windows Updateldb 523 A D Z &, flZIE Java (UDK. JRE) ¥Adobe Reader/Acrobat. Adobe Flash, Apple QuickTimeZED 75 ¥ 7554 v ic
DWTHRHIRICRDZ ENDETH %,

*59 Java® 5514 % 22 < ExploithV &8 U 7z & D5 IE X dMicrosoft Malware Protection Center®blogZi & T S TL %, Have you checked
the Java? (http://blogs.technet.com/b/mmpc/archive/2010/10/18/have-you-checked-the-java.aspx) o
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ZZMMEA . EHNICOVZR/BELICDBITLED
UVCREBZRDITHIcHDHEAZR DI & BRI
5%7,

143 Y7 Oz 7BRE/INYT—IDHZA
2010E11A28HM512B2BICMF T, AL DK
B *ONSEA UTcProFTPD*' @Y — 23— R /0y o —
IHEHEINTVWE L™ Thid 2o d—/1n
REIRBASNTIZ7AIDHS ASNTIZfcdICH
HEUREHTT, COLSBY 7Tz PEA/NY
T—IVDHRIAEHE. SEOLDOHHTTIEH
D EH Ao 19994 [CTCP Wrappers™®, 20024 I
OpenSSH*** & Sendmail**AE#hzhRE A S h. ~
A1 DOREMNBALNRYyT—IDEHRINZDEVNDS
FAROEHNHDE U, 22T VI NI 7EH
Ry T—=I DRI A&, ZORBAEDHHEAICDUN
THEHULEY,

B ProFTPDOER/Cy T—IHE A
SERASNY /N —REBAFTPY —/NE I
Z—U—N\BRET—NRD2DD®%E ZFRATWEL
foo 2DIH HEASNY —ROA— ROy T —=Ih,
ZLUHEICEABUERI - —NICEHm S &
<FIRELEUSAIRERRREICH D X LT, BRASE NI
NOADREDEEIE EILRSNFNA T YT 7oA
WICUE—R Yz I)VEBUST Z/\y U R 7 &M
V—XOA—Rh 5D REICZDERZREDIPF
RLZICEMT 25D TUT.

ProFTPD T &, 20104108298 I3 %) 12 i 35 1
NAFRESh BRHICHEEADN—I 3 VDI RFEEN
FUTco TORETMEICIFREEFICLDOBWENFEY
3. 2010511 A7H O R CTHEREEI— KA

SN BNV 3 v EERUEIT S EDERICE
BARRET U . SERSADTRE L TRDRED
DlF. T DOIEFEICHEEHD/IN—T 3 THD, /\—
Vayvr7y7EENE UIEBEN S BAEN /(Y
T—=ITUle UM L, HEASIN/Ny T —JI IE
ROZNEWRUILEE T, \Y Y 1ECPEFES
LK BRIBERITEE B A BHICHS ATTHER
Ny T —=IRNEBOT 7 1 )L OBFZIERCFABEEBRIC
EZFET, EROBEMERB>TVWE U T,

B /Xy T—IRE AREDOBHEY

LB ELNTWEA—T VY —ZY T ~NTU 7Tl
ZFDIFEAENEBREICLD I T——/\THFRAICTH
MINTVWET, COESBRIT—F—/\NEFET D
ZET —REHRTORY K T—=7 P —/ROEFH
BREN. I—YICLBBEORICRY hT—7 LD
EBIENMERSINDE, SEIFHRBENMELCTVWET,
ULHh U ZNZENDI 7 ——/N\TOEEBEFHPY X
T LEEEFTERNTH D, —REHBITTHRLIT—
Y-/ EbNTEAEND E. ZEDIF—T—/\T
AL TWBNRyT—IhRS AN TLUES AR
DHDERT, fc. RRDEMITE IFE > e <BEHRDA
WEEHRTTHO SRy T—YEZITM-o>TLES I ED
EZ5NFT,

D, BB EMDY., B/ Cy r—I OBUSHKIC
FREADBRIETS ZENEETT, Z<DIFA. I
I T —=IDO—REHETH 5. XS AREDTHD
Ny Y1 BEPBEFEEIRBESNTVET, SEIDE
HThb NNy r—yzyorO—RKUHBENHRS A
DOBEJ|EZBEYCHRIET NIE. HEER T2 &EHD
FEATUL,

*B0ERDOY 7 b Tz 7EB 2D —EHE U TREASTNEZZETYRTAIRADRADYILY 2 7 DO—1&, EA% HEOLKH(RAREPAHNE ZHE L
ERRTRIEEESZIT S, BROFE. YA T LDKE, 7Vt AEROERZBENE T HBENE W,

*61 FTPH—/\Y 7 ko = 7D—2D, The ProFTPD Project (http://www.proftpd.org/).

%62 ZOEHICE U TIERDOProFTPDO R —AR—Y THE I TWS, ftp.proftpd.org compromised (http://forums.proftpd.org/smf/index.

php?topic=5206.0) .

%63 CA-1999-01: Trojan horse version of TCP Wrappers (http://www.cert.org/advisories/CA-1999-01.html)

%64 CA-2002-24: Trojan Horse OpenSSH Distribution (http://www.cert.org/advisories/CA-2002-24.html)

*65 CA-2002-28: Trojan Horse Sendmail Distribution (http://www.cert.org/advisories/CA-2002-28.html)

*66 CVE-2010-4221: Telnet IAC processing stack overflow (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-4221),
%67 Full Disclosure: ProFTPD IAC Remote Root Exploit. (http://seclists.org/fulldisclosure/2010/Nov/49),

*68 & <{fELND/\Y¥aTILTYXLELTMDS (Message Digest 5)¥SHA-1 (Secure Hash Algorithm 1) 0% %,

*69 Bl ZIENRRES EAAUICEFERICHIGLZY 7 8D 27 & UL TGNUPG (http://www.gnupg.org/) H'# %,
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SAEBEORFEEZES> TLE > TIEEBRIN AW,
RADAFRIZOPHICEREY FETESDELL
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*70 Predicting the winner of the 2008 US Presidential Elections using a Sony PlayStation 3 (http://www.win.tue.nl/hashclash/
Nostradamus/). BES 7L T Y XLADEBFRLICDOWTIE AL KR—KVol.8 M.4.1 BBES7)LITYXLD2010EMEDHE, (http://www.iij.ad.jp/

development/iir/pdf/iir_vol08.pdf) #ZRD Z &,
*71 AREESARICE T D2RMRICHT 2/\v Y 11,

Vol.10 February 2011

© 2011 Internet Initiative Japan Inc.

IIJ Internet Initiative Japan

!



B /Ny 7—Y O BENMREE

INAF D7 710 OEE TEHREBOREIES N TL
9, Ly R/\y htOLnuxFA AU E21—> 3>
RHEL (Red Hat Enterprise Linux) TEEINTW3
RPM (Redhat Package Manager) Esxm /¢y r—v
Y. N 70aY 7 bEOWindowsTld, EFERHHE
HAFEN, BEMICHRIEL 72D, FIAENRHE ZH
AFTBIENTEDLSICHRO>TVET,

AVIZANIIFvEF2IUT 1
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